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Abstract—Laboratory-based mobile wireless testbeds such as ratio of virtual to physical nodes [7]. Other researchers us
MeshTest and the CMU Wireless Emulator are powerful plat- virtualization for a similar purpose, but perform experirtse
forms that allow users to perform controlled, repeatable, mobile over a simulated wireless channel. For example, in [8] ¥irtu

wireless experiments in the lab. Unfortunately such systems U Mode Li . dt . t with | bil
can only accommodate 10-20 nodes in an experiment. We have ser Mode Linux 1s used to expernment with several mobile

designed and built a prototype of a system that uses software Wireless Delay-Tolerant Network (DTN) scenarios.

virtualization and live migration to facilitate experiments involv- Virtualization has also been used to maximize concurrent
ing intermittently connected networks with many multiples of  experiments on limited hardware resources. One recent ex-
the number of physical nodes available on such a testbed. ample of such a study is [9] in which researchers describe

Building a system like this presents many technical and . 7 . .
research challenges. In this paper, we will describe the physical NOW they use virtualization to support multiple simultango

construction and software architecture of the system while Over-the-air wireless experiments. Their approach is te us
providing a discussion on the research issues that we are currently time-division-multiplexing. That is, to run the individuex-

addressing. periments in separate time slices without interferencether
study along these lines, regarding the Orbit testbed [bokd
at using the OS-level virtualization tool, OpenVZ to sugpor
Scalability, control, and realism are critical issues imewni concurrent experiments.
less network performance studies. Simulation tools lIK&NS |n our research, we use node virtualization and migration fo
[1] or the Opportunistic Network Environment (ONE) [2]a different and novel purpose. Our focus is performance eval
provide users with control, scalability and repeatabiltgw- yation of intermittently connected mobile wireless netigor
ever they lack realism, both in the sense that the hardwargis class of networks could span the spectrum from Mobile
firmware, and operating system must be modeled in softwapgi-hoc Networks which are occasionally partitioned, toyver
and because the wireless propagation and interferencelsnodgarse sensor networks with mobile data mules. In situstion
tend to be very simplified. Field tests, on the other hangihere a network is partitioned we are able to conduct a large
achieve realism by deploying real implementations runming experiment as a collection of smaller scale mobile intévast
real hardware, often in their intended environment. Howeven our testbed the limited resource is the number of inputs to
live field tests involving mobile wireless devices are expe®, the emulated RF environment. If a node in a mobile scenario
difficult to control and monitor, and may not be reproduciblgs geographically isolated, it does not require accessedrih
As an intermediate solution many researchers have dex@lop@vironment. Therefore, as a mobile network scenario eglv
laboratory-based mobile wireless test systems [3], [4], [Sonly those nodes that are within communication range of
Such systems use real wireless devices which operate inger nodes are given access to the wireless medium. It is not
emulated RF environment. These Iaboratory—based Systemcticm to phys|ca||y swap devices connected to the etmdila
however, are limited to experiments involving 10-20 wissle RF environment, so we use software virtualization tools to
nodes. We have developed a system which uses virtualizatigBve running node images on to and off of the wireless testbed
and live migration to share access to an emulated mobfigdes during an experiment. In this way, we can experiment
RF environment, facilitating scalable experiments on sugfith a network that has more nodes than could be supported

I. INTRODUCTION

laboratory-based mobile wireless testbeds. on a non-virtualized system.
Virtualization has been used as a tool in a variety of testbed
and emulators. The most popular application seems to ble faci Il. TESTBEDDESIGN

itating experiments involving more nodes than are phyical

available. For instance, Emulab supports virtual nodegsin i Figure 1 shows a high level schematic of the premise behind
experiments using FreeBSD Jail [6]. In a more light-weighhe proposed testbed. The underlying physical scenarid use
example, the Network Emulation Testbed (NET) uses Virtual network evaluation consists of arbitrary arrangemerits o

Routing to run wired network experiments with a very higmodes and a mobility pattern; there are nodes that are within
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Fig. 2. Hardware Architecture.
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Ill. TESTBEDIMPLEMENTATION

We have built a working prototype of the testbed that
covers all phases of its development lifecycle from design
to implementation and testing. Using the testbed we have
been able to test and evaluate several of our target network
scenarios. There are however, several research oriersieekis
that need to be addressed. We will discuss those issues in
Fig. 1. A schematic for the Testbed Design. detail in Section IV. In this section we describe hardware an
software configuration used in the testbed implementation.

_— _ _A. Hardware architecture
communication range of one another and geographically iso-

lated nodes. In our system each node involved in the physicaIThe high-level testbed h.ardware architecture is shown in
scenario corresponds to a virtual nodevopnde. The actual Figure 2 Th? setup 90n3|sts of Mo ‘]FW 50PA-338 8-port
computers that the vnode images run on are physical noded3y Matrix swnches,_ SIX _Del! Studio Hybrid computers, an
pnodes. The wireless devices in the testbed are pnodes E server, and a virtualization server all connected thhou

as are several powerful rack-mount servers which have Aigabit Ethernet ?’WitCh'. The AOE server :.ind virtualizatio .
wireless hardware. Each vnode has a running image on sopie/'S aré Penguin Relion 1600SC machines. Each Studio

pnode, and the vnode images are moved from one pnodth .rid is equipped with an Atheros 802.11 a/b/g card with
another as necessary to achieve the desired physical &zen ini PCI Express as host interface and a frequency band of 2.4
. : . . . GHz and 5 GHz. The device driver used is MadWiFi version
Vnode images that are currently involved in wireless i

teractions are moved to the wireless pnodes in the testb 09'4 in ad-hoc mode fixed on channel 6. The Studio Hybrids

Vnodes that are geographically isolated in the physical s¥€ similar to Dell Studio-series laptops, but repackaged a
nario are moved to the rack-mount servers. Eurthermo all form-factor desktop. We chose them because the small

vnodes involved in separate isolated wireless interastizan fﬁfm factorrtalliowsitthfhm”:o tf'tn'gt&ir?il;rcs;h'sk:ed ?/Ui(ik)l:dsunras,
be moved to pnodes connected to different RF switches. Tft‘lisey supportgiganit ethernet a express I 58
means that the testbed can be expanded to support m%rllg they are avallahle with a reasonably capable proce rt
vnodes by increasing the number of RF switches and pnod%%?ports Intel VT (Intel Core_ 2 DL.JO T.E.‘loo)- The_ Wi-Fi cards
as long as no individual cluster of wireless nodes becom&§'© cho;en bgcause of the|_r gva{lablhty and their docueaen
too large. The evolution of the underlying physical scamarf:ompat'b'“ty with the MadWiFi drivers.
due to node mobility and the migration of vnode images a® Wreless Testbed and RF Switch Control |1ssues

controlled by a new mobility/migration management Systém |, o, prototype implementation, the wireless testbed part

we developed. . _ consists of computers in shielded enclosures, two RF matrix
The testbed architecture consists of three main companen§gitches and a switch control server. The RF energy from each
1) An RF matrix switch and a collection of wireless devicesomputer’'s Wi-Fi card is cabled out of the enclosures anal int
which host vnodes that are within communication rangle matrix switch of programmable attenuators. The encéssu
of other nodes. prevent inadvertent cross-talk, and the matrix switchvadlo
2) Rack-mount servers that host isolated vnodes us to arbitrarily control the attenuation between the weissl
3) A mobility/migration management system that movedevices.
vnode images between these two physical entities andThe program that controls the RF switch at the heart of the
manipulates attenuation settings within the RF switctiirtual MeshTest system is a daemon callesdnd. The xsimd



comparison of RSSI measurements in the open field test and the virtual meshtest
-30 . . . . . . .

o Cold Migration Complete shutdown and reboot of the

larget i
1111 virtual meshtestbed 7 . . .
« Warm Migration Suspend, copy, and resume execution of

the target VM
« Live Migration keep an instance of the VM running on
the source pnode while copying to the destination pnode

Both warm and live migrations exhibit minimal downtime
and seamless migration whereas cold migration can result in
noticeable downtime and considerable clock drift. However
: . S there are certain hardware requirements for warm and live

10*log10(distance in meters) migrations to be successful, whereas cold migration is more
tolerant of hardware changes on the target host. In thisrpape
Fk:g.t& tbcé’mpa”son of RSSI measurements in the open field tetoof 5| of oyr tests and experiments involve warm or live migrati
fhe testoed. We considered two virtualization technologies for our
testbed, Xen [11], [12], [13] and OpenVZ [14], both of which
support live migration. Xen is a paravirtualization teclugy
program for RF switch control was developed for the MeshTefjr several architectures that provides a hardware alistnac
testbed effort at LTS cited in [3] and is used with somegimilar but not identical to the raw hardware through itstivéd
modifications in the current prototype. The daemon accepachine Monitor (VMM) called a “hypervisor”. The modified
physical scenarios from the mobility management systeguest OSes called domains run on top of the hypervisor. In
computes the appropriate attenuator settings, and aghées contrast, OpenVZ is an OS-level virtualization technoldgy
to the RF matrix switch. Physical scenarios consist of annux kernels. While some users have found it to have better
XML-encoded list of node location updates for all nodes ipgerformance than Xen [15], the restriction of not being able
the experiment. By repeatedly sending physical scenadostd run different guest OSes gave us a strong disincentive
xsimd at regular intervals the wireless testbed subjectEe® to adopt it for our experiments. Because of its flexibility to
to the simulated effects of mobility. accommodate different OSes on a single uniform host OS, we

We calibrated the RF switch using results from a field tesiecided to use Xen in our testbed implementation.
we performed. In the field experiment we placed a pair of Integrating Xen with wireless networks is one of the more
stationary nodes at a fixed distance and let them transiimieresting challenges we came across as we constructed the
beacons. We repeated the experiment at seventeen locatigingial MeshTest testbed. Xen provides primarily three-net
for varying distances, from 0.5 meters to 1100 meters. Wgork configurations which are bridging mode, routing mode
used two Dell laptops with the same Atheros 802.11 cardad NAT mode. NAT mode was not considered because the
used in the virtual testbed. All driver configuration paréeng nodes IP address is not visible to external networks and it is
were also the same as those used in the virtual testbadt appropriate for the experiments we were considering.
including disabling antenna diversity. At each locatiore w Each virtual machine can have logical network interfaces.
ran tcpdump for about 30 seconds, or until at least twentffhe MAC addresses of the logical interfaces can be either
frames were received and the RSSI values were recorded. hienually assigned or randomly generated. In bridging mode,
RSSI values were extracted by dumping the radiotap heatershe MAC address of the logical interface is visible to exérn
the tcpdump output. Also, throughput and jitter measurdmemetworks. In routing mode, the IP address of the logicalrinte
were made usingperf. face is visible to external networks. Xen also creates airtu

In the corresponding testbed-based experiment, RSSI meatwork interface (vif) which is a pair of connected virtual
surements for 200 packets were taken at each distance usefdtirernet interfaces with one end in guest OS (also called
the field test. By adjusting the insertion loss values, wddcoudomainU) and the other in host OS (also called domain0). We
fit the path loss characteristics of the Virtual MeshTestesys used routing mode for wireless interfaces in the experiment
to those of the open field test. Figure 3 shows a comparisee ran using the prototype.
of the field test results with those obtained in the testbed.

RSSI (dBm)

-100
-5

D. Mobility Management Software

The software components in our testbed which control
node movement and migration are depicted in figure 4. The

The core idea for the proposed testbed design depermsgstem takes as input a set of parameters describing a physic
on node virtualization and migration. The underlying dasigmobility scenario. For example, we have tested the system
requirement is fast and seamless migration of vnodes batwegdth mobility patterns for DataMULE and several variants
pnodes. There are three different ways of executing nodéRandom Direction (random), Mini-Beltway and three node
migration using most virtualization software that suppuartie drive-by (deterministic) models. Thdobility Generator pro-
migrations. This terminology seems to not be standardiged,duces an XML file encoding the desired mobile scenario,
to be clear we define: which can be fed into thdreprocessor. The Preprocessor

C. Node Migrations using Virtualization Software Xen



we are working on is to integrate Emulab as a front-end user

7] o interface to our testbed.
B P A
=~ o §‘M}<* A. Migration Algorithms and Strategies
@ e Our current system builds a migration schedule in advance
v By by analyzing a mobility scenario for an entire experiment. |

initiates node migrations when the distance between Virtua
nodes passes a hard boundary. While this type of migration

4,|poou @XD (D ‘ on migration strategies. A second equally significant agtiv
g L strategy is adequate for some purposes, there are betts-str
=0

Preprocessor
ity

gies.
= Many simulation studies assume a hard boundary or a
DataFlow fixed wireless communication range of as little as 250m [16].
= - » = Coaxial Cable .
( eeEso2ncan However, we have found that commercial 802.11 hardware
can communicate at over 1000m, though the throughput
Fig. 4. Mobility Management Architecture. and jitter deteriorate as the distance increases. In thé- har
decision migration algorithm, increasing the communamati

range increases the size of the node clusters. Since alsnode

determines what node migrations should take place, and whéh@ cluster must be migrated to the same RF switch, the
and encodes what physical scenarios should be sent to figéd-decision algorithm will fail for scenarios where node
xsimd daemons. This last step can get somewhat convolufddsters become too large. We are experimenting with the use
because the mapping between nodes in the original scendig°ft decision algorithms to monitor all the possible véssl
and switch inputs changes throughout an experiment. THgeractions and perform migrations that minimize the antou
experiment is started by invoking ttixecutor. The Executor ©f 10St communication opportunity. Such lost opportursitie
maintains real time during the experiment, sending physidéPWd cause errors in performance estimates which need to
scenarios to xsimd and issuing Xen commands to the pnod@g.quantified.

The migration algorithm implemented in the PreprocessorAn example of one such an algorithm we evaluated is what
is a hard decision algorithm based on a unit disk model. wh¥¢ call the “shortest link first”. This algorithm assignsisaf
two nodes are within some distané® called themigration nodes to an RF switch by prioritizing links based on distance
range, of each other in the physical scenario, the Preprocesddrour preliminary analysis, this strategy achieved migrat
must assign them to the same RF switch. If a node is more tHaterns which were very close to optimal. There are alseroth
distanceD from any other node it is considered isolated, ani@ctors to consider, such as the nodes that may already be on
is scheduled to be migrated to the offline virtualizatiorveer the switch from prior interactions and limiting node migoat
For nodes that are not isolated, the Preprocessor usesta dég@uency that could be used in the design of a migration
first search to identify connected clusters of nodes. Thetetu @lgorithm.
composition and the associated time slots are used as tise basBesides the migration algorithm, there are two general
for migration. If a given mobility scenario has communiogti techniques for performing migrations which we have descrip
clusters that requires more resources than are availalee(mfively hamedsequential migration and parallel migration. In
switches, or more ports on a given switch), the Preproces§&quenti3| migration moda| the virtual machines are paused
will reject the scenario. during each migration and resumed after the migration is

The Executor reads the XML file generated by the Préomplete. Therefore the time spent on migrations must be
processor and executes the migration commands which m&#@eked and taken into account when analyzing experimental
vnodes from either the Hybrids or the Penguin server. It al§@ta.
sends the current physical scenario to xsimd every secondParallel migration is the more intuitive migration techung
When a vnode migrates from the penguin server to a hybrféHt much more difficult to implement. In parallel migration
the corresponding attenuation settings between it and th@de, when (or possibly before) a vnode is due to begin
nodes it is in range of should be updated as soon as gyecution on a new pnode, a live migration is initiated. 8inc
migration is complete. The issuing of xsimd commands [8igrations are generally quick (a few seconds for our vnpdes
fairly straightforward, but the procedure for migratingodes the new vnode will be active on the correct switch port with
can become somewhat complicated. We discuss this issuditfie delay and very little impact on the experiment. The

more detail in Section V. benefit of parallel migration is that it allows a user to iateir
with an experiment in real-time, and allows us to include-non
IV. RESEARCHISSUES virtualized nodes in experiments.

There are a number of issues that we will investigate goingln parallel migration mode we need to synchronize updates
forward. One significant question is what nodes and when tio the RF switch with migrations to make sure that the vnode
migrate which leads to interesting algorithmic developtaenis running on the destination pnode when xsimd starts to

4



update its location. Furthermore, because there may be m&®; The results we obtained are comparable to earlier test
migrations in progress at the same time, parallel migraien results obtained with the MeshTest system [18]. We omit a
introduces a distributed coordination problem. In gengral discussion on results for space consideration.

do not want two vnodes executing on the same wireless pnodé\s the project continues, one of the goals is to validate the
at any time. For one thing, the current RF switch settings ctestbed with field experiments conducted on other real edeel
only be correct for one of the vnodes, and since the tintestbeds like the DOME project [19].

a migration takes will not be known in advance, there will
be contention for configuring the wireless interface. A more ] V- CONCL_USION . )
severe problem arises if the Executor attempts to migrate dn this paper we have described the design and construction
vnode that has not yet finished its previous migration. wef a laboratory-based mobile wireless testbed, VMT, thasus

are addressing these and other challenges as we devebpvg(qualization and live migration to facilitate experintsrthat

migration algorithms and control architecture. are larger than would otherwise be possible. The system uses
a new experimental control system that manages the migratio
B. Integration with Emulab and mobility of virtual nodes during an experiment. We have

In this paper, we have controlled our experiments arrd@librated the system against a live field test, and have thged
gathered the results with a variety home-made scripts. $¥Stém to run DataMULE experiments with results comparable
make our system/work relevant to a broader community & & similar experiment done WIthOUt virtualization. We are _
people we plan to use Emulab for experimental contrdf€ process of drastically expanding the system. In the mgmi
However, Emulab does not support all of the functionalitfnonths we will continue to develop more sophisticated mi-
we intend to provide. For example, Emulab has no notigfation algorithms and Fechmques, and integrate our ritybil
of mobility control, and while the development version off@nagement system with Emulab.
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