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Abstract

A protocol is given to take an ElGamal ciphertext en-
cryptedunder the key of onedistributed serviceand pro-
ducethecorrespondingciphertext encryptedunderthekey
of anotherdistributedservice, but withouttheplaintext ever
becomingavailable. Each distributedservicecomprisesa
setof serversandemploysthresholdcryptographyto main-
tain its serviceprivate key. Unlike prior work, the proto-
col requiresnoassumptionsaboutexecutionspeedsor mes-
sage deliverydelays.Theprotocolalsoimposesfewer con-
straints on where and whenvarious stepsare performed,
which can bring improvementsin end-to-endperformance
for someapplications(e.g., a trustedpublish/subscribein-
frastructure.) Two new building blocks employed—adis-
tributed blinding protocol and veri�able dual encryption
proofs—couldhaveusesbeyondre-encryptionprotocols.

1 Intr oduction

Cryptographicprotocolsintendedfor distributedsystems
areusuallyevaluatedin termsof quantitativemeasures,like
numberof messagesexchangedor total computingtime.
Virtually no attentionhas beenpaid to supporting�e xi-
bility in whenandwherethe protocolstepsareexecuted.
Yet thereareapplicationswheresuchstep�exibility is use-
ful, aswe recentlydiscoveredin designinga trustedpub-
lish/subscribeapplication.

This applicationrequiredan infrastructurefor transfer-
ring secretsfrom publishersto subscribersthroughacollec-
tionof interactingdistributedservices. A distributedservice

comprisesasetof serversthattogetherimplementsomede-
sired semanticsprovided not too many of the servers are
compromised.Secretsharing[34, 2] is typically employed
to split theserviceprivatekey amongthesetof servers,and
thresholdcryptography[4, 13] is usedfor cryptographicop-
erationsinvolving thatprivatekey. Instancesof this archi-
tectureare found in COCA [37], e-vault [21], ITTC [35],
Omega[32], SINTRA [7], andCODEX[27].

We decidedto employ a re-encryptionprotocol [23] so
that one distributed servicecould propagatea secret(en-
cryptedunderits servicepublic key) to anotherdistributed
service;re-encryption—aformof proxycryptography[3]—
producesa ciphertext encryptedunderonekey from a ci-
phertext encryptedunderanotherbut without plaintext be-
coming available during intermediatesteps.1 And a re-
encryptionprotocol that admitsstep�e xibility allows cer-
tainoptimizations:

� Computationthatdoesnot dependon thesecretbeing
transferredcan be performedbeforehandand, there-
fore, movedout of thecritical pathso that it doesnot
contributeto end-to-endlatency.

� For a secretbeingsentfrom a singleserviceto mul-
tiple recipients,computationthatdoesnot rely on the
sender's privatekey canbe relocatedfrom the sender
to thereceivers,therebyalleviating a potentialbottle-
neckat thesender.

1The requirement that the plaintext not be disclosed during re-
encryptionis crucial for distributed services,becauseindividual servers
storingthe plaintext might becomecompromised.Notice thatdecrypting
the ciphertext with the �rst private key and thenencryptingit using the
secondpublic key is now precluded,though.
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Extant re-encryptionprotocols(e.g., [23]) did not admit
step�e xibility , so we developeda new onethat does;it is
thesubjectof thispaper.

Blinding [9] is the corefor our new re-encryptionpro-
tocol. An ElGamalencrypted[16] secretat serviceA is
blindedby a randomblinding factor, thendecryptedusing
A'sprivatekey, and�nally bothencryptedusingB 'spublic
key andun-blindedusingtheoriginal randomblinding fac-
tor. A new distributedblinding protocolallows distributed
servicesto performtheblindingandun-blinding.Useof the
distributedblinding protocolsupports�e xible allocationof
computation,becausethe distributedblinding protocolre-
quiresno knowledgeof the original ciphertext or of A's
privatekey. Consequently, the distributedblinding proto-
col can be executedbeforethe original ciphertext is gen-
erated(therebyenablingpre-computation)and on servers
otherthanA (therebyenablingof�oading).

Ourdistributedblindingprotocolemploysanew crypto-
graphicbuilding block calledveri�able dual encryptionto
createproofsthat, without disclosingthe plaintext, certify
two ciphertextscreatedunderdifferentpublickeysare(with
highprobability)for thesameplaintext. We conjecturethat
boththedistributedblindingprotocolandtheveri�able dual
encryptionprotocolhaveusesoutsideof re-encryptionpro-
tocols.

Finally, sinceassumptionsinvariably translateinto vul-
nerabilities(andopportunitiesfor attackers),we eschewed
assumptionsaboutexecutionspeedand messagedelivery
delaysin designingour protocolsfor thepublish/subscribe
application. So, unlike prior work in re-encryption,we
adoptedtheasynchronousmodelof computation,whichhas
no assumptionsabouttimings. But deterministicsolutions
to theconsensusproblemcannotexist in suchsettings[18],
and that createschallengesfor the protocol designerwho
nonethelessmustimplementany requiredserver coordina-
tion. In theprotocolscontainedherein,selectionandagree-
menton a blinding factoris avoidedby insteadcomputing
multipleequivalentcandidatesalongwith auniquelabelfor
each;thelabelsallow aserver to chooseoneof theblinding
factorsandhave any subsequentcomputationsby its peers
beconsistentwith this choice.

Therestof thepaperis organizedasfollows. Section2
describesthesystemmodel.In Section3, ElGamalencryp-
tion is reviewedandre-encryptionby blinding is explained.
Ourdistributedblindingprotocolis thesubjectof Section4.
Section5 discussesalternative re-encryptionschemesand
otherrelatedwork, followedby concludingremarksin Sec-
tion 6.

2 SystemModel and ProblemDe�nition

Each distributed serviceS comprisesn servers along
with a widely known servicepublic key K S anda service

privatekey kS thatis distributedamongtheserversaccord-
ing to an (n; f ) thresholdcryptographyscheme.Further-
more,eachserverisassumedtohaveauniquepublic/private
key pair, with the public key known to the otherservers.2

Serversthuscancommunicatewith eachothersecurelyand
theservicecan,usingthresholdcryptography, performde-
cryption and generatedigital signaturesprovided at least
f + 1 serverscooperate.

We assume:

Compromised Servers: Servers are either correct
or compromised. A compromisedserver might stop,
deviate arbitrarily from its speci�ed protocols (i.e.,
Byzantinefailure),and/ordiscloseinformationstored
locally. At mostf of then serversarecompromised,
where3f + 1 = n holds.3

AsynchronousSystemModel: Thereis no boundon
messagedeliverydelayor serverexecutionspeed.

So an adversarycancontrol the behavior of andobtain
all informationavailableto asmany asb(n � 1)=3c servers.
Also, an adversarycouldconductdenial-of-serviceattacks
thatdelaymessagesor slow down serversby arbitrary�nite
amounts.As is customary, the capabilityof the adversary
is limited to thatof a probabilisticpolynomial-timeTuring
machine.

A re-encryptionprotocolfor conveying a secretm from
onedistributedserviceA to anotherdistributedserviceB
mustensurethat neithercon�dentiality nor integrity of m
is compromised.In particular, givena ciphertext for m en-
cryptedunderK A , a re-encryptionprotocolmustproduce
an outputsubjectto the following criteria (which are for-
malizedin [36]):

Progress: The protocol must terminatewith correct
serversin B having receivedtheoutput.

Integrity: The outputproducedby the re-encryption
protocolis a ciphertext of m encryptedunderK B .

Con�dentiality: The protocoldisclosesno informa-
tion abouttheplaintext m.

3 ElGamal Re-encryptionUsingBlinding

ElGamalpublic key encryptionis basedon large prime
numbersp andq suchthatp = 2q + 1. Let Gp bea cyclic
subgroup(of orderq) of Z �

p = f i j 1 � i � p � 1g, andlet

2By limiting the visibility of server public keys to only serverscom-
prisingtheservice,clientsandotherservicesareshieldedfrom changesto
thesekeys (includingproactive refreshof privatekey shares)andshielded
from changesto thecompositionof theserviceitself.

3Theprotocolsareeasilyextendedto caseswhere3f + 1 < n holds.
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g be somegeneratorof Gp. We assumethat all ElGamal
keyssharethesameparametersp, q, g, andGp.

Any k 2 Z �
q canbe an ElGamalprivatekey, and then

K = (p;q; g; y) with y = gk mod p is the correspond-
ing public key. To simplify notation,modularcalculations
will henceforthbe left implicit. Thus,“mod p” is omitted
when computingexponentiationsand discretelogarithms,
and“mod q” is omittedwhenperformingcomputationon
exponents.

An ElGamalciphertext E(m) for plaintext m 2 Gp is a
pair (gr ; my r ) with r uniformly andrandomlychosenfrom
Z�

q. Ciphertext E(m) = (a; b) is decryptedby computing
b=ak , since(for somer )

b=ak = my r =(gr )k = m(gk )r =(gr )k = m:

Whereneeded,we write E(m; r ) to indicatethevalueof r
usedin computingE(m) andwe write E(m) to denotethe
setf E (m; r ) j r 2 Z �

qg of all possibleciphertexts for m.
For E(m1) = (a1; b1), E (m2) = (a2; b2), andE(m) =

(a; b), de�ne thefollowing operations:

E(m) � 1 � (a� 1; b� 1)

m0 � E (m) � (a; m0b)

E(m1) � E (m2) � (a1a2; b1b2)

Thefollowing propertiesthenhold:

ElGamal Inverse:E(m) � 1 2 E(m� 1).

ElGamal Juxtaposition: m0� E (m; r ) = E(m0m; r ).

ElGamal Multiplication: 4 If r1 + r2 2 Z�
q then

E(m1; r1) � E (m2; r2) 2 E(m1m2).

Notethatsideconditionr 1 + r2 2 Z�
q in ElGamalMul-

tiplication is easilycheckedwithoutknowledgeof r 1 or r2.
This is because

(a; b) = E(m1; r1) � E (m2; r2)

= (gr 1 + r 2 ; m1m2yr 1 + r 2 );

soby checkingthata 6= 1 holds,we concluder 1 + r2 6= 0
which, by closureof groupZ �

q, implies that r 1 + r2 2 Z�
q

holdsaswell.
In thoserareinstanceswherer 1 + r2 = 0 holds,plaintext

m1m2 is disclosed.This is nota concernfor our protocols,
becauseElGamalMultiplication is usedonly in connection
with randomfactorsthat are being multiplied to obtain a
(random)encryptedblinding factor;new valuescanthusbe
requestedwhenever r 1 + r2 = 0 is found to hold.5 Our

4This propertyis often referredto asthe homomorphicpropertyof a
publickey cryptosystem.

5The obvious denial-of-serviceattack of repeatedlyrequestingnew
values is prevented by accompanying such a requestwith evidence
E (m1 ; r 1) andE (m2 ; r 2 ).

EA (m) -
Blinding

EA (� )
EA (m� )

?

Decryption kA

m��
Un-blinding

EB (� )
EB (m)

Figure1: Re-encryptionusingblinding.

protocolsomit suchdetails,leaving implicit the checking
of this side conditionandany additionalcommunications
requiredto fetchsuitableElGamalencryptedvalues.

Blinding and Un­blinding with ElGamal

Let ES (m) denoteplaintext m encryptedaccordingto
the public key K S of a serviceS and let DS (c) denote
ciphertext c decryptedwith the correspondingprivatekey.
Figure1 summarizeshow to perform re-encryptionusing
blinding andun-blinding. Eacharrow is labeledby an op-
erationandits parameters.So we seethat EA (m) is �rst
blindedusingEA (� ), where� is a randomblinding factor;
thatresultis decryptedto obtainm� ; and�nally m� is un-
blindedusingEB (� ).

Figure2 givestheactualprotocolfor re-encryptionusing
blinding. Step4 worksbecause,lettingEB (� ) beEB (�; r ),
wehave:

(m� ) � (EB (�; r )) � 1

= (ElGamalInverse)
(m� ) � EB (� � 1; � r )

= (ElGamalJuxtaposition)
EB (m�� � 1; � r )

= (Cancellation)
EB (m; � r )

2 (de�nition of EB (m))
EB (m)

Note thatstep1 canbeperformedby serviceB instead
of serviceA andcanbedonebeforeEA (m) is known. All
other stepsmust be carriedout after EA (m) is available.
Step3 mustbeexecutedonA becauseit requiresknowledge
of A'sprivatekey for thresholddecryption.In therestof the
paper, weassumethatstep1 is doneby serviceB , although
it couldbeeasilydoneby A.

Thepossibilityof compromisedserversmakeschoosing
� andcomputingEA (� ) andEB (� ) in step1 tricky to im-
plement. Our distributedblinding protocol to accomplish
this taskis thesubjectof thenext section.
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1. Pick a randomblinding factor� 2 Gp ; computeEA (� ) and
EB (� ).

2. Computeblindedciphertext EA (m� ) := EA (m) � EA (� ).

3. Employ thresholddecryptionto obtainblindedplaintext m�
from blindedciphertext EA (m� ) computedin step2.

4. ComputeEB (m) := (m� ) � EB (� ) � 1 .

Figure2: Re-encryptionprotocol.

4 Distrib uted Blinding Protocol

Westartby givingaprotocolfor arelatively benignenvi-
ronment;modi�cations for toleratingmaliciousattacksare
thenincorporated.This form of exposition,thoughperhaps
a bit longer, elucidatesthe role playedby eachelementof
theprotocol.

Given two related ElGamal public keys K A =
(p;q; g; yA ) andK B = (p;q; g; yB ), thedistributedblind-
ing protocolmustsatisfythefollowing correctnessrequire-
ments.

Randomness-Con�dentiality: Blinding factor � 2
Gp is chosenrandomlyandkeptcon�dential from the
adversary.

Consistency: The protocoloutputsa pair of cipher-
textsEA (� ) andEB (� ) for blinding factor� .

4.1 DefendingAgainst Failstop Adversaries

ReplaceCompromisedServersassumptionby:

Failstop Adversaries: Compromisedserversarelim-
ited to disclosinglocally storedinformationor halting
prematurely.6 Assumeat mostf out of n serversare
compromised,where3f + 1 = n holds.

Now to computea con�dential blinding factor� , it suf-
�ces to calculate

Q
i 2 I � i , whereI is a setof at leastf + 1

serversandeachserver i 2 I generatesa randomcontribu-
tion � i . Con�dentiality of � followsbecause,with atmostf
compromisedservers,oneserver in I is not compromised.
This correctserver picksa contribution that is randomand
unknown to theadversary;andtheFailstopAdversariesas-
sumptionmeansall compromisedserversnecessarilyselect
contributionsthat are independentof choicesmadeby the
correctservers.

6Thus,a failstopadversaryis equivalentto anhonestbut curiousserver
thatcanhalt.

1. CoordinatorCj initiates the protocol by sendingto every
server in B aninit message.

Cj � ! B : id ; init

2. Uponreceiptof aninit messagefrom Cj , a server i :

(a) Generatesanindependentrandomnumber� i .

(b) Computesencryptedcontribution (EA (� i ); EB (� i )) .

(c) i � ! Cj : id ; contribute; i; EA (� i ); EB (� i )

3. Uponreceiptof contribute messagesfrom a setI compris-
ing f + 1 serversin B :

(a) Cj computes:EA (� ) = � i 2 I EA (� i ) andEB (� ) =
� i 2 I EB (� i ).

(b) Cj � ! A : id ; EA (� ); EB (� ).

Figure3: Failstopadversarydistributedblindingprotocol.

Ciphertext EA (� ) can thus be obtainedby calculat-
ing � i 2 I EA (� i ), due to ElGamalMultiplication.7 Sim-
ilarly, ciphertext EB (� ) can be obtainedby calculating
� i 2 I EB (� i ). So a serviceA can satisfy the con�den-
tiality requirementfor blinding factor � if eachserver i
outputsas its encryptedcontribution the ciphertext pair
(EA (� i ); EB (� i )) .

To solicit encryptedcontributions and then combine
them into EA (� ) and EB (� ), we postulatea coordinator
Cj and(unrealistically)assumetheserver j executingCj is
nevercompromised:8

Corr ectCoordinator: CoordinatorCj is correct.

We then have the distributed blinding protocol in Fig-
ure3. There,wewrite i � ! j : m to specifythatamessage
m is sentby i to j , i � ! B : m to specifythata message
m is sentby i to every server comprisingserviceB , and
id identi�es theinstanceof theprotocolexecution;id con-
tains,amongotherthings,theidenti�er for thecoordinator.

Coping with Faulty Coordinators

To eliminatetheCorrectCoordinatorassumption,theproto-
col musttoleratecoordinatordisclosureof locally storedin-
formationor prematurehalting.Disclosurecausesnoharm,
becausetheonly locally storedinformationis theencrypted
contributionsfrom servers; to computethe blinding factor
from theseencryptedcontributions, the adversarywould
have to know theprivatekey of serviceA or serviceB . A

7Useof ElGamalMultiplication to concludeE A (� ) = EA (� 1 ; r 1 ) �
EA (� 2 ; r 2 ) � � � � � EA (� f +1 ; r f +1 ) requiresthat r 1 + r 2 + � � � +
r f +1 2 Z�

q hold. As before,this canbe checked by seeingwhetherthe
�rst componentof E A (� ) equals1 andsoliciting new contributions if it
does.

8This assumptionis relaxedlaterin this section.
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coordinatorhaltingwouldpreventprotocoltermination,but
this is easilytoleratedby usingf + 1 differentcoordinators
insteadof just one. With f + 1 coordinators,at leastone
will becorrectandwill completetheprotocol.And if more
thanonecoordinatoris correct,thenmultiple blinding fac-
torswill beproduced,whichcausesnodif�culty . Thesame
techniquesof usingmultiplecoordinatorswereusedin [37]
and[6].

Employing multiple coordinatorsdoesimply a perfor-
mancepenalty. In theworstcase,run-timecostsarein�ated
by a factorof f , sinceasmany asf of thecoordinatorsare
super�uous.This cost,however, canbe reducedby delay-
ing whenf of thecoordinatorscommenceexecution.Since
our protocol is designedfor an asynchronoussystem,ex-
ecutionof coordinatorscan be delayedwithout adversely
affectingcorrectness.So,oneserver actsasthedesignated
coordinatorandtheothersbecomecoordinatorsonly if the
designatedcoordinatorfails to completeexecutionwithin a
speci�edperiodof time.

4.2 DefendingAgainst Malicious Attacks

RelaxtheFailstopAdversariesassumption,returningto
the original CompromisedServers assumption,and three
noteworthyformsof misbehavior becomepossible:

� servers choosingcontributions that are not indepen-
dent,

� theencryptedcontributionfrom eachserveri notbeing
of theform (EA (� i ); EB (� 0

i )) where� i = � 0
i , and

� serversandcoordinatorsnot following theprotocolin
otherways.

Thissectiondescribescorrespondingdefenses.

4.2.1 Randomness-Con�dentiality

Randomness-Con�dentialityfor the protocol of Figure 3
hingeson the contribution from at leastone server being
con�dential and independentfrom contributionsof all the
others.It suf�ces to focusonasinglerun if, whenengaging
with differentcoordinators,a correctserver selectsrandom
contributions that are independent. Unfortunately, even
herea single compromisedserver can falsify the premise
that its contribution is independentfrom the contributions
of all otherservers. That compromisedserver simply se-
lects its contribution after seeingencryptedcontributions
from all otherservers,exploiting themalleabilityof ElGa-
malencryptionandchoosingacontributionthatcancelsout
theencryptedcontributionsfrom theotherservers.

Speci�cally, acompromisedservercouldproceedasfol-
lowsto ensurethat�̂ becomestheblinding factorgenerated

by theprotocol.Suppose

f (EA (� i ); EB (� i )) j 1 � i � f g

is the set of encryptedcontributions received from the f
otherserversat thestartof step3 in Figure3. After receiv-
ing these,thecompromisedservergeneratestwo ciphertexts
EA (�̂ ) andEB (�̂ ) andconstructsasits encryptedcontribu-
tion:

(EA (�̂ ) � (� f
i =1 EA (� i )) � 1;

EB (�̂ ) � (� f
i =1 EB (� i )) � 1) (1)

Due to ElGamalMultiplication and ElGamalInverse,the
secondfactor in eachelementof this encryptedcontribu-
tion will canceltheencryptedcontributionsfrom theother
servers,sotheresultingblinding factoris �̂ .

An obvious defenseis to prevent servers that have not
publishedan encryptedcontribution from learningthe en-
cryptedcontributionsof others.Sowe modify theprotocol
of Figure3 accordingly. Insteadof sendingan encrypted
contributionto thecoordinator, eachserversendsacommit-
ment, which is a cryptographichash(e.g.,SHA1) of that
encryptedcontribution. And only after thecoordinatorhas
received2f + 1 commitmentsdoesit solicit encryptedcon-
tributionsfrom the servers.9 Waiting for 2f + 1 commit-
mentsis necessaryto ensurethecoordinatorwill ultimately
receive f + 1 encryptedcontributions,sinceasmany asf
of the serverssendingthe 2f + 1 commitmentscould be
compromised.

4.2.2 Encrypted Contrib ution Consistency

A compromisedserver might createanencryptedcontribu-
tion thatis notof theform (EA (� i ); EB (� 0

i )) where� i = � 0
i

holds. Suchinconsistentencryptedcontributionscausethe
Consistency requirementfor ourdistributedblindingproto-
col to beviolated.DecryptingEA (� i ) andEB (� 0

i ) wouldbe
oneway to checkfor inconsistentencryptedcontributions,
but having thatplaintext wouldalsounderminemaintaining
the con�dentiality of � . So our protocol insteademploys
a new cryptographicbuilding block called veri�able dual
encryptionthat checkswhether� i = � 0

i holds given two
ElGamalciphertextsEA (� i ) andEB (� 0

i ).
Veri�able dualencryptionis basedonthenon-interactive

zero-knowledgeproof, which we refer to asDLOG, for the

9Here,we usetherandomoraclemodel[1], which haslimitations[8].
A non-malleable[15] commitprotocol(e.g.,[12]) might be the basisfor
a schemethat ensures(informally speaking)server contributions areun-
relatedwith respectto any polynomial time relation. However, a non-
malleablecommit protocol would not by itself suf�ce, becausethis en-
suresthe encryptedcontributions areunrelatedbut not that the contribu-
tionsthemselvesareunrelated.A non-malleableproof of plaintext knowl-
edge[24] might beneeded.
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equality of two discretelogarithms,as �rst proposedby
ChaumandPedersen[10]. Given a, g, X = ga, Y , and
Z = Y a , DLOG(a; g; X ; Y; Z ) shows that10 a = logg X =
logY Z without disclosinga. (Protocolsfor DLOGaregiven
in [36].)

Consideran encryptedcontribution (EA (� i ); EB (� 0
i ))

where

EA (� i ) = (� 1; 
 1) = (gr 1 ; � i y
r 1
A )

EB (� 0
i ) = (� 2; 
 2) = (gr 2 ; � 0

i y
r 2
B )

correspondingto encryptionusing ElGamal public keys
K A = (p;q; g; yA ) andK B = (p;q; g; yB ). We canshow
� i = � 0

i holdsby verifying


 1=
 2 = gkA r 1 � kB r 2 (2)

becauseif � i = � 0
i holdsthen


 1=
 2 = (� i y
r 1
A )=(� 0

i y
r 2
B )

= (� i =� 0
i )(gkA r 1 =gkB r 2 )

= gkA r 1 � kB r 2 :

SincegkA r 1 � kB r 2 = g(kA + kB )( r 1 � r 2 ) gkA r 2 =gkB r 1 holds,
equation(2) is satis�ed if the following threeconditions
hold:

G12 = gkA r 2 (3)

G21 = gkB r 1 (4)


 1=
 2 = g(kA + kB )( r 1 � r 2 ) G12=G21 (5)

Recall, a server that generatesciphertexts EA (� i )
and EB (� 0

i ) knows both r 1 and r2, and thus is able
to generatea veri�able dual encryption proof, denoted
VDE(EA (� i ); EB (� 0

i )) , by constructingDLOGproofsfor the
conditionsde�ned by equations(3) though(5).

VDE(EA (m); EB (m)) is obtainedby showing:

Pr1: DLOG(r 2; g; gr 2 ; yA ; G12) proves that G12 =
yr 2

A = (gkA )r 2 holds.Therefore,condition(3) is satis-
�ed.

Pr2: DLOG(r 1; g; gr 1; yB ; G21) proves that G21 =
yr 1

B = (gkB )r 1 holds.Therefore,condition(4) is satis-
�ed.

Pr3: DLOG(r 1� r2; g; gr 1 � r 2 ; yA yB ; (
 1=
 2)(G21=G12))
provesthat

(
 1=
 2)(G21=G12) = (yA yB )r 1 � r 2

= (gkA + kB )r 1 � r 2

= g(kA + kB )( r 1 � r 2 )

holdsandthereforecondition(5) is satis�ed.

10Note,all operationsarein domainZp .

Thus, it suf�ces that every server i attach
VDE(EA (� i ); EB (� i )) when sending encrypted con-
tribution (EA (� i ); EB (� i )) to the coordinator. The
coordinator, in turn, only usesencryptedcontributionsthat
areaccompaniedby valid proofs—atleastf + 1 will be,
becauseat leastf + 1 serversarecorrectout of the2f + 1
from which thecoordinatorreceivedcommitments.

4.2.3 Constraining Malicious Coordinators

It only remainsto dealwith compromisedserversandco-
ordinatorsthat causedisruptionby taking overt action. In
a distributedsystem,suchactionis limited to sendingmes-
sages.

We dealt above with two attacks that servers might
launchthroughinteractionwith coordinators:(i) revealing
encryptedcontributionsprematurelyand(ii) sendingincon-
sistentencryptedcontributions.Compromisedcoordinators
have correspondingattacks,anda compromisedcoordina-
tor might:

� causesomeservers to reveal encryptedcontributions
beforeother (presumablycompromised)servershave
selectedtheirsor

� fabricatean encryptedvalue for the blinding factor
ratherthancomputingthatvaluefrom f + 1 encrypted
servercontributions.

For theseandall attacksthatinvolvesendingbogusmes-
sages,we employ a single,generaldefense:eachmessage
sentis madeself-verifying[29, 25] asin COCA[37], sothat
a receiverof themessagecancheckwhetherthemessageis
valid, basedsolely on messagecontents.A valid message
is, by de�nition, onethat is consistentwith thesenderfol-
lowing the protocol. Thus, if messagesthat are not valid
areignoredthenattacksinvolving bogusmessagesbecome
indistinguishablefrom lost messages.

A messageis madeself-verifying by attachingevidence.
In general,it suf�ces thatany messageproducedby a pro-
tocol step be signed by the senderand include as evi-
denceall messagesthatservedastheinputsto thatprotocol
step,wheretheseincludedmessagesare themselvesself-
verifying. For example,returningto theattacksmentioned
above for compromisedcoordinators,messagesmight be
madeself-verifying asfollows.

� The messagerequestingservers to reveal their en-
cryptedcontributionswould be signedby the coordi-
natorandincludesignedmessagesfrom 2f + 1 servers
containingthecommitmentfor thatserver'sencrypted
contribution.

� The messageconveying (EA (� ); EB (� )) would be
signedby thecoordinatorandalsocontain

6



– signedmessagesfrom 2f + 1 serverscontaining
thehashof thatserver'sencryptedcontribution,

– signedmessagesfrom f + 1 serverscontaining
their encryptedcontributionsandcorresponding
valid veri�able dualencryptionproofs.

4.2.4 Putting it Together

Applying thesedefenses,we obtainthe re-encryptionpro-
tocol of Figure4, wherehmi i denotesa messagem that is
signedby i , and� is acryptographichashfunction.Criteria
for validity of self-verifying messagesusedin theprotocol
aregivenin Figure5. See[36] for theproof thatthis proto-
col workscorrectlyin environmentssatisfyingtheCompro-
misedServersand AsynchronousSystemModel assump-
tionsof Section2.

5 RelatedWork

Ciphertext Transformation. Re-encryption protocols
transformoneciphertext to anotherwithout ever revealing
theplaintext. We arenot the�rst to studytheproblem.

Mambo and Okamoto [26] introduced the notion of
proxycryptosystemsto supportdelegationof decryption.In
their scheme,A can endow B with the power to decrypt
messagesthat have beenencryptedusing public key K A

but without disclosingto B correspondingprivatekey kA .
Delegationis accomplishedby A transforminga ciphertext
encryptedunderK A into anotherciphertext thatB cande-
crypt; the transformedciphertext is decryptedby using a
proxy key that B receives from A when the proxy is ini-
tially setup. This is in contrastto our scheme,wherere-
encryptionproducesciphertext underB 'spublic key.

Blaze,Bleumer, andStrauss[3] coinedthe termatomic
proxy cryptography, which appliesnot only to encryption
but alsoto othercryptographicoperations(suchasidenti�-
cationandsignature).An atomicproxy encryptionscheme
involvesan atomicproxy function, which convertscipher-
texts for decryptionby a �rst key into ciphertexts for a sec-
ond key. The atomicproxy function is public, so any en-
tity (evenanuntrustedone)canperformthetransformation,
making an encryptedmessageavailable to holdersof the
secondkey. With our re-encryptionprotocol,a distributed
serviceA, which knowsthe�rst key (privatekey kA ), con-
vertstheciphertext to thesecondkey. And becauseA is a
distributedservice,theindividualserversof A arenotthem-
selves trusted. Thus,a crucial differencebetweenatomic
proxy encryptionandour re-encryptionprotocolconcerns
wheretrustis beingplaced.

Jakobsson's Re-Encryption Scheme. Jakobsson's
quorum-controlledproxy re-encryptionscheme[23], like
ours,givesa way for a distributedserviceA to transform

1. CoordinatorCj initiates protocol instanceid with an init
message:

Cj � ! B : hid ; init i C j

2. Uponreceiptof avalid init message,a server i :

(a) Generatesanindependentrandomvalue� i .

(b) Computesencryptedcontribution (EA (� i ); EB (� i ))
andcorrespondingcommitment� (EA (� i ); EB (� i )) .

(c) Repliesto Cj :

i � ! Cj : hid ; commit; i; � (EA (� i ); EB (� i )) i i

3. Uponreceiptof asetM of valid commit messagesfrom aset
I comprising2f + 1 servers,Cj requeststhecorresponding
encryptedcontributions.

Cj � ! B : hid ; reveal; M i C j

4. Uponreceiptfrom Cj of avalid revealmessageR containing
server i 's commitment,server i responds:

i � ! Cj : hid ; contribute; i; R; (EA (� i ); EB (� i )) ;

VDE(EA (� i ); EB (� i )) i i

5. Uponreceiptof a setM 0 of valid contribute messagesfrom
a setI 0 � I of f + 1 servers,Cj :

(a) ComputesEA (� ) := � i 2 I 0EA (� i )

(b) ComputesEB (� ) := � i 2 I 0EB (� i )

(c) Invokesat serviceB thresholdsignatureprotocolon
(id ; blind; A; EA (� ); B ; EB (� )) , with M 0 included
asevidenceto make therequestself-verifying; obtains
hid ; blind; A; EA (� ); B ; EB (� )i B .

(d) Cj � ! A : hid ; blind; A; EA (� ); B ; EB (� )i B

6. Upon receipt of a valid M 00 =
hid ; blind; A; EA (� ); B ; EB (� )i B from Cj , server l
in serviceA:

(a) ComputesEA (m� ) := EA (m) � EA (� )

(b) InvokesatserviceA thresholddecryptionfor EA (m� )
with M 00includedasevidenceto make thedecryption
requestself-verifying; obtainsm� andevidenceV id

m�

thatthedecryptionresultis correct.

(c) ComputesEB (m) := (m� ) � (EB (� )) � 1

(d) Invokes at serviceA thresholdsignatureprotocolon
(done; A; EA (m); B ; EB (m)) , with (m�; V id

m� ) in-
cludedasevidenceto make therequestself-verifying;
obtainshdone; A; EA (m); B ; EB (m)i A .

(e) l � ! B : hdone; A; EA (m); B ; EB (m)i A

Figure4: CompleteRe-encryptionProtocol.

7



type check

init Themessageis correctlysigned.

commit Themessageis correctlysigned.

reveal Themessage(i) is correctlysignedand(ii)
containsa setM of 2f + 1 differentvalid
commit messageswith a matchingid .

contribute Themessageis (i) correctlysigned,(ii) in-
cludesa valid veri�able dual encryption
proof, and(iii) the encryptedcontribution
correspondsto the commitmentin the in-
cludedrevealmessage.

blind Themessageis correctlysigned.

Figure5: Validity of self-verifying messages.

EA (m) to EB (m) without disclosing m to individual
serversin A.

The schemeleveragesthe observation that a ciphertext
encryptedusingA's public key can �rst be encryptedus-
ing B 'spublickey, afterwhichdecryptionusingA'sprivate
key yields a ciphertext underB 's public key.11 Because
Jakobsson's schemealsoassumesa distributedservice,the
encryptionanddecryptionoperationsareperformedjointly
by servers, with servers carrying out a partial encryption
anda partialdecryption(in parallel). This dictatesthat the
re-encryptionmustbedoneentirelyby serviceA.

In contrast,by employing the distributedblinding pro-
tocol, our schemeallows a �e xible allocationof computa-
tion both over time and in location. Only step6 in Fig-
ure 4 needsto be performedon serviceA after EA (m) is
available—thisessentiallyinvolvesonly onethresholdde-
cryption operation. (The thresholdsignatureoperationin
step6(d) simply makes the result veri�able by servers in
B .) To achieve such�e xibility , our schemehasto employ
anew building blockfor robustness,namely, veri�able dual
encryption,whereasJakobsson's schemeemploys transla-
tion certi�cates. A translationcerti�cate is anon-interactive
proof showing thatEA (m) andEB (m) areencryptionsof
the sameplaintext underpublic keys K A andK B respec-
tively. The two building blocksdiffer in what private in-
formationis known to a prover andhencerequireentirely
differentconstructs:For a translationcerti�cate, theprover
knows A's privatekey andtherandomnumberusedin the
encryptionto generateEB (m); for veri�able dual encryp-
tion, the prover doesnot know A's private key but does
know bothrandomnumbersusedin theencryptionto gen-

11Moreprecisely, givenA 'spublickey (p; q; g; yA ) andB 's publickey
(p; q; g; yB ), considera ciphertext E A (m; r ) = (gr ; my r

A ). Encrypt-

ing my r
A usingB 's public key produces(gr 0

; my r
A yr 0

B ), andsubsequent

decryptionusingA 's privatekey yieldsmy r 0

B . Note that (gr 0
; my r 0

B ) =
EB (m; r 0) is aciphertext of m underB 's public key.

erateEA (m) andEB (m).

ProactiveSecret-Sharing. A premiseof our work is that
encryption is being used to store secretinformation se-
curely. An alternativeis to usesecretsharing[2, 34]. Rather
thanstoringEA (m) onserverscomprisingA, now sharesof
m aredistributedamongthoseservers.

� To retrieve secretinformation storedin this manner,
a client establishessecurelinks to theserversandre-
trievesenoughsharesto reconstructthesecret.Veri�-
ablesecretsharing[11, 17, 30] allows correctnessof
thesharesto bechecked.

� To transmitthesecretinformationfrom a serviceA to
a serviceB , a new, independentsharingof the secret
information is constructedanddistributedamongthe
serverscomprisingB . Proactive secretsharing(PSS)
protocols[22] areeasilyadaptedto solvethisproblem,
asshown in [19, 14].

The PSS-basedsolutiondoeshave advantages.Our re-
encryptionprotocol is restrictedto a particularpublic key
cryptosystem(ElGamal) whereasthe PSS-basedsolution
imposesno suchrestrictions. Also, the PSS-basedsolu-
tion doesnot involve thresholdcryptographicoperations,
therebyavoiding a complicatedandexpensivecomputation
thatis requiredwith our re-encryptionprotocol.

ThePSS-basedsolution,however, requiressecurecom-
municationlinks betweeneachserver in A andeveryserver
in B , so individual server public keys mustbeknown out-
sideof eachservice. Periodicrefreshof server keys now
becomesproblematic.Our re-encryptionprotocolrequires
only that servicepublic keys be known and,therefore,re-
freshis transparentoutsidetheservice.(Refreshingtheser-
vice'sprivatekey sharesdoesnotchangetheservicepublic
key.)

Furthermore,in thepresenceof amobileadversary[28],
the PSS-basedsolutionwould requireuseof proactive se-
cretsharing,periodicallyrefreshingsharesof all secretin-
formationtheservicestores.A servicethatstoresa lot then
incursa signi�cant recurringoverhead.Our re-encryption
protocolonly involvesonesetof secretshares—theservice
private key—and thus the overheadof defendingagainst
mobileadversariesis considerablylower. In fact,it wasthis
cost, in connectionwith the designof a publish/subscribe
service,that promptedus to designa re-encryptionproto-
col.

6 Concluding Remarks

Distributed servicesand distributed trust [31, 20, 5,
33] constitutea generalarchitecturefor extending state-
machinereplicationto obtainasystemthatis notonly fault-
tolerant but also resistsattacks. With new architectures
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comenew needs.Theprotocolsdescribedin this paper—a
re-encryptionprotocol,a distributedblinding protocol,and
veri�able dualencryption—weredevelopedto satisfythose
needs. But beyond the protocoldetails,a contribution of
this work is to signaltheimportanceof two non-traditional
requirementsfor cryptographicprotocols:

� Cryptographic protocols should assumethe asyn-
chronous(insteadof thesynchronous)modelof com-
putation,sincethe resultwill thenbe an intrinsic de-
fenseagainstdenialof serviceandotherformsof tim-
ing attacks.

� Cryptographicprotocolsshouldadmit what we have
termedstep�e xibility , sincethis provideswaysto re-
duceoverall latency, whichcanbeimportant.

So in that sense,our new protocolsshouldbe seenasbut
onepieceof a farbiggerpicture.
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