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Abstract

A protocol is givento take an EIGamal ciphertext en-
cryptedunderthe key of one distributed serviceand pro-
ducethe correspondingciphertext encryptedunderthe key
of anotherdistributedservice but withouttheplaintext ever
becomingavailable Each distributed servicecomprisesa
setof serves andemployshresholdcryptagraphyto main-
tain its serviceprivate key. Unlike prior work, the proto-
col requiresnoassumptionaboutexecutionspeed®r mes-
sage deliverydelays.Theprotocolalsoimposedewer con-
straints on wheie and whenvarious stepsare performed,
which can bring improvementsn end-to-encberformance
for someapplications(e.g., a trustedpublish/subscribén-
frastructue.) Two new building blocks employed—alis-
tributed blinding protocol and veri able dual encryption
proofs—couldhaveusesbeyondre-encryptiormprotocols.

1 Intr oduction

Cryptographigrotocolsntendedor distributedsystems
areusuallyevaluatedn termsof quantitatve measuredike
numberof messagegxchangedor total computingtime.
Virtually no attentionhas beenpaid to supporting e xi-
bility in whenandwherethe protocol stepsare executed.
Yetthereareapplicationsvheresuchstep e xibility is use-
ful, aswe recentlydiscoveredin designinga trustedpub-
lish/subscribepplication.

This applicationrequiredan infrastructurefor transfer
ring secretgrom publishergo subscriberghroughacollec-
tion of interactingdistributedservices A distributedservice
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comprises setof senersthattogetheiimplementsomede-
sired semanticsprovided not too mary of the senersare
compromisedSecretsharing[34, 2] is typically employed
to split the serviceprivatekey amongthe setof seners,and
thresholdcryptography4, 13] is usedfor cryptographiop-
erationsinvolving that privatekey. Instancef this archi-
tecturearefoundin COCA [37], e-vault [21], ITTC [35],
Omeya[32], SINTRA[7], andCODEX[27].

We decidedto employ a re-encryptionprotocol [23] so
that one distributed servicecould propagatea secret(en-
cryptedunderits servicepublic key) to anotherdistributed
serviceyre-encryption—dorm of proxy cryptographyf3]—
producesa ciphertext encryptedunderone key from a ci-
phertext encryptedunderanotherbut without plaintext be-
coming available during intermediatesteps: And a re-
encryptionprotocolthat admitsstep e xibility allows cer
tain optimizations:

Computatiorthatdoesnot dependon the secretbeing
transferredcan be performedbeforehandand, there-
fore, movedout of the critical pathsothatit doesnot
contributeto end-to-endateng.

For a secretbeing sentfrom a single serviceto mul-
tiple recipients,computationthat doesnot rely on the
senders privatekey canbe relocatedfrom the sender
to therecevers,therebyalleviating a potentialbottle-
neckatthe sender

1The requirementthat the plaintext not be disclosed during re-
encryptionis crucial for distributed services,becausdndividual seners
storingthe plaintext might becomecompromised.Notice that decrypting
the ciphertet with the rst private key andthenencryptingit usingthe
secondoublickey is now precludedihough.



Extant re-encryptionprotocols(e.g., [23]) did not admit
step e xibility, sowe developeda new onethatdoes;it is
the subjectof this paper

Blinding [9] is the corefor our new re-encryptionpro-
tocol. An ElGamalencrypted[16] secretat serviceA is
blindedby a randomblinding factor, thendecryptedusing
A'sprivatekey, and nally bothencryptediusingB's public
key andun-blindedusingthe original randomblinding fac-
tor. A new distributedblinding protocol allows distributed
servicedo performtheblindingandun-blinding.Useof the
distributedblinding protocolsupportse xible allocationof
computation becausehe distributed blinding protocolre-
quires no knowledge of the original ciphertet or of A's
privatekey. Consequentlythe distributed blinding proto-
col can be executedbeforethe original ciphertet is gen-
erated(therebyenablingpre-computationand on seners
otherthanA (therebyenablingof oading).

Ourdistributedblinding protocolemploys anew crypto-
graphicbuilding block calledveri able dual encryptionto
createproofsthat, without disclosingthe plaintext, certify
two ciphertexts createdunderdifferentpublic keys are(with
high probability) for the sameplaintext. We conjecturethat
boththedistributedblinding protocolandtheveri able dual
encryptionprotocolhave usesoutsideof re-encryptiorpro-
tocols.

Finally, sinceassumptiongnvariably translateinto vul-
nerabilities(and opportunitiesfor attaclers), we eschaved
assumptionaboutexecution speedand messagealelivery
delaysin designingour protocolsfor the publish/subscribe
application. So, unlike prior work in re-encryption,we
adoptedheasyn@ironousmodelof computationywhichhas
no assumptiongbouttimings. But deterministicsolutions
to theconsensuproblemcannotexist in suchsettingg18],
andthat createschallengedor the protocol designerwho
nonethelessnustimplementary requiredsener coordina-
tion. In the protocolscontainecherein,selectionandagree-
menton a blinding factoris avoided by insteadcomputing
multiple equivalentcandidateslongwith auniquelabelfor
each;thelabelsallow a senerto chooseoneof theblinding
factorsandhave ary subsequentomputationdy its peers
be consistentvith this choice.

The restof the paperis organizedasfollows. Section2
describeghe systemmodel.In Section3, EIGamalencryp-
tion is reviewedandre-encryptiorby blinding is explained.
Ourdistributedblinding protocolis thesubjectof Sectiord.
Section5 discusseslternatve re-encryptionschemesand
otherrelatedwork, followedby concludingremarksin Sec-
tion 6.

2 SystemModel and Problem De nition

Each distributed service S comprisesn seners along
with a widely known servicepublic key K s anda service

privatekey ks thatis distributedamongthe senersaccord-
ing to an (n; f) thresholdcryptographyscheme. Further
more,eachseneris assumedo have auniquepublic/private
key pair, with the public key known to the other seners?
Senersthuscancommunicatevith eachothersecurelyand
the servicecan, usingthresholdcryptographyperformde-
cryption and generatedigital signaturesprovided at least
f + 1 senerscooperate.
We assume:

Compromised Sewvers: Seners are either correct

or compomised A compromisedsener might stop,

deviate arbitrarily from its speci ed protocols (i.e.,

Byzantinefailure), and/ordiscloseinformation stored
locally. At mostf of then senersarecompromised,
where3f + 1= n holds?

AsynchronousSystemModel: Thereis no boundon
messagelelivery delayor sener executionspeed.

So an adwersarycan control the behaior of and obtain
all informationavailableto asmary asb(n  1)=3cseners.
Also, an adwersarycould conductdenial-of-servicettacks
thatdelaymessagesr slow down senersby arbitrary nite
amounts.As is customarythe capability of the adwversary
is limited to that of a probabilisticpolynomial-timeTuring
machine.

A re-encryptionprotocolfor cornveying a secretm from
onedistributed serviceA to anotherdistributed serviceB
mustensurethat neithercon dentiality nor integrity of m
is compromisedIn particulay givena ciphertext for m en-
cryptedunderK 5, are-encryptionprotocolmustproduce
an output subjectto the following criteria (which are for-
malizedin [36]):

Progress: The protocol must terminatewith correct
senersin B having recevedthe output.

Integrity: The outputproducedby the re-encryption
protocolis a ciphertext of m encryptedunderK g .

Con dentiality: The protocol disclosesno informa-
tion aboutthe plaintext m.

3 ElGamal Re-encryption Using Blinding

ElGamalpublic key encryptionis basedon large prime
numbersp andq suchthatp = 2q+ 1. Let G, beacyclic
subgroup(of orderg) of Z, = fij1 i p 1g, andlet

2By limiting the visibility of serer public keys to only seners com-
prisingthe service clientsandotherservicesareshieldedrom changedo
thesekeys (including proactve refreshof private key sharespandshielded
from changego the compositionof the serviceitself.

3Theprotocolsareeasilyextendedo casesvhere3f + 1 < n holds.



g be somegeneratorof G,. We assumethat all EIGamal
keys sharethe sameparameters, d, g, andG,.

Any k 2 Z, canbe an EIGamalprivate key, andthen
K = (p;q;g;y) with y= g¢ mod p is the correspond-
ing public key. To simplify notation,modularcalculations
will henceforthbe left implicit. Thus,“mod p” is omitted
when computingexponentiationsand discretelogarithms,
and“mod g’ is omitted when performingcomputationon
exponents.

An ElGamalciphertext E(m) for plaintextm 2 G, isa
pair (g; my") with r uniformly andrandomlychoserfrom
Z,. Ciphertet E(m) = (a;b) is decryptedoy computing
b=&, since(for somer)

b=d = my'=(g") = m(g)'=(¢g")* = m:

Whereneededye write E(m; r) to indicatethevalueof r
usedin computingE (m) andwe write E(m) to denotethe
setfE(m;r) jr 2 Z,gof all possibleciphertets for m.

ForE(mi) = (a1;b1), E(Mm3) = (az; ), andE(m) =
(a; b), de ne thefollowing operations:

E(m * (abb?
m® E(m) (a;m%)
E(mi) E(m2) (aiaz;biby)

Thefollowing propertiegshenhold:
ElGamal Inverse:E(m) 12 E(m 1).
ElGamal Juxtaposition: m® E(m;r) = E(m%m;r).

ElGamal Multiplication: * If rq+ 1,2 Z, then
E(my;ry)  E(mgz;rz) 2 E(mimy).

Notethatsideconditionr, + r, 2 Z, in EIGamalMul-
tiplicationis easilychecledwithoutknowledgeof ry orr,.
Thisis because

(a;b)

E(my;ry) E(mz;rp)
= (gr1+r2;m1m2yr1+r2);

soby checkingthata 6 1 holds,weconcluder; + r, 6 0
which, by closureof groupZ,, impliesthatry + r> 2 Z
holdsaswell.

In thoserareinstancesvherer ; + r, = 0holds,plaintext
m;m;, is disclosed.Thisis notaconcernfor our protocols,
becausé&lGamalMultiplication is usedonly in connection
with randomfactorsthat are being multiplied to obtaina
(random)encryptedlinding factor;new valuescanthusbe
requestedvheneverr, + r, = 0 is foundto hold® Our

4This propertyis often referredto asthe homomorphicgropertyof a
publickey cryptosystem.

5The obvious denial-of-serviceattack of repeatedlyrequestingnew
values is prevented by accompaying such a requestwith evidence
E(my;r1) andE(mz;r2).

Blinding

Ea(m) —— = Ea(m)
Ea()
Decryption| ka
?
Un-blinding
Eg(m) —— m
Es()

Figurel: Re-encryptiorusingblinding.

protocolsomit suchdetails,leaving implicit the checking
of this side conditionand ary additionalcommunications
requiredto fetchsuitableEIGamalencryptedvalues.

Blinding and Un-blinding with EIGamal

Let Es(m) denoteplaintext m encryptedaccordingto
the public key Ks of a serviceS andlet Ds(c) denote
ciphertext ¢ decryptedwith the correspondingprivate key.
Figure 1 summarizeshow to performre-encryptionusing
blinding andun-blinding. Eacharrow is labeledby an op-
erationandits parameters.Sowe seethat E (m) is rst
blindedusingEa ( ), where is arandomblinding factor;
thatresultis decryptedo obtainm ; and nally m isun-
blindedusingEg ( ).

Figure2 givestheactualprotocolfor re-encryptiorusing
blinding. Step4 worksbecausdgettingEg ( ) beEg (; r),
we have:

(m) (Es(;r) *

= (ElGamalinverse)
(m) Es( % 1)

= (ElGamalJuxtaposition)
Es(m % 1)

= (Cancellation)

Eg(m; r)
2 (de nition of Eg (m))
Es (M)

Notethatstepl canbe performedby serviceB instead
of serviceA andcanbedonebeforeE A (m) is known. All
other stepsmust be carriedout after Ea (m) is available.
Step3 mustbeexecutecbn A becausé requireknowledge
of A'sprivatekey for thresholddecryption.In therestof the
paperwe assumehatstepl is doneby serviceB , although
it couldbeeasilydoneby A.

The possibility of compromisegenersmakeschoosing
andcomputingEa ( ) andEg ( ) in stepl tricky to im-
plement. Our distributed blinding protocol to accomplish

this taskis the subjectof the next section.



1. Pickarandomblinding factor 2 G,; computeEa ( ) and
Es( ).
2. Computeblindedciphertect Ea(m ) := Ea(m) Ea( ).

3. Employ thresholddecryptionto obtainblindedplaintext m
from blindedciphertext Ea (m ) computedn step2.

4. ComputeEg (m):= (m ) Eg( )

Figure 2: Re-encryptiorprotocol.

4 Distrib uted Blinding Protocol

We startby giving aprotocolfor arelatively benignenvi-
ronment;modi cations for toleratingmaliciousattacksare
thenincorporatedThis form of exposition,thoughperhaps
a bit longer, elucidateghe role playedby eachelementof
theprotocol.

Given two related EIGamal public keys Ka =
(p;g;9;¥ya) andKg = (p;q; g;ys), thedistributedblind-
ing protocolmustsatisfythefollowing correctnessequire-
ments.

Randomness-Con dentiality: Blinding factor 2
G, is choserrandomlyandkeptcon dential from the
adwersary

Consistency: The protocol outputsa pair of cipher
textsEa ( ) andEg () for blinding factor .

4.1 DefendingAgainst Failstop Adversaries

ReplaceCompromisedenersassumptiorby:

Failstop Adversaries: Compromisedenersarelim-
ited to disclosinglocally storedinformationor halting
prematurely’ Assumeat mostf out of n senersare
compromisedwhere3f + 1= n holds.

Now to compwea con dential blinding factor , it suf-
ces to calculate " ;,, i, wherel isasetof atleastf + 1
senersandeachseneri 2 | generates randomcontribu-
tion . Con dentiality of followsbecauseyith atmostf

compromisedseners,onesenerin | is notcompromised.

This correctsener picks a contribution thatis randomand
unknown to theadwersary;andthe FailstopAdversariesas-
sumptionmeansall compromisedenersnecessarilygelect
contribtutionsthat are independentf choicesmadeby the
correctseners.

6Thus,afailstopadiersaryis equivalentto anhonesbut curioussener
thatcanhalt.

1. CoordinatorC; initiates the protocol by sendingto every
senerin B aninit message.

C; ! B :id;init

2. Uponreceiptof aninit messagérom C; , aseneri:
(@) Generateanindependentandomnumber ;.
(b) Computeencryptedcontritution(Ea ( i);Es ( i)).
()i ! Cj:id;contribute;i; Ea( i);Es( i)
3. Uponreceiptof contribute messagefrom a setl compris-
ingf + 1senersinB:

(@) Cj computesEa( ) =
i21Es ().
(b) C; ! A:id;Ea( );Es( ).

i2tEa( i) andEg () =

Figure 3: Failstopadwersarydistributedblinding protocol.

Ciphertext Ea( ) can thus be obtainedby calculat-
ing 21 Ea( i), dueto EIGamalMultiplication.” Sim-
ilarly, ciphertet Eg ( ) can be obtainedby calculating

i21Eg( i). Soa serviceA can satisfy the con den-
tiality requirementfor blinding factor if eachsener i
outputsas its encryptedcontribution the ciphertext pair
(Ea( i);Eg(1)).

To solicit encryptedcontributions and then combine
theminto E5( ) andEg ( ), we postulatea coordinator
C; and(unrealistically)assumehesenerj executingC; is
never compromised

CorrectCoordinator: CoordinatorC; is correct.

We then have the distributed blinding protocolin Fig-
ure3. Therewewritei ! j : mtospecifythatamessage
missentbyitoj,i ! B :m tospecifythata message
m is sentby i to every sener comprisingserviceB, and
id identi es theinstanceof the protocolexecution;id con-
tains,amongotherthings,theidenti er for the coordinator

Coping with Faulty Coordinators

To eliminatethe CorrectCoordinatorassumptionthe proto-
col musttoleratecoordinatodisclosureof locally storedin-
formationor prematuréhalting. Disclosurecausesio harm,
becaus¢heonly locally storedinformationis theencrypted
contributionsfrom seners;to computethe blinding factor
from theseencryptedcontributions, the adversarywould
have to know the privatekey of serviceA or serviceB. A

7Useof ElGamalMultiplication to concludeE A ( ) = Ea( 1;r1)
Ea( 2:r2) Ea( f+1:rf+1) requiresthatry + ro + +
ri+1 2 Zg hold. As before,this canbe checled by seeingwhetherthe
rst componenof Ea () equalsl andsoliciting nev contritutionsif it
does.

8This assumptioris relaed laterin this section.



coordinatotaltingwould preventprotocoltermination but
thisis easilytoleratedby usingf + 1 differentcoordinators
insteadof just one. With f + 1 coordinatorsat leastone
will becorrectandwill completethe protocol. And if more
thanonecoordinatoris correct,thenmultiple blinding fac-
torswill beproducedwhich causesodif culty . Thesame
technique®f usingmultiple coordinatorsvereusedin [37]
and[6].

Employing multiple coordinatorsdoesimply a perfor
mancepenalty In theworstcaseyun-timecostsarein ated
by afactorof f , sinceasmary asf of thecoordinatorsare
super uous. This cost,however, canbe reducedby delay-
ing whenf of thecoordinatorcommencexecution.Since
our protocolis designedfor an asynchronousystem,ex-
ecutionof coordinatorscan be delayedwithout adwersely
affectingcorrectnessSo, onesener actsasthe designated
coordinatorandthe othersbecomecoordinatoronly if the
designateatoordinatorfails to completeexecutionwithin a
speci edperiodof time.

4.2 DefendingAgainst Malicious Attacks

Relaxthe Failstop Adversariesassumptionreturningto
the original CompromisedSeners assumptionand three
notavorthy forms of misbeh&ior becomepossible:

seners choosingcontributions that are not indepen-
dent,

theencryptedtontritutionfrom eachseneri notbeing
of theform (Ea( i);Eg ( ?) where ; = 2 and

senersandcoordinatorsiot following the protocolin
otherways.

This sectiondescribesorrespondinglefenses.

4.2.1 Randomness-Con dentiality

Randomness-Con dentialitfor the protocol of Figure 3
hingeson the contribution from at leastone sener being
con dential andindependenfrom contributionsof all the
others.It sufces to focusonasinglerunif, whenengaging
with differentcoordinatorsa correctsener selectyandom
contrikutions that are independent. Unfortunately even
herea single compromisedsener can falsify the premise
thatits contribtution is independenfrom the contributions
of all otherseners. That compromisedsener simply se-
lects its contrilbution after seeingencryptedcontributions
from all otherseners, exploiting the malleability of EIGa-
mal encryptionandchoosinga contributionthatcancelsout
theencrypteccontributionsfrom the otherseners.

Speci cally, acompromisedenercouldproceedasfol-
lowsto ensurehat * becomesheblinding factorgenerated

by the protocol. Suppose
f(Ea(i);Ee( )il i fg

is the set of encryptedcontributions receved from the f
othersenersatthe startof step3 in Figure3. After recev-
ing thesethecompromisedenergeneratesvo ciphertexts
Ea (" andEg (#) andconstructsasits encrypteccontribu-
tion:

(Ea(® ( L Ea( i) &

Ee(® ( i=Es(i) D) @
Due to ElIGamalMultiplication and EIGamalInverse,the
secondfactorin eachelementof this encryptedcontribu-
tion will cancelthe encryptedcontributionsfrom the other
seners,sotheresultingblinding factoris .

An obvious defenseis to prevent senersthat have not
publishedan encryptedcontritution from learningthe en-
cryptedcontributionsof others.Sowe modify the protocol
of Figure 3 accordingly Insteadof sendingan encrypted
contributionto thecoordinatoreachsenersendsa commit-
ment which is a cryptographichash(e.g., SHA1) of that
encryptedcontribution. And only afterthe coordinatorhas
receved2f + 1 commitmentsloesit solicitencrypteccon-
tributions from the seners? Waiting for 2f + 1 commit-
mentsis necessaryo ensurethe coordinatowill ultimately
recevef + 1 encryptedcontributions,sinceasmary asf
of the senerssendingthe 2f + 1 commitmentscould be
compromised.

4.2.2 Encrypted Contrib ution Consistency

A compromisedener might createan encryptedcontribu-
tion thatis notof theform (Ea ( i);Es ( ) where ; = ?
holds. Suchinconsistenencryptedcontributionscausethe
Consisteng requirementor our distributedblinding proto-
colto beviolated.DecryptingEa ( i) andEg ( ) wouldbe
oneway to checkfor inconsistenencryptedcontributions,
but having thatplaintext would alsounderminamnaintaining
the con dentiality of . So our protocolinsteademploys
a new cryptographicbuilding block called veri able dual
encryptionthat checkswhether ; = 0 holds given two
ElGamalciphertetsEa ( i) andEg ( D).

Veri able dualencryptionis basednthenon-interactie
zero-knavledgeproof, which we referto as DLOGfor the

9Here,we usethe randomoraclemodel[1], which haslimitations[8].
A non-malleabld15] commitprotocol (e.g.,[12]) might be the basisfor
a schemehat ensureginformally speaking)sener contritutions are un-
relatedwith respectto ary polynomial time relation. However, a non-
malleablecommit protocol would not by itself sufce, becausehis en-
suresthe encryptedcontritutions are unrelatedbut not that the contritu-
tionsthemselesareunrelated A non-malleablgroof of plaintext knowl-
edge[24] mightbeneeded.



equality of two discretelogarithms,as rst proposedby
ChaumandPederserl10]. Givena, g, X = @2, Y, and
Z = Y2 DLO@;g; X;Y;Z) shavsthat®a = logy X =
logy Z withoutdisclosinga. (Protocolsfor DLOGregiven
in [36].)

Consideran encryptedcontritution (Ea( i);Eg ( )
where

Ea( i) (1 1) (9 iya")

Es( D (25 2) (R
correspondingto encryptionusing ElGamal public keys
Ka = (p;9,0;ya) andKg = (p;q;0;ys). We canshav

i = Yholdsby verifying
l: 2 - gkArl kB rz (2)
becausé ; = ?holdsthen

1= 2= Ciya)=( yg)
= (= (g =g )

= gkArl kBl'z:

Sincegkamt kerz = glkatke)(ri ra)gkarz=gfs 11 holds,
equation(2) is satis ed if the following three conditions
hold:

G = gk 3)
Ga gle " (4)
=2 = g(kA+kB)(r1 rz)Glz:G21 (5)

Recall, a sener that generatesciphertets Ea( i)
and Eg ( ,0) knows both r; and r,, and thus is able
to generatea veri able dual encryption proof, denoted
VDEEA( i);Eg (), by constructingDLO®roofsfor the
conditionsde ned by equationg3) though(5).

VDEE 5 (m); Eg (m)) is obtainedby shawving:

Prl: DLOG2;g;d'2;ya; G12) provesthat Gy, =
Y = (g**)"2 holds. Therefore condition(3) is satis-
ed.

Pr2: DLOG1;0;9%;ys;Go1) provesthat Gy, =
yg' = (g® )"t holds. Therefore condition(4) is satis-
ed.

Pr3: DLOG 1
provesthat

(1= 2)(G21=G12) = (yays)'* "
- (gkA+kB )r1 rz

r2;0:9" "2;yaye; (1= 2)(G21=G12))

= g(kA+kB r1 rz)

holdsandthereforecondition(5) is satis ed.

1%Note, all operationsarein domainZp.

Thus, it sufces that every sener i attach
VDEEA( i);Es( i)) when sending encrypted con-
tribution (Ea( i);Es( i)) to the coordinator The
coordinatoyin turn, only usesencryptedcontributionsthat
areaccompaniedy valid proofs—atleastf + 1 will be,
becausatleastf + 1 senersarecorrectoutof the2f + 1
from which the coordinatorecevedcommitments.

4.2.3 Constraining Malicious Coordinators

It only remainsto dealwith compromisedsenersand co-
ordinatorsthat causedisruptionby taking overt action. In
adistributedsystemsuchactionis limited to sendingmes-
sages.

We dealt abose with two attacksthat seners might
launchthroughinteractionwith coordinators:(i) revealing
encryptectontributionsprematurelyand(ii) sendingncon-
sistentencrypteccontributions. Compromisedaoordinators
have correspondingttacks,anda compromisedtoordina-
tor might:

causesomesenersto reveal encryptedcontributions
beforeother (presumablycompromisedsenershave
selectedheirsor

fabricatean encryptedvalue for the blinding factor
ratherthancomputingthatvaluefrom f + 1 encrypted
sener contritutions.

For theseandall attackghatinvolve sendingoogusmes-
sageswe employ a single,generaldefense:eachmessage
sentis madeself-verifying[29, 25 asin COCA[37], sothat
arecever of themessageancheckwhetherthe messagés
valid, basedsolely on messageontents.A valid message
is, by de nition, onethatis consistenwith the senderfol-
lowing the protocol. Thus, if messageshat are not valid
areignoredthenattacksinvolving bogusmessagebecome
indistinguishabldrom lost messages.

A messagés madeself-verifying by attachingevidence
In generalt sufces thatany messag@roducedby a pro-
tocol step be signed by the senderand include as evi-
denceall messagethatsenedastheinputsto thatprotocol
step, wheretheseincluded messagesire themseles self-
verifying. For example,returningto the attacksmentioned
above for compromisedcoordinatorsmessagesight be
madeself-verifying asfollows.

The messagerequestingseners to reveal their en-
cryptedcontributionswould be signedby the coordi-
natorandincludesignedmessageom 2f + 1 seners
containingthe commitmentfor thatsener's encrypted
contrikbution.

The messagecorveying (Ea( );Eg ( )) would be
signedby the coordinatorandalsocontain



— signedmessageffom 2f + 1 senerscontaining
the hashof thatsener's encryptedcontribution,

— signedmessagefrom f + 1 senerscontaining
their encryptedcontributionsand corresponding
valid veri able dualencryptionproofs.

4.2.4 Putting it Together

Applying thesedefensesye obtainthe re-encryptionpro-

tocol of Figure4, wherehmi; denotesa messagen thatis

signedby i, and isacryptographicdashfunction. Criteria

for validity of self-verifying messagessedin the protocol

aregivenin Figure5. See[36] for the proofthatthis proto-

colworkscorrectlyin ervironmentssatisfyingthe Compro-
mised Seners and AsynchronousSystemModel assump-
tionsof Section2.

5 RelatedWork

Ciphertext Transformation. Re-encryption protocols
transformone ciphertext to anotherwithout ever revealing
theplaintext. We arenotthe rst to studythe problem.

Mambo and Okamoto [26] introducedthe notion of
proxy cryptosystems supportdelegationof decryption.In
their scheme A canendav B with the power to decrypt
messageshat have beenencryptedusing public key K a
but without disclosingto B correspondingrivatekey Ka .
Delegationis accomplishedby A transforminga ciphertext
encryptedunderK » into anotherciphertet thatB cande-
crypt; the transformedciphertext is decryptedby usinga
proxy key that B receivesfrom A whenthe proxy is ini-
tially setup. Thisis in contrastto our schemewherere-
encryptionproducesiphertext underB's public key.

Blaze,Bleumer and Strausd3] coinedthe termatomic
proxy cryptagraphy, which appliesnot only to encryption
but alsoto othercryptographimperationgsuchasidenti -
cationandsignature).An atomicproxy encryptionscheme
involvesan atomic proxy function which corvertscipher
texts for decryptionby a rst key into ciphertetsfor a sec-
ondkey. The atomic proxy functionis public, soary en-
tity (evenanuntrustecone)canperformthetransformation,
making an encryptedmessagewvailable to holdersof the
seconckey. With our re-encryptionprotocol,a distributed
serviceA, which knowsthe rst key (privatekey kp ), con-
vertsthe ciphertet to the secondkey. And becausé\ is a
distributedservice theindividual senersof A arenotthem-
selestrusted. Thus, a crucial differencebetweenatomic
proxy encryptionand our re-encryptionprotocol concerns
wheretrustis beingplaced.

Jakobssons Re-Encryption  Scheme. Jalobssors
guorum-controlledoroxy re-encryptionscheme|[23], like
ours, givesa way for a distributed serviceA to transform

1. CoordinatorC; initiates protocol instanceid with an init

2. Uponreceiptof avalid init messageaseneri:

3. Uponreceiptof asetM of valid commit messageom aset

. Uponreceiptfrom C; of avalid revealmessag® containing

. Uponreceiptof asetM ° of valid contribute messageom

6. Upon

message:

G ! B:h’d;initici

(a) Generateanindependentandomvalue ;.

(b) Computesencryptedcontribution (Ea( i);Es ( i))
andcorrespondingommitment (Ea( i);Eg ( i)).

(c) Repliesto C;:
i ! Cj:hd;commit;i;

(Ea(i);Es( i)ii

I comprising2f + 1 seners,C; requestshecorresponding
encrypteccontritutions.
Ci ! B :h'd;revealMici

seneri'scommitmentseneri responds:

i ! Cj:hd;contribute;i; R;(Ea( i);Es( i));
VDEEA( i);Es ( i)ii

asetl® | off + 1seners,C;:
(@) ComputeEa( )=  i20Ea( 1)
(b) ComputeEg ( )= i2,0Es( i)

(c) Invokesat serviceB thresholdsignatureprotocolon
(id; blind; A; Ea( );B;Egs (), with M ° included
asevidenceto male therequesself-verifying; obtains
hd;blind; A; Ea( );B;Es ( )is.

(d) C; ' A:hd;blind;A;Ea( );B;Es( )ie

receipt of a valid M® =
hd;blind; A; Ea( );B;Egs( )ie from Cj, sener |
in serviceA:

(a) Compute£Ea(m ):= Ea(m) Ea()

(b) InvokesatserviceA thresholddecryptionfor Ea (m )
with M ®includedasevidenceto make the decryption
requestself-verifying; obtainsm andevidenceV,®
thatthedecryptionresultis correct.

(c) ComputeEg (m) := (m ) (Es()) *

(d) Invokesat serviceA thresholdsignatureprotocol on
(dong A; Ea(m);B;Eg (m)), with (m; V') in-
cludedasevidenceto make the requesself-verifying;
obtainshdone A; EA(m);B; Eg (M)ia.

(e)l ! B:hdoneA;Ea(m);B;Eg(Mm)ia

Figure4: CompleteRe-encryptiorProtocol.



type check

init Themessagés correctlysigned.

commit Themessagés correctlysigned.

reveal Themessagéi) is correctlysignedand(ii)
containsasetM of 2f + 1 differentvalid
commit messagewith amatchingid.

contribute | Themessagés (i) correctlysigned ii) in-
cludesa valid veri able dual encryption
proof, and (iii) the encryptedcontribution
correspondso the commitmentin the in-
cludedrevealmessage.

blind Themessagés correctlysigned.

Figure5: Validity of self-verifying messages.

Ea(m) to Eg(m) without disclosingm to individual
senersin A.

The schemedeverageshe obsenation that a ciphertext
encryptedusing A's public key can rst be encryptedus-
ing B'spublickey, afterwhichdecryptionusingA's private
key yields a ciphertext underB's public key.'! Because
Jalobssons schemealsoassumes distributedservice the
encryptionanddecryptionoperationsareperformedointly
by seners, with seners carrying out a partial encryption
anda partial decryption(in parallel). This dictatesthatthe
re-encryptiormustbe doneentirelyby serviceA.

In contrast,by employing the distributed blinding pro-
tocol, our schemeallows a e xible allocationof computa-
tion both over time andin location. Only step6 in Fig-
ure 4 needsto be performedon serviceA after Ex(m) is
available—thisessentiallyinvolvesonly onethresholdde-
cryption operation. (The thresholdsignatureoperationin
step6(d) simply makesthe resultveri able by senersin
B.) To achieve such e xibility, our schemehasto employ
anew building block for robustnessnamely veri able dual
encryption,whereaslalobssors schemeemploys transla-
tion certi cates. A translatiorcerti cateis anon-interactie
proof shaving thatE (m) andEg (m) areencryptionsof
the sameplaintext underpublic keys K o andK g respec-
tively. The two building blocks differ in what privatein-
formationis known to a prover andhencerequireentirely
differentconstructsfor atranslationcerti cate, the prover
knows A's privatekey andthe randomnumberusedin the
encryptionto generateEg (m); for veri able dual encryp-
tion, the prover doesnot know A's private key but does
know bothrandomnumbersusedin the encryptionto gen-

1More preciselygivenA's publickey (p; g; 9; ya ) andB's publickey
(p;a; 9; yB ), considera ciphertat Ea (m;r) = (g";myj). Encrypt-

ing my} usingB's public key produces(gro; my ygo), andsubsequent
decryptionusingA's private key yields my 'Bo. Notethat(g" O; my {30) =
Eg (m; r9 is aciphertet of m underB 's public key.

erateE (m) andEg (m).

Proactive Secret-Sharing. A premiseof our work is that
encryptionis being usedto store secretinformation se-
curely. An alternatveis to usesecresharing2, 34]. Rather
thanstoringE 5 (m) onsenerscomprisingA, now shareof
m aredistributedamongthoseseners.

To retrieve secretinformation storedin this manney
a client establishesecurdinks to the senersandre-
trievesenoughsharedo reconstructhe secret.Veri -
ablesecretsharing[11, 17, 30] allows correctnes®f
thesharego bechecled.

To transmitthe secretinformationfrom a serviceA to

a serviceB, a new, independensharingof the secret
informationis constructecand distributed amongthe

senerscomprisingB . Proactve secretsharing(PSS)
protocolg22] areeasilyadaptedo solvethis problem,
asshovnin [19, 14].

The PSS-basedolutiondoeshave advantages.Our re-
encryptionprotocolis restrictedto a particularpublic key
cryptosystem(ElGamal) whereasthe PSS-basedolution
imposesno suchrestrictions. Also, the PSS-basedolu-
tion doesnot involve thresholdcryptographicoperations,
therebyavoiding a complicatedandexpensve computation
thatis requiredwith our re-encryptiorprotocol.

The PSS-basedolution,however, requiressecurecom-
municationlinks betweereachsenerin A andeverysener
in B, soindividual sener public keys mustbe known out-
side of eachservice. Periodicrefreshof sener keys now
becomegproblematic.Our re-encryptionprotocolrequires
only that servicepublic keys be known and, therefore re-
freshis transparentutsidethe service.(Refreshinghe ser
vice's privatekey sharesloesnot changehe servicepublic
key.)

Furthermorein the presenc®f amobileadwersary{28],
the PSS-basedolutionwould requireuseof proactie se-
cretsharing,periodicallyrefreshingshareof all secretin-
formationthe servicestores A servicethatstoresalot then
incursa signi cant recurringoverhead.Our re-encryption
protocolonly involvesonesetof secretshares—thservice
private key—and thus the overheadof defendingagainst
mobileadwersariess considerablyower. In fact,it wasthis
cost,in connectionwith the designof a publish/subscribe
service,that promptedus to designa re-encryptionproto-
col.

6 Concluding Remarks

Distributed servicesand distributed trust [31, 20, 5,
33] constitutea generalarchitecturefor extending state-
machinereplicationto obtaina systenthatis notonly fault-
tolerantbut also resistsattacks. With new architectures



comenew needs.The protocolsdescribedn this paper—a
re-encryptiorprotocol,a distributedblinding protocol,and
veri able dualencryption—werelevelopedto satisfythose
needs. But beyond the protocol details,a contribution of

thiswork is to signaltheimportanceof two non-traditional
requirements$or cryptographigrotocols:

Cryptographic protocols should assumethe asyn-
chronouginsteadof the synchronousjnodelof com-
putation,sincethe resultwill thenbe an intrinsic de-
fenseagainstdenialof serviceandotherformsof tim-
ing attacks.

Cryptographicprotocolsshould admit what we have
termedstep e xibility, sincethis provideswaysto re-
duceoveralllateng, which canbeimportant.

Soin that sensepur new protocolsshouldbe seenas but
onepieceof afarbiggerpicture.
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