
Woodstein: A Web In terface Agen t for Debugging

E-Commerce

by

Earl JosephWagner

Submitted to the Program in Media Arts and Sciences,School of Architecture and
Planning,

in partial ful¯llmen t of the requirements for the degreeof

Mastersof Sciencein Media Arts and Sciences

at the

MASSACHUSETTS INSTITUTE OF TECHNOLOGY

September 2003

c° Massachusetts Institute of Technology 2003. All rights reserved.

Author . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Media Arts and Sciences

August 8, 2003

Certi¯ed by . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Henry Lieberman
Research Scientist
ThesisSupervisor

Acceptedby . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Andrew B. Lippman

Chairman, Departmental Committee on Graduate Students



Woodstein: A Web In terface Agen t for Debugging E-Commerce

by

Earl JosephWagner

Submitted to the Program in Media Arts and Sciences,School of Architecture and
Planning,

on August 8, 2003, in partial ful¯llmen t of the
requirements for the degreeof

Masters of Sciencein Media Arts and Sciences

Abstract

Woodstein is a software agent that works with a user's web browser to explain and help
diagnoseproblems in web processes,such as purchases.It enablesthe user to inspect data
items in ordinary web pages, revealing the processesthat created them. It provides an
integrated view of the processesand data associated with a user'sactions at a web site, and
retrieves related information on the sameweb site, or even on di®erent web sites. When
the user inspects data that looks incorrect, Woodstein helps manage hypothesesabout
causally related data and processesthat look incorrect and provides guidancein the process
of elimination to isolate the unsuccessfulprocessor wrong data.
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Chapter 1

In tro duction

1.1 Actions on the Web

Once upon a time, the web was primarily a medium for reading information, through

browsing and searching. Things change. In addition to being an information source, the

web is rapidly becominga medium for performing the actions of everyday life that, in the

past, usedto require one'sphysical presence.Now, we routinely buy and sell things, arrange

meetings,jobs and dates,even sign legal documents on the web. E-commerceitself depends

upon being able to perform actions like these.

But the web's interface has remained stuck in the interface paradigms we inherited

from information retrieval: following hyperlinks, scrolling, and using search engines. Web

browsersare oriented toward sequential presentation of pagesof information. They have, of

course,beenextendedwith the minimal tools required to perform actions, such as buttons,

pop-up menus, text ¯elds, and so on. But actions are more than just sequential pagesof

information, or even paths of hyperlinks.

Actions themselvesare structured information. They are performedto accomplishgoals.

Goals have sub-goals. The data in pagesis set while accomplishing goals. Today, none

of that structure is explicitly represented in web browsers, but it is important for the

user. Usersneedhelp answering questionsabout the operation of the actions they perform:

\Where am I?", \What just happened?", \What do I need to do next?", \Ho w did that

data item get there?", \Is it correct?", \If something went wrong, how can I ¯gure out

where the problem is?", \Ho w can I ¯x it?"

We are long past the point where these kinds of problems can be solved simply by
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\good web site design" or \user-centered design and testing methodology" or any kind of

web standards. While these principles are indisputably important, and someweb sites do

provide somehelp for their own local actions, and standardization of interfacesundoubtedly

would help, that's not the whole story. Increasingly, users are performing actions that

involve multiple web sites, particularly in the domain of e-commerce.An on-line purchase

may involve a merchant's web site, a payment servicesuch as a credit card, and a shipper.

A ¯nancial transaction often involvesdi®erent institutions at each end. A trip reservation

may involve airline, hotel and car rental web sites. The connectionsbetweentheseexist only

with the user - no individual web site can relate them all. Even worse,a userbe performing

many simultaneousactions, and those actions may extend over long periods of time. It can

be overwhelming just to keep track of multiple actions, and the importance of retrieving,

compiling and managingall of this information only increaseswhen something goeswrong.

1.1.1 Ongoing Actions

All of these di±culties consumersface in e-commerceare compounded when performing

multiple, ongoingactions. It's enoughof a challengefor consumersto remember and manage

details related to oneproblem they're trying to resolve; it becomeseven more frustrating to

try to managethe details associated with multiple processesand the problems that arise.

As consumersare increasingly required to interact with vendorsthrough the structured

format of web pages,they would bene¯t from tools that can act as a guide in theseinterac-

tions. By keepingtrack of the user's information and making it available at relevant times

and locations, the inconveniencethey facecould be minimized

In somecases,an action may require many stepsand be confusing. It can be tough for

the user to seethe big picture of the overall action, especially when it takesmultiple days

or is extended over multiple web sites. For example, new employeesin an organization, or

any employee using a new internal web site must learn how to perform associated actions

such assetting up a corporate stock purchaseplan, enrolling in training courses,and soon.

Actions like thesemay require somestepsto be taken initially , then, after someprocessing

has beenperformed, someadditional stepsa few days later or on a di®erent site. It would

be helpful to be able to seea visualization of the current status of actions like theseto see

the steps that have beenperformed and the steps that still remain to be performed.

Increasingly, employeesare interacting with di®erent departments through a web-based
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front end to submit a request and monitor its status. When something goes wrong, the

employeeis left to call the number at the bottom of the web pageand experiencesthe same

frustration with internal support that consumersfacewith customer service.

1.2 Problems in E-Commerce

\Y our call is important to us

\Please enter your 15-digit card number, your PIN...

\If you're calling from a touch-tone phone, pleasepress6 for customer servicenow"

Electronic commerceis great - you log onto a web site, type in what you want to its

search engine, ¯ll out a simple form, give your credit card number, and the shipper brings

you the stu® the next day. It's simple, painless,e±cient, and e®ective.

Except when it doesn't work. People inevitably mistype numbers, misunderstand di-

rections, or just click on the wrong buttons. Vendors lose orders, or confusenames, and

computer systemscrash. Then what?

More often than not, customers have to pick up the phone. And they often reach a

phone tree where they're forced to navigate through complex menus, a tedious processthat

might or might not give the right choice of problem to be solved. It might give another

phone number to be dialed. It might ask for card numbers or transaction numbers that

aren't readily at hand, and have to be looked up o²ine. If someonein customer service

is successfullyreached, that person(often a low-paid worker in a high-pressurecall center)

may specify a tedious processto be performed. They may not be empowered to actually

understand or ¯x the problem themselves. Customers ¯nd themselves bounced endlessly

from one support personto another. All of us have had thesekinds of experiences.

Customer serviceproblemsare incredibly frustrating. Not only do they causefrustration

about the immediate transaction, they also poison the relationship betweencustomersand

vendors. Customers feel like they are being de°ected, that they are not being listened to,

and that vendors do not care about their time or about their relationships. This casts a

pall over future interactions, in fact 80% of customersare lesslikely to buy online from a

vendor again after a dissatisfying experiencewith its customer service[14].

Nobody expects technology to be perfect, and peopleare tolerant of mistakesand occa-

sional failures, but what drivespeoplecrazy is when they get \stuc k" - left with no recourse,

16



no obvious way to systematically go from having a problem to understandingwhat is causing

the problem and how to resolve it.

But it isn't all the fault of the vendors. The problem is di±cult to ¯x simply though

vendorsspending more money on call centers, sincehuman time, even if low paid, is expen-

sive. Many businessesclaim that, as soon as a customer picks up the phone to call about

a problem, they have already lost money on that customer's relationship.

This problem is now becominga major obstacleto further adoption of e-commerceitself.

Many peoplewho now choosebrick-and-mortar shopping over e-commercedo so simply to

\have a face to talk to" in caseof problems. Again, the impact of the problem-resolution

experiencehas a disproportionate e®ecton the trust relationship betweena customer and

vendor, and nowhere is the trust issuemore important than in electronic commerce.

1.2.1 Con¯rmation Pages

The webbrowser,originally designedfor viewing and authoring documents, shows its limita-

tions most clearly with the con¯rmation pagefor an order. An online purchaseis completed

with the appearanceof a con¯rmation pageor receipt. Usersare told to \prin t this for your

records", though if they do then they losethe °exibilit y of having a digital copy. Even the

more careful userswho save a copy of the page,when this is possible1, are left with no easy

way to organizethesereceipts and have to create their own organizational systems.

1.3 Curren t Technologies for Problems in E-Commerce

A user goes onto the web to perform somegoal, such as making a purchase. A purchase

involvesbrowsing and adding items to the shoppingcart, then checking out, which involves

providing shipping and payment information. Though the userthinks in terms of the overall

goal, the browser and its associated technologiesare only focusedon the actual pagesthe

user interacts with.

1.3.1 Tools for Managing User Data

At the very bottom level of a user's action are the details of a user's information, such as

his addressor credit card number. This is the focus of form-¯lling browsersand simpli¯ed
1often con¯rmation pagescan't be reloaded, as saving a page requires in somebrowsers
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authentication.

Form-Filling Bro wsers

Browsersprovide somesupport for e-commerceby ¯lling-in forms [13] [11]. This feature is

helpful for users in managing multiple accounts with di®erent user namesand passwords.

When the browser recognizes¯elds for addressesand credit-card information, it can also

enter theseautomatically.

Simpli¯ed Authen tication

There is some work within the computer software industry to standardize the processes

of identi¯cation and authentication. Microsoft, with .NET Passport [12], and the Lib erty

Alliance[36], with their software aim to provide a single sign-on allowing users to enter

personalinformation onceand have it sharedwith the vendorsthey buy from automatically.

Although this will eliminate many errors that currently result from customers supplying

incorrect information, this still won't be e®ective for data that a user supplies for each

interaction, such as purchasequantities.

Simpli¯ed Transactions

Some vendors, such as Amazon with their One-Click shopping, are working to simplify

transactions. By minimizing the steps involved in making a purchase,techniques like One-

Click prevent incorrect data from being entered. This can create problems if a user's data

has changed, such as if the user's credit credit card has been updated, or the user has a

new address.

Although a user'spersonaldata are details that they should have help in managing, it's

easy to seethat these techniques work at a low level, and are quite fragile. For instance,

oneof thesetools might keeptrack of a credit card, or an address,but what if the useruses

multiple credit cards,or usestheir addressesfor work and home? It's clear that functionalit y

is required for managing multiple roles, and as part of this, there is a need to be able to

keeprecordsof when data associated with theseroles has beenprovided. This can be vital

for diagnosing problems that appear later, or just for updating the di®erent sites when a

user's data changes,such as when the user moves.

18



1.3.2 Tools for Recording E-Commerce Transactions

Other solutions, such asTower's WebCapture[22] focuson recordinga user'sinteraction with

a web site over the courseof an e-commercetransaction. Although this is an important

feature, it is only the beginning of the story. Understanding the causeof a problem may

require understanding an entire processthat spansmultiple sites,or many pageson a single

site. Often, transaction information appears on pages that weren't part of the original

transaction, such as when the charge for a purchaseappears on a credit-card transaction

history page. Simply recording the pagesthe user interacted with isn't enoughto assemble

an integrated view of the transaction. For that, the system must be able to represent

and reasonabout the transactions themselves. In order to allow the user to interact with

high-level representations of transactions, it must assemble those representations itself.

1.4 Viewing E-Commerce Transaction Data at the Transac-

tion Level

The userthinks of all of the website interactions aspart of a singletransaction primarily , not

separateinteractions on disparate web sites. A systemfor diagnosinge-commerceproblems

should therefore allow the user to managethesetransactions at the level of the transaction,

not at the level of the individual sites involved. One possiblesolution exists in the idea of

audit trails for data on the web. When a usersseessomedata in a pagethat looks incorrect,

it would be helpful to be able to inspect the data and seean audit trail with the history of

how it was created.

1.4.1 Audit Trails

Audit trails originated in businessto record the accessesand changesof a record, and are

alsousedit computer security to track intrusions into a systemand changesthat are made.

In the domain of e-commerce,web sites don't typically o®er audit trails for the objects

they describe. For example, a shipper knows about the circumstancesin which it received

and also delivered a package,but that's only a slice of the history of the ordered items. A

completeaudit trail must provide an completehistory of an object generatedby integrating

the histories described by multiple sites.
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Audit trails are invaluable in businessfor understanding the history of someobject or

data item. Unfortunately, they are not currently available to usersfor the data they seein

web pages.

1.5 Debugging E-Commerce

Our solution is to provide users with an E-Commerce Debugging Tool that enable users

to diagnose and solve many simple problems themselves from their computers. The e-

commercedebugger is analogousto a programming language debugger used in software

development. It allows the user to systematically investigate the possiblecausesof an error

by examining processesand data at varying levels of detail until the problem is discovered.

Debugging is detective work. It requires generating hypotheses,and testing them by

a processof elimination. Of course, software debuggersare used by expert programmers

and have interfacesdesignedto be used by expert users. For an e-commercedebuggerto

be e®ective, it must have a user interface designedfor useby non-expert users,with simple

interfaces and ample explanation and visualization facilities. Of course we don't expect

end-usersto understand and usea software debuggerlike programmersdo. However, we do

believe that experiencedcomputer usershave enoughunderstanding about cause-and-e®ect

relationships amongentities they're familiar with to be able to usethe tool we will present,

and they will e®ective diagnosingthe problems they face.

Expert programmers are con¯dent that no matter where a bug might be, systematic

investigation will almost always ¯nd the problem if a ¯ne enoughlevel of detail is examined.

That gives them con¯dence in using the technology. We intend to instill that level of

con¯dence in userswho participate in e-commercetransactions. When the user seessome

data in a page that looks wrong, she is able to mark it as wrong and the tool guides her

through the processof isolating the problem further until a particular processor data is

found to be at fault. At that point the user receives a record of her processof diagnosis

that can be shared,with a customer servicerepresentativ e, for instance.

In the past, it would have been impossibleto provide practical e-commercedebugging

tools becausethe raw material that such tools would need- information about transactions,

user identi¯cation, vendor speci¯cations, payments, and so on, would exist only on paper.

With higher-level annotations of web pagesenabled by the advent of the Semantic Web,
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however, we expect that it will be practical to capture that information via web browsers,

and provide debuggingfacilities operating through the browsers.

1.5.1 Web Pro cess Mo dels

Web processesdi®er in an important way from software, however. While source code

describesthe behavior of just software, web processesrequire describingthe actions of users

and web sites. Models of a user's actions and the reactions of the web site must somehow

be provided. As we will see,the e-commercedebuggeris agnostic about the sourceof these

processmodels. It supports customized models particular to a web site, or generic model

for an action, such as making a purchase,that is similar on multiple web sites. They may

be provided by the web site, vendor or even the user herself through training.

1.6 End-User Debugging

We actually seethis work in the context of a broader goal of developing end-userdebugging

tools for all sorts of computer interactions, not just for e-commercetransactions. Computer

userslosetime and becomefrustrated in dealing with the intricacies of software installation,

system maintenance, and problem solving speci¯c applications. Why can't the computer

itself know what it is doing and help us solve the problems we are having with it?

Why can't we ask a computer in any situation, \What are you doing right now?", \Wh y

are you doing that?", \What doesthis error messagemean?", and other questionsthat you

might reasonablyaska knowledgeablehuman assistant? If somethinggoeswrong, why can't

we trace the problem back through the steps that led up to it? Why can't we formulate

hypothesesabout what might have beenwrong, and test them until we get to the answer?

Many of the cognitiveprocessesinvolved in diagnosisand repair of e-commercesituations

have analogiesin many kinds of generalsystem interaction as well. So we think our results

will generalizeto many other areasof computer interaction.

But e-commerceis a good place to start, becausethe transactions themselvesare proce-

durally very simple, comparedto the operation of an operating systemor specializedappli-

cation. Peopleunderstand the basic conceptsof ¯nancial transactions, and sinceeveryone

participates in such transactions, interfacesto deal with them will ¯nd a wide audience.

The economicvalue of improving the situation is enormous,and vendorshave not so far
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tackled the problem in a comprehensive way. Becausemany actions involve multiple parties,

such as an online purchaseinvolving the vendor, the consumer'scredit card company and

the shipping service, consumersneed help from tools that operate on their behalf, rather

than on behalf any particular vendor.

Further, we think the interfacesdeveloped to support end-usersin debuggingcould also

in°uence future debugging tools for professionalsoftware developers. Since debugging ac-

counts for approximately half of all software development costs,the potential economicpay-

back is enormoushere, too. Becausedevelopment of debuggingtools hassofar beenlimited

to expert professionals,we believe that insu±cient attention has beenpaid to the usability

of such tools, and we believe that a focus on supporting the needsof non-programmers

could bene¯t in thesesituations as well.
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Chapter 2

In tro duction to Woodstein with

Examples

2.1 In tro duction to Woodstein

Woodstein is a software agent that works with a user's web browser to answer questions

like \Ho w did that data get that value?" \Wh y did that happen" and \What's happening

now?". It monitors a user's actions on the web, such as browsing an online retailer and

adding items to a shoppingcart, to createa record of the user'soverall process,in this case,

making a purchase. It is then able to answer questionsabout the history and current status

of the process,as well as how data in the processwas set.

Woodstein matches a user's actions to the steps of an abstract model for the process.

Through this processof recognition, it knows to look for more information about the process

on other web pagesand web sites, even if user never visited them. By seeingthe user select

a credit card and shipper for a purchase,Woodstein knows to go to the sites of the bank

and shipper for more information about the status of the purchase, including whether it

has beenpaid for and delivered.

Later, when the user is looking at other pageswith data about the process,such as the

credit card transactions history page,the charge itself can be inspected. The history of the

purchaseprocesscan be retrieved and reviewed, making it convenient to understand the

context of the data, the charge.

Woodstein explains the history of the data and actions of a processthrough several
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di®erent views. As a user is performing a step of an action, it can show where that step

¯ts into the overall process. Another view shows the history of a processand allows the

user to revisit any point. When inspecting a data item, a view displays an automatically

generatedaudit trail it, enabling the user to jump among pagesin which it appears. The

usercan jump from the chargeamount in the transactions pageto a saved copy of the order

con¯rmation pagein which the amount appears.

In addition to providing views on the history of processesand data, Woodstein also

provides help in diagnosing problems when something goes wrong. When a user notices

that somethingdoesn't \lo ok right", simply clicking on a menu item tells the agent. Wood-

stein responds by identifying processesor data that could have contributed to the error or

unexpected result. Through this assistance,the user is able to identify the exact step or

data that either causedan error, or created an unexpected result.

Woodstein's features can best be understood through examples. Through the rest of

this chapter, we will seeseveral exampleseach showing someof Woodstein's features. We

will seehow Woodstein:

trac ks user actions and recognizes user goals saving the users interactions and re-

trieving information to create an entire history of the action

pro vides help and justi¯cation for the user curren t action at varying levels of de-

tail and speci¯cit y

supp orts insp ection of information in pages when the userwant to know more about

data and processesincluded within them

explains the history of pro cesses and data through easily-understood views that vi-

sualize their relationships

shows all pages related to a user action including saved copies of exactly the pages

the user interacted with and related pagesthat Woodstein retrievesthat include more

information

guides the user in diagnosing problems and preparesa record of the diagnosis

Problems arise becauseof mistakes by either the user or the web site, or becausethe

user has an incorrect mental model of the process.It is important that the agent provides

24



help in all cases,becausewhen a problem symptom is found, it is not known what the

sourceof the problem is or whether there even is a problem. In this chapter we will see

examplesfrom each category.

2.2 Purc hase Scenario: Insp ecting a Credit Card Transac-

tion with Woodstein

In this ¯rst scenario involving a purchase, we will seesome of Woodstein's features and

how it managesa user's actions and data and supports inspecting those actions and data

in pages.We will seeits views presenting processand data histories, as well as saved pages

that either the user interacted with or were retrieved by Woodstein. Future exampleswill

make useof these features as well as other, more advancedfeatures, but this example will

provide a glimpse of what Woodstein doesand how it works.

Anyonewho hasa credit card hashad the experienceof looking at an unfamiliar charge

and trying to remember what it was for. Often the description is unclear or too terse,

or perhaps the vendor is unknown. In situations like these, the information gathered by

Woodstein becomesuseful. By tracking the user's original steps in making the purchase,

the agent is able to connect those stepswith the charge that appearson the credit card. It

presents the record it compiled at moments like this one - when the user ¯nds something

unusual.

The user looks at the unfamiliar charge in Figure 2-1, but doesn't remember anything

about it. The vendor is unknown - it looks like Amazon.com,but it isn't - and the transac-

tion description isn't helpful in reminding him. He is frustrated and wants to know where

it came from, so he decidesto consult Woodstein. Clicking on Woodstein's logo turns on

Woodstein's inspection mode, revealing all of the data and processesit found in the page.

In this case,he wants to ¯nd out the origin of this charge and how it was created. Each

individual data item of the transaction can be interacted with separately, or the entire

transaction can be inspected by selectingits name, the transaction ID. Pressingthe mouse

button down on the transaction ID button causesa context-sensitive menu to appear with

questionsthe user can ask (Figure 2-2). The user wants to know why the transaction was

created and selectsthe item \Wh y was this created?".

Letting go of the mousebutton opensa view in a pop-up window (Figure 2-3).
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Figure 2-1: Looking at an unfamiliar transaction
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Figure 2-2: Asking why an unfamiliar transaction was created
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Figure 2-3: Viewing why the unfamiliar transaction was created
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The new window shows the overall history of the user's purchasewith English descrip-

tions of the processsteps. Woodstein created this record by matching the user's original

concretestepsin placing the order with its abstract processmodel describinghow purchases

happen. While placing the order, the user selecteda credit card and shipper and basedon

these details, Woodstein knew to look at their web sites, match the transaction and ¯nd

out about the status for the transaction and delivery. In this view, Woodstein presents the

information it gathered from the three sites a®ectedby the purchase.

In the top frame of the window, in grey, the view explainswhy the credit card transaction

was created. It was created with all of the individual data shown in parenthesis, including

the \p osting date", \transaction date", \recipient" and so on. All data is created by a

processand the processthat created the transaction was \Onlibank created credit card

transaction".

In the bottom frame of the window, Woodstein shows the hierarchical structure of

the process. It starts out with the overall goal, \Y ou are purchasing from Amazin.com".

Below that, the purchaseaction is broken down into three steps, \Y ou placed order with

Amazin.com", \Amazin.com requestedpayment from Onlibank" and \Zeno's Delivery is

delivering order". The descriptions of these steps indicate that the ¯rst two steps have

completed since they are in the past tense. Each completed step has the data it produced

as its result. The user's order action produced an order con¯rmation number, while the

vendor's payment request produced the credit card transaction that the user is currently

inspecting. The button for that data looks pressedin becausethat it is the data that is

currently selectedand being inspected. Each step also has a small icon on its left side that

indicates the step has more sub-stepsthat are hidden.

Below the two completed stepsof the purchaseis the last step. Its description, \Zeno's

Delivery is delivering order" is in the present tenseand it is marked yellow, indicating that

it is still ongoing. Woodstein also opened revealed it sub-stepsso the user can easily the

stepsthat remain. Sincethe entire purchaseitself is still ongoing, it too in the present tense

and marked yellow and its sub-stepswere automatically revealed.

This window is the \wh y" processhistory view. It is openedby Woodstein in response

to the user asking \wh y" some action happened, or some data was set. It presents the

processin a hierarchical format, to show that, that each step takes place becauseof the

large processit is a part of. In this case,the shipper set the location of the order because
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Figure 2-4: Viewing the saved con¯rmation pagefor the order

it shipped the order to an intermediate location. It shipped the order to an intermediate

location becauseit is the processof delivering the order. It is in the processof delivering

the order becausethe user initiated a purchase. This explanation is cumbersometo read as

text, but it is easily comprehensiblein an interactive and inspectable diagram.

At this point, the user still wants to know where this charge originated and what the

item wasthat it paid for. The transaction itself is the currently selectedbutton, but now he

wants to inspect the order con¯rmation, the result of \Y ou placedorder with Amazin.com",

and heclicks that button. A newpop-up window, with the savedorder con¯rmation appears

(Figure 2-4).

While the userwasplacing the order, Woodstein saved a copy of this con¯rmation and is

able to show it now. The userseesthe item he bought and now knows what the transaction

on his credit card was for.
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2.3 How Woodstein Presents Data and Pro cesses

So far, we've seena simple example that shows someWoodstein's interface for presenting

the history of user processes.At this point it will be helpful to look in more detail at how

Woodstein managesand presents data and processesin order to understand what its views

show.

As we've seen,Woodstein tracks data and processes:

Data Items make up much of the information in web pages. They appear in web pages

in two forms:

Simple Data Items include prices, dates, and IDs, as well as whether something hap-

penedor whether a requirement was met.

Comp osite Data Items are recordsthat consistof other data items. An exampleis the

user's credit card transaction that consistsof a posting date, transaction date,

recipient aswell asother data items. Composite data items can be inspectedvia

their identi¯ers, which act as namesfor the entire record. The transaction ID

and order con¯rmation number are examplesof identi¯ers.

Pro cesses include speci¯c actions like the userclicking a button or loading a page,aswell

as a web-site shipping an order. They can also be more abstract, such as the entire

processof the user making a purchase. They are always performed by someentit y,

either the useror a web site. There are several ways in which processesappear in web

pages:

Form Con trols include buttons the user clicked, text areasin which text was typed and

so on. In this casethe corresponding processis the user's original interaction

with the control.

Names of Data Items in which the processis the setting of the data item. In the

con¯rmation page, the two buttons appear for the order total, one for the label

\Order Total:" and onefor the amount itself, \$13.99". The amount corresponds

to the order total data item, and label corresponds to the processin which the

data item was set.
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Instructions or Policies for a web site. These include instructions explaining to the

user how to do something, or a description of how a web site performed some

action.

All of thesewill becomemore clear as we continue with the example.

Each data item is set as the result of a process.Processestake data items as inputs and

set a data item result.

Woodstein keepstrack of data and processessimilarly, so we refer to them as represen-

tations or \reps". It is important to note that Woodstein isn't involved in what the data

represents; it doesn't know any more about the actual ordered item than what's shown on

the web sites' pages.Nor doesit play any role in how the data and processesappear in pages

while the user browses. Woodstein only keepstrack of data and processeswhen they do

appear in web pages.Repsare theserecords that Woodstein keepsfor data and processes.

In tracking reps, Woodstein saves the pagesin which they ¯rst appear. When the user

inspects the transaction, he interacts and views Woodstein's rep for it. Since Woodstein

presents both data and processesas buttons, we will also refer to the buttons themselves

as reps.

There are some¯nal things to keepin mind when interacting with Woodstein.

² Buttons for data items are rectangular, buttons for processesare rounded.

² Pressing the mousebutton down on a rep shows its menu of options. Letting go of

the button while over an option selectsthat option.

² Either clicking on a rep or using its menu to interact with it causesit to be the

\selected rep" that becomesthe focus of all open views. At any given moment there

is at most one selectedrep. Its button appears pressed-in,while all other buttons

appear popped-out.

² With multiple views it can be tough to keep track of what corresponds to what, so

moving the mouseinto a rep in one view highlights the samerep in other views.

² The saved pageview always shows Woodstein's saved pagefor the selectedrep. This

is the pagein which the processis described, or in which the data item was ¯rst set,

or it is an empty page if Woodstein had to infer that the processhappened or data
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item was set. Since the ¯rst page in which the order con¯rmation number appeared

is the order con¯rmation page, that is its saved page.

2.4 Learning about a Purc hase with Woodstein

Having discovered what the original charge was for, the user wants to ¯nd out what hap-

penedto the ordered book. Where is it? Why hasn't it beendelivered yet? What's taking

solong? Though somesites like Amazon.comfeature order tracking, it is inconvenient to go

to the site, sign-in to accessthe account history, look at the recently shipped items and ¯g-

ure out which corresponded to this credit card charge. For multiple chargeson many sites,

doing this matching can be a burden. The problem is that although a site like Amazon.com

is able to integrate with the shipper's site and present the purchase status and shipping

status together, it doesnot integrate with the bank's site and allow the user to accessthe

history of the purchasethrough the credit card charge. Even worse,most sites o®erfar less

help than Amazon.comand don't even try to show the shipping status, leaving it up to the

user to integrate the information provided by the sites of the vendor, the shipper and the

bank in order to understand what is going on.

By tracking the user's order as he was placing it, and collecting related information,

Woodstein is able to show the purchasestatus. More importantly , it has a record of the

history of the purchase including the original pagesthe user interacted with, such as the

order con¯rmation, as we saw.

At this point the user wants to know about the shipment delivery status for the book.

Looking at the purchaseprocessin the processhistory view, he seesits current status that

the shipment hasn't beendelivered and, looking inside the shipping action, he seesthat its

location is Philadelphia. He clicks on the status, and Woodstein shows a saved copy of the

current tracking pagefor the shipment (Figure 2-5). Although it is traveling slowly, it looks

like the shipment is on it's way and will be delivered at somepoint in the future.

Now he's curious about this shipping company. How was it selected to deliver his

book? What made him choosethis company? SinceWoodstein saw the original purchase,

it recognizedthe name of the shipper and allows it too to be inspected. He pressesthe

mouse button down on the button for the shipper's logo and asks \Ho w was this set?"

(Figure 2-6).
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Figure 2-5: Viewing the saved pagefor the shipment delivery status
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Figure 2-6: Asking how the shipper was set
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Figure 2-7: Viewing the saved pagefor the shipper

Woodstein updates the saved page view to show the page in which it veri¯ed that

Amazin.com set the shipper for the order (Figure 2-7).

In addition to updating the saved pageview, Woodstein created a new pop-up window

with a new view to explain how the shipper was set (Figure 2-8).

Like the \wh y" processhistory view, this \how" data history view featuresa grey frame

at the top that explains how the \shipp er" data item was set to have the value of \Zeno's

Delivery". It resulted from \Amazin.com set shipper". Below that frame is a display with

the symptom/result that the user was inspecting, the \shipp er" data all the way on the

right. Beforethat, in the middle, is the processthat generatedit, \Amazin.com setshipper".

Finally, all the way on the left is the input to that process,the \default shipper". It appears

that the Amazin.com just set the shipper to be the default shipper.

Unlike the \wh y" view, which shows the overall history of the process,the \how" view

displays an audit trail showing the history of the data of the process. When inspecting a

data item, the usercaresonly about the stepsinvolved in computing its value. In this case,
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Figure 2-8: Viewing how the shipper was set

the user doesn't care about how all of the di®erent data items for the order were set, he

just caresabout the subset of the processin which the shipper was set. This view allows

him to easily jump to the page in which it was set. More generally, the view allows the

user to traverseback through the processfrom the perspective of the data. Similar views

in program debuggersare referred to as program slices.

The userwants to know how the default shipper becamethe shipper for the order, sohe

clicks on the \default shipper" rep and Woodstein updatesthe saved pageview (Figure 2-9).

At the bottom, he seesthe button that had beenset, the name of the shipper that was

selected,and the price for shipping. He also seesthat this is the extra slow, sub-standard

shipping option and wonderswhy he ever selectedthis shipper. He clicks on the \shipp er"

rep again and looks over to the processhistory view that Woodstein has updated to focus

on it (Figure 2-10).

Woodstein expanded both the \Y ou placed order with Amazin.com" step of the pur-

chaseand, below that, the \Y ou selectedshipping method" step. He seesthat the step of

Amazin.com setting the shipper happenedas part of his selectingthe shipping method and

looks at the steps before it: \Y ou saw shipping method selection page", \Y ou left default

shipper selected", \Y ou clicked ship". It looks like he did indeed just leave the default

method selectedbeforecontinuing with his order, and that's how this shipper was selected.

Having exercisedhis brain enoughwith solving that mystery, the user decidesto do some

mid-afternoon jogging.
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Figure 2-9: Viewing the saved pagefor the default shipper
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Figure 2-10: Viewing why the shipper was set

39



2.4.1 Summary

This example was one in which the user made an error and was able seehow his actions

causedthe error. We saw how the user is able to inspect processesand data in pagesto

learn more about them. We saw that with the \wh y" view, the userwasable seethe overall

history of a process,as well as where individual steps ¯t in. We saw that with the saved

pageview, the user is able to seepagesthat he interacted with and pageswhere processes

and data ¯rst appear, even if he never saw them. Finally, we brie°y saw the user use the

data history view to seethe history of data in the process.

2.5 How Woodstein Manages and Presents Views

Through the ¯rst example,Woodstein openednewviewsand automatically updated existing

views in responseto the user's inspection of reps. It will be helpful to discusshow it does

that.

As we saw earlier, at any given moment while the user is inspecting, there is a single

selectedrep. This rep is selectednot only in the view the userselectedit in, but in all other

views. When a user selectsa rep by clicking on it or asking about it, all views update to

explain it. The \wh y" processhistory view shows its context in the overall history of the

processand the result of each step, the \how" data history view shows the processesand

data usedto compute it, and the saved pageview shows the pagein which it ¯rst appears.

2.5.1 Woodstein Shows Only Relev ant Data Items and Pro cesses

Woodstein distinguishes between why a rep happened or was set, from how it happened

or was set. The ¯rst focuseson the history of the overall process. The reasonwhy each

step below the top action in a processhappens is becauseof the processabove it that it

is a part of. For instance, the user placesan order becausehe is making a purchase. In

programming, this hierarchical structure of processesis known as the \control-°o w".

How a rep happensor is set can also be understood by seeingthe history of the data in

the processknown asthe \data-°o w" of the process.A data item may result from a process

that generatesit, as the shipper resulted from Amazin.com setting it. Or Woodstein may

¯nd a data item in a page, but have no processdescription for it, as was the casewith

the default shipper. Woodstein ¯rst learned about this default value when it appeared
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in the shipping method selection page loaded by the user in originally placing the order.

Woodstein has no record of the history for thesedata items.

Rather than overload the user with the entire history of all data and stepsof a process,

the processhistory view and data history view update di®erently depending on the selected

rep. The processhistory view always shows the user's overall action, such as making a

purchase, and temporarily opens enough steps to show the context of the selected rep.

Clicking on the icon on the side opensand closesthe steps, showing and hiding their sub-

steps, respectively. When a new rep is selected,the processhistory view closesthe steps

it temporarily opened for the old selectedrep and temporarily opens steps for the newly

selectedrep.

When a user askshow somerep happenedor was set, the data history view openswith

that selectedrep as the \Symptom" on the far right. If the selectedrep is a data item, the

processthat created it and the data item inputs to that processare shown. If the selected

rep is a process,its inputs are shown. Just like in the processhistory view, clicking the icon

to the left of the rep button revealsmore inputs and processes.

The user can close a view when it's not needed and it will be reopened when the

corresponding question is asked. The views can also be reloaded,for instance when there's

a problem in rendering a graph or if a button is not responding.

2.5.2 Woodstein's Views Include Buttons for Navigation

Each view include buttons in its title bar to help the user when interacting with the view.

When scrolling around a document, it's easyto losetrack of the selectedrep. In all views,

it can be brought into focus with the \F ocus" button. Each view also has a \Back" button

to reselectthe previously selectedrep.

The processhistory view includesbuttons at the top for navigating through the process

history.

Action Up with an arrow pointing up, selectsthe previous action or its last step if it has

one

Action Do wn with an arrow down, select the next action, or step of this action if it has

steps

User Up with \user" and an arrow up, goesto the previous user action
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User Do wn with \user" and an arrow down, goesto the next user action

The data history view allows a user to reset the current symptom when the current

graph becomestoo large and unclear. Asking how another rep happenedor wasset reopens

the data history view with the newly selectedrep as the new symptom.

2.5.3 Bro wse During Bro wsing Mo de, Insp ect During Insp ection Mo de

During inspection mode with Woodstein, the user can only inspect pageelements and not

perform actions with them. A link can be inspected to seethe context of the action of

clicking it, but the user has to turn o®inspection mode to actually follow the link.

2.6 Order Scenario: Placing an Order and Learning about

Placing Orders with Woodstein

We've seenhow Woodstein helpsa userseethe history and status of a processhe's initiated.

It is also helpful when a user is performing an action, particularly when the steps of the

action are confusing. Woodstein shows the overall structure of the processso far, allowing

the user to seewhat has already happenedand what remains to be done.

We will seehow the user can useWoodstein to learn more about placing an order at an

online retailer. In the previous example, we started after the user had already placed the

order. Now we will go back to beforethe order was complete,while the user was placing it.

Our user has never placed an order at Amazin.com, but he knows he can get help from

Woodstein. He beginsby loading the Amazin.com front pageand, by pressingdown on the

inspector icon, he selectsits menu option to see\What's Happening?" (Figure 2-11).

Woodstein opensa new\what's happening" tracking view that, like the why view, shows

the processhistory of the user's process.He can seethat it recognizedhis ¯rst step, which

has a black border since it was the last step he performed (Figure 2-12).

Now he turns back to browsing. He likes Amazin.com's book recommendation and

thinks it would make a ¯ne gift so he clicks on the image to go to the book's page. The

new pageloads (Figure 2-13) and Woodstein updates the tracking view (Figure 2-14).

The user is certain that he'd like to buy the book, but he's unsure about what to do

next. He wants to get help with placing the order, and wants to know about the process

of placing an order, so he turns to the tracking view and clicks on \Y ou are placing an
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Figure 2-11: Asking \What's Happening?"
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Figure 2-12: Viewing Woodstein's tracking of a user action
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Figure 2-13: Browsing a book's item page
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Figure 2-14: Tracking the browsing of a book's item page
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Figure 2-15: Viewing how to place an order

order with Amazin.com". That loads Woodstein's retrieved pagedescribing the processof

placing an order (Figure 2-15). He matches the steps with the steps he's gone through so

far - browsing, then ¯nding an item - and seeswhat the next step is - adding an item his

shopping cart by clicking \Add to Shopping Cart".

He closesthe saved pageview, returns to the book's item pageand clicks on the \Add

to ShoppingCart" button. The pageupdates to show that the item is in his shoppingcart,

and the tracking view also updates to show that Woodstein saw both the user's action of

adding the item, and Amazin.com's reaction of updating the shopping cart contents and

subtotal (Figure 2-16).

Satis¯ed that he's now a pro at placing orders at Amazin.com, the user quickly ¯nishes

up his order so he can move on to his mid-afternoon break with somevideo-golf.
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Figure 2-16: Browsing a book's item page
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2.6.1 How Woodstein Presents its Tracking of a User's Action

In this example, we've seenWoodstein's \what's happening" tracking view that, like its

\wh y" processhistory view, shows the history of a process.Unlike the processhistory view,

however, it shows the history of the user's current process.Recall that the processhistory

view showed the history of the credit card transaction before. If the user had loaded the

tracking view while checking his credit card transactions it would show him logging into his

bank account and checking his credit card history.

As part of monitoring a user'saction, Woodstein retrievespagesthat describe the related

processes.In this scenario,we saw how it loaded the help pageat Amazin.com to describe

the steps involved in placing an order. The user is able to get help with the action at the

appropriate level by selectinga processto inspect.

2.7 How Woodstein Pro vides Help in Diagnosing Problems

We've seenhow Woodstein can play an important role in helping collect information about

a user's actions on the web. Its integrated view of actions and data spanning multiple

web sites can help users instantly and easily diagnoseproblems. In addition to the task

of collecting and compiling information, however, there are other dimensionsto diagnosing

and resolving problems on the web. The user must also sort through the information,

and generate and test hypothesesfor where the problem originated. Although this is a

skill programmers develop by debugging, it's not something that end-users,who may not

be accustomedto reasoningabout formal processes,are necessarilyfamiliar with. In this

section, we will seehow Woodstein guidesthe user in debuggingby capturing his judgment

of the correctnessof data and processesthat he sees.

2.7.1 Top-do wn and Bottom-up Debugging

There are two di®erent approachesthat programmerstake in debugging. They may debug

in a \top-do wn" style by starting from a top-level processknown to be faulty. Guided by

the data they produce, the programmer isolatesmore and more speci¯c processesuntil the

buggy processor incorrect data is found. Another approach is \b ottom-up" debugging in

which the sourcesof incorrect data are iterativ ely tracked back until the processor data

that causedthe symptom is found.
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Both of theseapproaches require that the programmer go through a \pro cessof elimi-

nation", eliminating possiblecausesthat are found to be correct and examining onesthat

aren't until the sourceof the problem is found. In the top-down approach, the data pro-

duced by the steps of the incorrect processare examined. When a processtakes correct

inputs but generatesan incorrect output, it is inspected. In the bottom-up approach, the

input valuesusedto generatea value are examined. When all but one inputs are found to

be correct, the remaining one must be incorrect and is inspected. Thus, even though they

are employed di®erently , the top-down and bottom-up debugging styles both involve the

processof elimination. The symptom is the root of a tree traversedone level at a time.

In top-down debugging, the tree is the history of an overall processwhile in bottom-up

debugging, the tree is the history of a data item. Woodstein's processhistory and data

history views allow top-down and bottom-up debuggingstyles, respectively.

2.7.2 Marking Incorrect Pro cessesand Data

Even though it supports di®erent debuggingstyles, the domains of programming and diag-

nosing problems on the web are di®erent. End-usersare not necessarilyexpert debuggers,

and diagnosing a problem may extend over time as new actions and reactions occur. For

these reasons,Woodstein managesa user's intermediate discoveries while debugging and

tracks his judgments about the correctnessand incorrectnessof data and processes.

Woodstein support a user in debugging by allowing him to mark data and process

representations and guideshim by mark further reps. A user can say that somedata item

\lo oks wrong" or a process\lo oks unsuccessful",and Woodstein createsan annotation of

\incorrect" for the rep, rendering it in red. It then looks at the data and processesthat

causedthe rep in both the data history and processhistory, and marks them as \maybe

incorrect", rendering them in yellow. The user identi¯es the correct causesby noting that

each \lo oks correct", causing Woodstein to render them in green. As the user continues

to judge processesand data as correct or incorrect, Woodstein guideshim in isolating the

problem to a single processor data rep.
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Figure 2-17: Asking how a stock transfer happened

2.8 Sto ck Scenario: Insp ecting a Sto ck Purc hase With Wood-

stein

We can seehow Woodstein guidesa user through the processof diagnosinga problem with

another example. In this scenario,the user is an employeeat Yoyodyne and is enrolled in

its sharepurchaseplan. Every pay period, it setsasidea portion of his salary money in an

account. Once a year it buys stock for him at a discounted price from its broker, SN-AFU.

He has set up his account at SN-AFU to automatically transfer the stock to his broker,

Sellwell. Now he's looking at the most recent transfer at Sellwell and it looks lower than

the usual amount purchased(Figure 2-17).

He wants to know how it wasset, sohe loads the data history view. He'd like help from

Woodstein in diagnosingthe problem, so he notes that the stock at his broker looks wrong

(Figure 2-19).

Woodstein updates the data history view, marking the precedingprocess,\Sellwell set
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Figure 2-18: Noting that the amount of stock transferred looks wrong

sharesat sellwell: 250" to yellow for \maybe wrong". It also marks the input for that

process,\shares at sn-afu: 250" to \maybe wrong" (Figure 2-19).

Woodstein alsoopensa new view, the \debugging trail" view to help the userkeeptrack

of his processin diagnosingthe problem. Moving the mouseover the rep \Sellwell set shares

at sellwell: 250", under \Next Step" tells him how to determine whether the rep is correct

(Figure 2-20).

It looks like the correct number of shareswere transferred from SN-AFU, so the user

goesback to the data history view and notesthat \Sellwell set sharesat sellwell: 250" looks

correct (Figure 2-21).

Woodstein automatically updates the data history view, marking the data item input

and processthat computed \shares at sn-afu: 250" as maybe incorrect. The user scrolls to

seethem better (Figure 2-22).

The user continues, ¯nding that the setting of the sharesat SN-AFU was successful

and eventually tracing the problem back to Yoyodyne's original calculation of the number

of sharesto purchase. He notes that the share purchasebudget of $5000divided by the

shareprice of $20 is 250, so it looks like the correct number of shareswere purchasedgiven

the budget and price. He marks the setting of the sharesto purchaseas looking correct

(Figure 2-23).

He can seein the page(Figure 2-24) that the purchaseprice is $20, and it's %80 of the

lower of the purchasedata value and the grant date value. %80 of $25 is $20, so that looks
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Figure 2-19: Viewing how the amount of stock transferred wasset after noting that it looks
wrong

Figure 2-20: Viewing the debuggingtrail
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Figure 2-21: Noting that the setting of the number of sharesat Sellwell looks successful

Figure 2-22: Viewing how Sellwell set the sharesat Sellwell the correctnessof its input
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Figure 2-23: Noting that Yoyodyne's calculation of the number to purchaselooks correct

right and he marks the share price correct. Woodstein isolates the problem to the share

purchasebudget. The user seesthat the precedingprocesstook both his total contribution

and the IRS limit as inputs. The total contribution looks like what he would expect to see

spent, so now he wants to investigate the IRS limit and he clicks on it (Figure 2-25).

Selectingthe IRS limit loads the relevant saved pagein the saved pageview (Figure 2-

26). Within the page, he seeswhy the amount of stock purchasedwas so low - Yoyodyne

imposedthe IRS limit of $5000. The rest will be usedin the future.

2.8.1 Summary

In this example, the user took advantage of Woodstein's support for bottom-up debugging

with the data history view in identifying the processthat behaved unexpectedly - the

application of the IRS limit.

In this example,the userthought the website causedan error, but in fact the unexpected

result wasdue to an obscurepolicy that the userwasn't aware of. Woodstein still helped the

user, however, by enabling him to comparehis mental model of what should happen with

a record of what actually did happen, then identify where his mental model was incorrect.

It not only showed the abstract description of the obscurepolicy, but also gave a concrete

example of how it worked by showing how it a®ectedthe user's data making the learning

experienceeven more personalized.
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Figure 2-24: Saved Pageview for \Y oyodyne set sharespurchased: 250"

Figure 2-25: Data history view with \IRS limit" selected
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Figure 2-26: Data history view with \IRS limit" selected
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Figure 2-27: Viewing the graduation degreeaudit page

2.9 Graduation Scenario: Insp ecting a Studen t's Graduation

Status With Woodstein

We have seenhow Woodstein visualizesprocessesthat result from interactions betweenby

a user and web site. It is also able to explain the processinga web site performs, which

is particularly helpful for understanding the conclusionsthat result from the application of

more complicated policies. With a model of the web site's processes,it collects information

from pages,simulates the intermediate computations the web site performs, and explains

how the result was generated. We can seehow this works with an example in which a

student intends to graduate. We will also seehow a problem can be diagnosedin a top-

down approach.

In this example,a masters' student is trying to graduate from the Institute he attends.

He was sure to add himself to the list of graduating students earlier in the semesterand he

knows he'scompletedall other requirements for graduation. He knows that sometimesthere

are bureaucratic mistakes, however, so he goes online and checks the student information

web site to verify that everything is OK.

Upon loading the graduated degreeaudit page,however, he seesthat everything is not

OK; it appearshe's not eligible to graduate (Figure 2-27).

Fortunately, he's running Woodstein in the background and he turns on the inspector

to seewhat's going on. He selectsthe \no" for \graduation requirements met" and asks
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Figure 2-28: Asking why graduation requirements were not met

\Wh y was this set?" and seesthe processhistory view window in Figure 2-28.

He sees\Y ou tried to graduate" and marks it as looking unsuccessful.Woodstein opens

the debugging trail view and updates the \wh y" processhistory view to indicate its steps

that may also be unsuccessful(Figure 2-29).

He can seethat his Institute received his degreeapplication since it has \in tention to

graduate: yes", so he marks that as successful. Woodstein automatically identi¯es the

graduation requirements check asunsuccessfuland setsits stepsaspossibly unsuccessfulas

well (Figure 2-30).

The student seesthat all degreeholds have been successfullycleared, but seesthat

his degreerequirements were not satis¯ed and since this happened before his graduation

requirements were not met, he marks the graduation requirements check as successfuland

Woodstein automatically marks the degreerequirements check unsuccessful(Figure 2-31).

He seesthat both his subject requirements and residencyrequirement weresatis¯ed, and

noting that the thesis requirement is not satisi¯ed, he sets the degreerequirement check

as successful.Woodstein marks the thesis requirements check as incorrect and its stepsas

maybe incorrect (Figure 2-32).

He seesthat he successfullyregistered for research, that his thesis has beencompleted

59



Figure 2-29: Viewing why trying to graduate wasunsuccessfuland the possiblyunsuccessful
steps

Figure 2-30: Viewing why the graduation requirements wereunsuccessfullychecked and the
possibly unsuccessfulsteps
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Figure 2-31: Viewing why the degreerequirements were unsuccessfullychecked and the
possibly unsuccessfulsteps

Figure 2-32: Viewing why the thesis requirements were unsuccessfullychecked and the
possibly unsuccessfulsteps
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Figure 2-33: Viewing why the thesis title was unsuccessfullyprovided and the unsuccessful
step

and approved by the department, but that there is a problem with his thesis title and that

was before the thesis requirement check completed, so he marks everything else correct.

Woodstein marks the thesis title check incorrect and the processof setting the thesis title

as also incorrect (Figure 2-33).

The student selectsthe thesis title set processand seesits pagecontext (Figure 2-34).

It does look like his Institute is at fault, so he decidesto complain. He goes over to the

debugging trail view and clicks \Complain". Woodstein automatically generatesan email

with his debuggingpath that he goesaheadand sends(Figure 2-35).

2.9.1 Summary

The user applied a top-down debugging strategy and, in this caseas in the previous one,

Woodstein guided the user through identifying the incorrect looking data, and narrowing

down the exact rep that was the problem. In this example, unlike the other, the user was

correct and the web site was wrong so Woodstein enabled the user to easily generate a

complaint about it.
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Figure 2-34: Viewing the saved pagefor the unsuccessfulsetting of the thesis title

Figure 2-35: Complaining via and automatically generatedemail
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Chapter 3

Background and Related Work

3.1 Con text-Aw are Computing and Soft ware Agen ts

As peopleusecomputer systems,they often repeat the sametask, such as checking a web

pageto seean account balance. Other times, they perform new tasks that are conceptually

related to previous ones,such as checking a shipment tracking pageafter ordering an item.

The systemspeopleusetoday typically provide the sameinterface to the user regardlessof

the user's history. Though recent innovation has resulted in web browsersthat ¯ll in urls

and personaldata, the web browser itself doesn't know to go out and retrieve a web pageon

its own, and userstoday have no easyway of telling it to. A web browser, like most other

software applications, is modeled on a tool that behavespredictably but not intelligently .

Context-aware computing o®ersalternate vision in which systemscan adapt, evolving

to better serve the user[32]. This research emphasizeshow a system, guided by its history

of interactions with the user, can act more proactively to provide better service. Software

agents are a useful way of framing this proactive behavior by a system. They serve as an

important meansfor adaptation by monitoring what a user is doing and giving help or other

assistance[28].Unlike applications today which feature tool-like interfaces,agents are mod-

elled on human agents and act autonomously for the user'sconvenience.Just aswe depend

upon others for serviceslike making arrangements like for travel, or preparing documents

like our taxes, we may depend upon agents to perform activities on the computer that we

¯nd tedious, burdensome,or confusing. Just aswe interact with peopleby saying things like

\what's happening now?" rather than \¯le->op en->my doc.doc", we can experiencemore

human-like interactions with an agent-based user interface.

64



As we saw in the examplesof the previous chapter, Woodstein is an agent that works

in the user interface. It answers questions about data and processeswith information it

has collected both by watching the user and retrieving relevant pages. It is modelled on

reporters who know to look for the answersto \who?", \what?", \when?", \where?", \wh y?"

and \how?" in assembling the facts of an event and writing a story. Indeed, its name is

inspired by actual reporters1. A reporter ¯gures out what's happening by interviewing

peoplechasing leadsand putting together the big picture. Similarly, Woodstein recognizes

what the user'sdoing and simulates and retrievesinformation about what the web sitesare

doing to put together a complete, integrated account of what is happening. It helps the

user \follo w the money" to seeexactly where somedata, even a quantit y of money, came

from.

In the next chapter, we will look more closely at exactly how Woodstein was designed

and implemented. Through the rest of this chapter, we will seerelated research that has

in°uenced its designand implementation.

3.2 In teraction with Agen ts through Plan Recognition

3.2.1 In teractions with Agen ts as a Discourse

The closestwork to this in interfacestyle and spirit is Collagen[39]. Collagenworks to guide

usersthrough tasks, such asmaking °igh t reservations or setting up a timed recording on a

VCR. It tracks the stepsof the user's activit y, and matchesthem through plan recognition

to discoursemodels. Collagen di®ersfrom Woodstein in that it focuseson guiding the user

through the normal operation of a system. Woodstein's guidance,however, is intended for

helping the user understand what has happenedwhen something goeswrong.

Like Woodstein, Collagen is proactive. It typically features a embodied social agent

in the interface, often rendered as a face. The agent, represented as a social actor in the

interface, can take action directly when authorized by the user. Woodstein, on the other

hand, records a user's actions and web site reactions, but only presents the records in its

the interface.
1 \W oodstein" is the nickname Washington Post Editor Benjamin Bradlee used for Bob Woodward and

Carl Bernstein who discovered President Richard Nixon's involvement in the Watergate burglary. When
Bradlee wanted to know what Woodward and Bernstein were working on and had discovered, he'd yell out
to the newsroom \W oodstein!" to bring them in and update him.[5]
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Both Collagenand Woodstein are capableof recognizingcommonly occurring high-level

goals by the concrete steps that the user is carrying out, though this is an area where

Collagen is much more sophisticated. Woodstein is intended to do some of the things

Collage doesbut in a new domain, e-commerceprocesseson the web.

Collagen is inspired by the SharedPlan[19] model of discoursein which the topics being

discussedmay be related hierarchically and the objects referred to by conversation partic-

ipants exist in a shared space. For instance, one system built using Collagen helps with

planning an airline route. It featuresan agent that o®erssuggestionsto the userby referring

to the usersqueries,and can also re¯ne queriesmaking them more or lessspeci¯c in order

to ¯nd an appropriate number of results. In this approach, the agent and user interact to

satisfy the goal of ¯nding a good route.

3.2.2 Plan Recognition

Plan recognition is usedto extrapolate the next action of an agent, or infer its goals,basedon

its actions[8]. In early work on plan recognition, Cohen,Perrault and Allen [9] distinguished

\k eyhole" plan recognition, in which the observer received no cooperation from the agent,

from \in tended" plan recognition in which the agent is cooperating with the observer to

make its goals known. User actions may also be interleaved, in which the time extent of

multiple plans may overlap. Interleaved plans are di±cult to recognize,however, since it's

unclear which plan is active for a given action.

Plan recognizerstypically accept processmodels that are partial orderings; A has to

happen beforeB or C, but the order of B and C often doesn't matter. Lesspowerful plan

recognizersrequire the steps of a processto be totally ordered, in which when each step

happens in relation to other steps is speci¯ed.

When a user'splans are not interleaved, and the stepsof the processmodels are totally

ordered, parsing a user's plan is isomorphic to parsing strings. With these constraints,

specifying user plans createsa formal grammar and all possibleuser actions are a formal

language.Recognizingand parsing a plan hierarchy from a user'sactions involves\parsing"

a formal languagein which the tokensare the user'sactions. Just asa string of sourcecode

or natural languageis parsed to create a parse tree, the sequenceof user actions is parsed

to generatea history of a process.

Since the intention of Woodstein is demonstrate a new application of plan recognition
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and not necessarilyadvancethe state of plan recognition, it featuresa simple keyholeplan

recognizer. User plans are recognizedwith a string parser that has the two constraints

mentioned above - they cannot be interleaved and processmodels must be totally ordered.

3.3 Insp ecting Web Pages

3.3.1 Analysis of Web Pages

A web page in HTML is usually designedfor appearance;its dominant primary structure

is its formatting. This has posedchallengesfor automatically analyzing pages,in order to

extract and aggregateinformation from many web pages,for instance. This is useful in, for

instance, ¯nding the lowest price for an item amongmany retail sites. To support increased

semantic structuring of documents on the web, the web standards communit y has been

promoting XML as a standard format for annotating data in web pagesto directly support

extracting data.

Analyzing HTML web pageshasbeenthe focusof web information extraction[26]. Some

research has focusedon developing algorithms that can generatestructured data from the

way data is formatted in a page. Further research has examined how to support easily

adding descriptions of data formatting in a pageto support processing.

However, the issueof collecting and analyzing a user's personal data has not been an

area of focus in web information extraction. Showing the semantic connectionsamong the

data in the pagesa user interacts with is even farther outside the focus of this area. For

instance, the chargedamount on a user'scredit card may be the sameas the total purchase

price. If it is, it can be found by matching the numbers. It's more important for the user

to know when it is not, however, and matching won't discover that. Instead, a model of the

purchaseprocessis required to guide matching the entire transaction.

Woodstein is not intended to advance the state of research in this area but instead

to demonstrate a new application for extracting data in a user's web pagesto show the

semantic connectionsamong the user's data. To do this, it requires either that the pages

themselvesare already annotated, as in XML, or it acceptspagemodels to guide analysisof

pages. It features a simple pageanalyzer for extracting data and annotating unannotated

pages.
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3.3.2 Autonomous Agen ts that ¯nd Con textually Related Pages

The creation of the Web coincided with a growing appreciation of software agents for per-

sonalizedretrieval and presentation of information[33]. Sincethat time, much research has

focusedon autonomously retrieving information useful to the user from the web. In par-

ticular, someprojects have focusedon allowing the user to ¯nd information contextually

related to the data in a page,including Letizia[27], Watson[7]and Margin Notes[38]. These

systemssearch other documents to ¯nd onesrelated to the current document. Unlike these

approacheswhich typically usekeywords or modi¯cation times, Woodstein is guided by its

record of the user's processto retrieve semantically related pages.

3.3.3 Web Page Transduction and Annotation

The idea of supporting the direct inspection of web pagesgrew out of annotating pages

as they're being transcoded. Web page transcoding is the processof modifying web pages

betweenwhen they're sent by a server and when they're received by a browser. Transcoding

has traditionally been seenas a way of altering the appearanceof web pagesintended for

desktop PCs so they can be rendered on palm computers, or translating pagesinto other

languages.Like many systemsfor transcoding, Woodstein is implemented as a web proxy.

It monitors the browser's requestsand monitors and annotates pagesreturned from the

server.

Someprojects have looked at transcoding more broadly for other applications. Unlike

traditional transcoding in which a ¯xed transformation is applied to each transcoded page,

the WBI project supports transcoding basedon dynamic and personalizeddata[4] [3]. One

plugin for the system annotates each link in a pagewith a tra±c light icon indicating the

link's ping latency, a measureof how responsive the referred to server is. Another plugin

tracks a user's browsing history and allows the user to search through that history. These

plugins demonstrate WBI's support for collecting information to guide the annotation of

the page. Annotations may add extra controls and behaviors not originally included by the

web pagedesigner.

A similar approach supporting inspection of data in a page is taken by Domingue et.

al.[16] with Magpie. In that system,an extension to the web browser annotates recognized

data items and provides a menu allowing the user to ask about the data. For instance a
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name on a web pagecan be clicked to ¯nd the person'shome page.

Woodstein builds on theseapproachesby personalizingpageseven further. It allows the

user to inspect the pagedata created by a processto accessa record of the processitself.

As we saw, a charge on the user's credit card can be inspected to accessthe record of the

overall purchaseprocess.

3.3.4 \Recon textualizing" Data

Woodstein is also in°uenced by a vision of hypertext di®erent from what the web o®ers

today. Ted Nelson has long beenan outspoken proponent for stronger connectionsamong

linked material. His project Xanadu is a well known attempt to provide technological

support and structure for sampling copyrighted works within other copyrighted works, while

retaining links to the originals. Another of his projects, ZigZag[34], though lesswell known,

is moresimilar in spirit to Woodstein. It supports relationships amongdata through \zipp er

lists". Each zipper list is a container or category for someof the data tracked by the system.

Zipper lists are connected \sideways", with the same data in one zipper list appearing

di®erently in others.

From this perspective, Woodstein managesthree zipper lists, onecorresponding to each

of its views. It tracks where a processor data item rep ¯ts within the processhistory, data

history and where it appearswithin a web page. The rep is inspected in one view to reveal

its role in other views.

Of course one of the key factors in the successof the web is its simplicit y, that any

web pagecan feature links to any other and conversely that data can be decontextualized

and not linked to anything else. Since anything can link to anything else, links carry no

semantic structure with them, however, and eliminating the context of data often prevents

engagingwith them more richly. A user can download a spreadsheetwith her transactions

from an online bank, but how can sheseelarger trends in the origins of those transactions

or even just inspect one more closely? Each transaction has been isolated to include a

few data items including an amount and relevant dates, then detached from its history, or

decontextualized. Woodstein restoresthe semantic relationships among data to, in e®ect,

\recontextualize" the data and support easyexploration of their history.
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3.4 Insp ecting and Learning about Systems

3.4.1 Constructionism

Seymour Papert, in his book \Mindstorms"[35 ], describes his fascination as a child with

the gearsin cars. He would look inside and think about how the gearsinteracted to cause

the wheelsto turn. Later, with algebra, he discovered a ¯eld that described the ideas he

had already grown familiar with. He describessystemslike the gear assemblies as \ob jects

to think with" that in thinking about, causean observer to seemore abstract relations and

conceptsmore clearly.

Constructionism is the idea in the ¯eld of learning that a person learning about some-

thing doesn't just receive knowledge from books or teachers, but must construct her own

understanding of the domain. A particularly e®ective way for a personto learn somethingis

by by thinking about the ideasinvolved and creating artifacts that embody and externalize

those ideas. The processof creating the artifact inspires the re¯nement and development of

the learner's understanding as the ideasare made more preciseand concrete. The artifact

alsoprovides others with an object they can interact with that acts asa record and conduit

for the ideas,perhaps inspiring other ideasand thus acting as \ob jects to think with".

In \Mindstorms", Papert describes using computers to create systemsknown as \mi-

croworlds" representing domains such as math or physics. He describes one system in

particular, the Logo programming language, in which geometric relationships and behav-

iors could be programmed. For instance, a plotter on paper or cursor on the screenacting

as a \turtle" could be instructed to draw out polygons. Learners themselveswould create

programs to seegeometric ideas in di®erent ways. Others could then take those programs

and modify or extend them, to go on and seethe relationships of the domain in still more

ways.
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3.4.2 \T urtles All the Way Down"

The Logo communit y usesthe expression\turtles all the way down" 2 to describe systems

in which new abstractions are added to the minimal languagecore in layers. With well-

designedcore functionalit y, the layers can all be implemented using the sametechniques,

making them easierto understand. This idea is alsopromoted by the Smalltalk[18] environ-

ment, in which all values,even integersand boolean values,are objects. New abstractions

can be built taking the features of an object for granted and leveraging the abstractions

it provides without requiring that handling for special casesbe added to the languageor

environment. Thus there are no conceptual barriers to understanding increasingly lower

levels of the system, since its rules are uniform at every level of abstraction.

Woodstein usesa related approach to present the processesassociated with a web page

in a standard form. Inspecting a processor data item in the page, reveals the processand

associated pagesat a lower level via the samepresentation, without the need for \sp ecial

cases"in explanation.

3.4.3 Re°ectiv e User In terfaces

Although not commonplacetoday, someresearch systemshave been developed to feature

a \re°ectiv e user interface", also known as \re°ectiv e accounts"[17], or \implementational

re°ection"[37] as opposed to computational re°ection. Computational re°ection[41] is a

feature of somecomputer systemsin which a system allows its modules to inquiry about

its capabilities and status at run-time. A re°ective user interface extendsthis functionalit y

to the interface, allowing a user to inquire about a system'sstatus as it is running. This is

useful, of course,only if the user can do something with this information, so re°ective user

interfaces have traditionally been limited to programming systems and knowledge-based

(expert) systems, in which programmers and experts are able to modify how the system

operates and instantly seethe results. Somenotable programming systemswith re°ective

user interfaces include the Lisp Machine Operating System[45],Emacs[42],Smalltalk and

Squeak[23],as well as someexpert systemsincluding Teiresias[15]. Each of these systems
2Theseturtles are di®erent from a Logo turtle, which camefrom the sizeand speedof the original plotting

device. This remark refers to a story told by the astrophysicist Stephen Hawking about the philosopher
Bertrand Russell: \An elderly lady confronted Bertrand Russell at the end of his lecture on orbiting planets,
saying, 'What you have told us is rubbish. The world is really a °at plate supported on the back of a giant
tortoise.' Russell gave a superior smile before asking what the turtle was standing on. 'You're very clever
young man, very clever,' replied the old woman, 'but it's turtles all the way down.'[20]
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allows a user to askabout how someprocessis being performed, or someknowledgeis being

reasonedabout, and permits the sourcecode or rules for reasoningto be modi¯ed.

Woodstein createsa re°ective user interface layer over pageson the web. It allows users

to inspect data items and descriptions of processesto seethe processesthat created them.

Unlike thosesystemshowever, Woodstein doesnot allow usersto changehow the processes

they've initiated work. Instead, it is intended that the visualizations it provides be usedto

understand the processesand diagnoseproblems when they occur.

3.5 Techniques for Program Understanding

Tools for visualizing and understanding the dynamic properties of a system have tradi-

tionally beenthe focus on software visualization. The techniques developed with this ¯eld

for simplifying the presentation of complex processeshave not beenwidely adopted in the

research and development of computer systems,though they can be invaluable for under-

standing the status of a system and how it works. Theseconceptshave guided the design

of Woodstein's views.

3.5.1 Program Activ ation Trees

Program activation trees are diagrams that show the sequenceof steps in the history of

a process[1]. They are generatedfrom the run-time execution of the process. Unlike the

program source code which indicates all possible control branches, activation trees only

show the branchesactually taken by execution, and only the functions actually called.

3.5.2 Program Slices

Program slicesare akin to the idea in businessof \audit trails". They capture the history

of somedata, showing all of the processingit has undergone. More speci¯cally, program

slicing [46] is a software engineeringtechnique for focusing only on the parts of a program

that a®ectthe value of a particular variable. It is helpful for debugging,when a programmer

knows a variable has the wrong value and wants to know how it was computed. Slicing can

be performed statically by analyzing a program's sourcecode to seeall possibleways the

value of a variable may be computed. A program may also be sliced dynamically [24], to

¯nd exactly how a variable was computed given the program inputs of a single execution.
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Slicing, and dynamic slicing in particular, can be helpful for debugging by allowing the

programmer to determine exactly how a variable resulted in having the incorrect value that

it does. Woodstein generatesdynamic program slicesof a data items and invoked processes

and visualizestheseslicesin the data history view.

Program slice tools typically highlight the lines of code, modules or ¯les in a slice [2].

This is useful for programmers, for whom the sourcecode is the primary representation of

the program. Within the domain of web actions, however, we don't expect the abstract

models to be particularly meaningful to end-users. Rather than presenting the abstract

description of the process,Woodstein generatesexplanations of the process'actual concrete

execution.

Some tools present slices via control-°o w graphs or program dependency graphs[21].

Woodstein presents the program dependenciesin the data history view, and the program

execution tree in the processhistory view.

3.6 Debugging

Debugging is an underappreciated problem in computer science[29]. Despite studies of

programmersthat show that half of the time of software development is spent on debugging

activities[10], there is little work in computer sciencethat explicitly seeksto makedebugging

easierand more e®ective. Tools available in today's commercialprogramming environments

are essentially unchanged from those that appeared in programming environments thirt y

years ago: function trace, breakpoints, line-by-line stepping. There is, of course,nothing

wrong with these features; studies have observed that novice programmers can ¯x 80%

of their bugs just by stepping through the executing code[6]. However, there is more to

debuggingthan just stepping.

Some work has been aimed at understanding the cognitive processesinvolved in de-

bugging. Conventional tools don't explicitly support the cognitive processesof debugging,

which include:

Visualization \What's happening?" \Ho w do I get an overall feel for what's going on?"

Lo calization \Where is the problem?" \What speci¯c stepor pieceof data is responsible?"

Instrumen tation \What's the history of this event or data item?" \Did this happen?"
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Repair \What are the consequencesof a proposed¯x?"

We will refer to debuggingasinvolving all of thesesteps,while diagnosisof bugsinvolves

only the ¯rst three.

These insights have guided the development of tools that help programmers ask and

answer questionsabout the dynamic behavior of systems.

3.6.1 Tools for Debugging

This gapbetweencurrent toolsand the tasks involved in debuggingis largely a userinterface

problem[43]. ZStep[31] is one of a series of debuggersbuilt to support these cognitive

processes,especially visualization and localization. ZStepis a reversibledebugger- it records

every step of the execution of a program and allows the programmer to run the program

backward as well as forward.

Someof ZStep's innovations include:

² A complete history of program execution and output

² Controls to run the program forward and backward

² Graphical output is associated with points in the program history, allowing it too to

be run forward and backward

² One-click accessfrom graphical objects to the code that drew them and vice versa

² An inspector that displays run-time valuesfor selectedsourcecode

² Incremental control of the level of code detail displayed

Woodstein builds on these features and extends them to the domain of web processes.

Like ZStep, Woodstein recordsa complete history of a processand allows the user to jump

back to any point of that history or replay it forward or backward. While ZStep tracks

the graphical output of the program, Woodstein tracks the pagesgeneratedby the process.

The user can go from a data item in a pageto the point in the processin which it was set,

and vice versa.
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3.6.2 Level of Detail Con trol

Like ZStep, Woodstein allows the user to inspect the processat varying levels of detail.

The user is able to seeher exact interactions with a page including the links clicked and

the text entered. An interaction can be replayed using the stepper. Though there exist

sometools for recording interactions with web pages,such as Tower's WebCapture[22] and

LiveAgent[25], these don't provide any additional structure beyond the linear sequenceof

web pages.

It's important that debuggingtools show only what's relevant at any given moment and

allow the user to control how more detail is progressively revealed. Too often, computer

systems show too much information, making it di±cult for the user to becomeoriented

and to know what to focus on. A bene¯t of Woodstein's processhistory view over a linear

history, for instance, is that the user can seeat a high level which processesneed further

investigation. Shecan drill-down in only those that look incorrect, ignoring the onesthat

look correct. Similarly, in a data history view, it would be overwhelming to seeall possible

values that contributed to the computation of somedata. Instead, Woodstein shows only

the most recent layer of inputs, then allows those to be inspected.

3.6.3 Debugging Styles: Top-Do wn and Bottom-Up

Tools that only record the sequenceof pagesa user interacts with are only able to provide

a linear history and don't support more sophisticated diagnostic strategies. By recording

and presenting the hierarchical structure of a user's action, Woodstein enables the user

use a \top-do wn" approach of \drilling-do wn" through levels to ¯nd what went wrong. It

also allows a user to start from somedata that appears incorrect and use a \b ottom-up"

approach of seeinghow that data was computed and what the faulty processeswere.

A user doesn't have to useone strategy over another; rather they both can be e®ective

and a bug is often found by using a hybrid approach. For instance, a user might seethat

somedata looks wrong, use a bottom-up approach by tracing it back to the processthat

set it, then usea top-down approach to seewhy the processoccurred.
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3.6.4 Programmer Hyp otheses in Debugging

In the processof debugging,a programmer noticesthat the program emits incorrect data, or

runs a processincorrectly. Shethen learnsthe dynamic behavior of the program well enough

to identify the bug, the origin of the incorrect data or the invocation of the incorrect process.

As shelearnsabout the state of the program, shekeepstrack of the data and processesthat

are known to be correct, those that are known to be incorrect and those whosecorrectness

is unknown. Taking into account the causal relationships among the data and processes,

she formulates hypothesesabout the correctnessof the program's behavior and usesthese

hypothesesto guide her diagnosisuntil the bug is found.

3.6.5 Agen t Supp ort for Debugging

Traditional debuggerspresent data but don't provide explicit support for programmers'

hypotheses. They allow inspection of the history of data and processes,but don't keep

track of the programmer's current view of their correctness. ZStep, like other debuggers,

has a tool-like interface and provides views of a processonly on the demand of the user.

Beyond tools, programmersand userscan bene¯t from agents that play a more active role

in eliciting, managing and helping usersshare their hypotheses. This is an area in which

Woodstein goesbeyond ZStep as well as all other known debuggers.

The need for an agent to assist in diagnosing and resolving bugs is particularly acute

for non-programmers, who don't typically have the experience that programmers do in

reasoningabout formal processes.Someresearchers have focusedon how to better support

end-usersand novice programmers in debugging. Margaret Burnett, in particular, has

worked on enabling end-usersto debug spreadsheetswithin the area of \end-user software

engineering" [47] [40].

As a user works to diagnosea problem, it is helpful to have an agent that keepstrack

of possibilities she's checked and recommendswhat should be checked next. Woodstein

provides help in this way and supports the user by automatically performing the processof

elimination, either in a top-down or bottom-up style, to identify the faulty processor data

item.

n
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Chapter 4

Woodstein's Design and

Implemen tation

We have seenhow Woodstein's interface works and the research and products that have

in°uenced it. In this chapter, we will discuss its architecture and the design decisions

involved in implementing it. We will look at how Woodstein's features and interface are

implemented as components and how all of its components work together to create its

functionalit y and interface.

4.1 Design Goals for Woodstein

Woodstein occupiesa point in a spectrum of possibledesigns. As we saw in the previous

chapter, it builds upon work in many di®erent areas, such as plan recognition and web

information extraction. Rather than trying to improve upon the work in each of these

areas,we sought to develop a new application of their results.

Woodstein wasdesignedto help usersin debuggingproblemsby themselves. Thus we've

focusedon how to present web actions that may be extendedin time, or spanmultiple sites.

To a lesserextent, we've alsoconsideredon other goals,such ashelping usersavoid problems

in the ¯rst placeby guiding them through processes.We alsosought to make the results of a

user's investigation useful to others, including customer support representativ es. However,

there is much more work in theseareasto do, as we will seein the future directions in the

last chapter. In this section we will seethe main goals for the designof Woodstein.

77



4.1.1 All Data and Pro cessesare Insp ectable

It's important that user be able to seeand interact with information in its original context.

Inspecting information should reveal its historical context including the history of how it

was computed and how it got there. With Woodstein, the user is able to directly inspect

data and processesin the pageswithin which they appear. Similarly, when interacting with

data and processesin the agent's views, their original contexts are immediately accessible.

4.1.2 Supp ort User Reasoning about Hyp othetical Possibilities

We wanted to help usersin reasoningabout why something did or did not happen. Users

should be able to point to someprocessand ask why it happened, or somedata and ask

why it was computed to have the value that it did. Beyond that, however, the user should

be able to ask why somethingdid not happen. Woodstein supports the user in investigating

these possibilities, as the user in the purchaseexample was able to seewhy the item had

not arrived yet. However, supporting questionsabout hypothetical possibilities remains an

area for future work, as we will discussin the last chapter.

4.1.3 E®ectiv e Visualizations for End-Users

Woodstein's visualizations are intended for end-usersallowing them to seethe underlying

connectionsbetweeninformation in pages.Although they would feature conceptsborrowed

from programming, the amount of learning required to use the system should be minimal.

In particular, all conceptsshould be as concreteas possibleand all abstractions should be

expressedin terms understood by the user. Processesand data should always be described

in an intelligible way, and the visualizations themselvesshould be accessedvia questionsin

terms that usersunderstand.

In addition to being understandable,we also wanted the visualizations to help the user

e±ciently diagnosethe sourcesof problemsthat arise. In particular, the usershouldn't have

to revisit every step of an action to get a senseof whether it is correct. With Woodstein, at

any level in the processhistory, the user is able to seethe result of each processto determine

whether it was successful.In the graduation scenario,it is helpful to the user to be able to

instantly seethe categoriesof requirements that weren't satis¯ed, then which requirement

in particular wasn't satis¯ed.
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4.1.4 Fail-Soft Plan Recognition and Page Analysis

The agent should track all of a user's actions online. It should provide help, even within a

spectrum of circumstances:

no cooperation from the web site in which caseat the very least, the user hasa saved

copy of his pages

pro cess descriptions from the web site perhaps in a web-servicesor businessprocess

language,would allow the agent to recognizea user's action and web site reactions

pro cess descriptions from the web site and annotated pages as envisioned for the

Semantic Web, providing the best support

The development of Woodstein has focusedon demonstrating the potential o®eredby

the last possibility, though it supports the others.

4.1.5 Help Customer Supp ort

A ¯nal goal was to provide help to customer support. Rather than have the user describe

the stepshe's taken in investigating a problem, he could senda record accumulated by the

agent. This remains underdeveloped, and we discussfurther possibilities in the the future

directions chapter.

4.2 How Woodstein is Implemen ted

Over the rest of this chapter we will seehow Woodstein works internally by revisiting some

of the steps in the examplesfrom the last chapter. We will seehow Woodstein:

works with the user's bro wser as a web proxy to track a user's stepsand pages

recognizes a user's goal by recognizingplans from a library

represen ts a user's data and pro cesses by instantiating processesfrom processmodels

sim ulates and veri¯es web site reactions and user data by acting autonomously as

an agent to retrieve related pages

manages views of pro cess and data history from its processand data representations
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manages user annotations and hyp otheses by performing the processof elimination

Woodstein's overall architecture includes an action analyzer, a page analyzer and an

information retriever, asshown in Figure 4-1. In the ¯gure, components are shown asboxes

and the °ow of data among them are indicated by arrows.

4.3 How Woodstein Works with the User's Bro wser

Woodstein works with the user's browser to generatean enhanced\clic kstream", featuring

not only the pagesthe userloads,but alsothe user'sexact clicks and typing from interacting

with a web page. With this record of the user's steps, it goes on to build a history of the

user'saction, which we will seein a later section. For now we will just focus on how it gets

this record.

4.3.1 T yp es of User Actions

Woodstein createsevents when a user:

² loads a page

² clicks on a link or control

² types in a text ¯eld

It does not recognizeother events, such as when the user moves the mouseor types a

new url into the location bar before loading a page.

The events Woodstein createsare added to its record of all user events and passedonto

the plan recognizer.

4.3.2 Woodstein as a Web Pro xy

Woodstein is a web proxy. It stands betweenthe user's browser and the web, receiving all

requestsfor web pagesfrom the browser and all pagesfrom the web meant for the browser.

From this position, it monitors the user's page loads and analyzes, annotates and saves

pagesbefore they reach the browser.

Woodstein createsa page-loadevent when it getsa requestfor a pagefrom the browser.

It createsclick and type events when the user interacts with controls in the page. To receive
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Figure 4-1: Woodstein's Architecture
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these events, it annotates all controls it ¯nds in a pageand adds the Woodstein icon as a

°oating watermark before it passesthe pageon to the browser. Then, when the user clicks

on a link, for example, the annotated control sendsa messageback to the proxy through

an http \get" request that passesalong event information while reloading the watermark

image. As we will see,many messagesare sent by the interface through theseget requests

that just reload watermark image while sending information back to the proxy.

Comparison of a W eb Pro xy with a Bro wser Mo dule

We also consideredimplementing Woodstein as a browser module. An important feature

of a web proxy is its °exibilit y; the agent can reside on the user's computer, or on a

server. It may even be relocated from one computer to another. However, a module o®ers

an important advantage over the proxy by being able to accessthe actual HTML DOM

(Document Object Model) tree renderedby the browser. This is useful when the code for

the renderedpageis di®erent from the static HTML code. Many web pagesperform some

JavaScript processingof a tree before it is rendered and some pagesperform substantial

processingof the tree. Unlike a browser module, a web proxy is only able to accessthe

static HTML for a pagebefore it is passedon to the browser1

\On the web nob ody kno ws you're written in Lisp." 2

For a deployed product then, a web browser module may be the better choice. In imple-

menting a research protot ype, however, we were also guided by our expectations for the

development process.We anticipated needingthe abilit y to do extensive rapid protot yping,

aswell assymbolic arti¯cial-in telligence-style reasoning. We choseto implement Woodstein

as a proxy in Lisp becauseof these reasons,as well as becauseof our familiarit y with the

languageand its usein web programming. In fact, the short time betweenediting a function

for generating a view's display, reloading the function into the running Lisp system, and

reloading the view page(on the order of 5 seconds)allowed for many, many more iterations

during development than would be possibleusing a traditional languagelike Java or C++

which would require the slow recompilation of an entire module. Even major modi¯cations
1One newly standardized type of DOM event, a \m utation" event is created whenever the tree is modi¯ed.

An mutation event could be used to notify the proxy of changes to the tree, although then coordination
between the page and proxy becomesmore challenging and error-prone

2The uno±cial motto of the 2002 International Lisp Conference,according to Fred Gilham in the Usenet
post with message-id: \u7lm4d3vl7.fsf@snapdragon.csl.sri.com"

82



to the architecture for representation could be recompiled and the problem scenariore-run

within 20-30 seconds. The extensive use of JavaScript for the interface also allowed new

ideasto be implemented quickly, although the immaturit y of debuggingtools for JavaScript

still made developing the interface behavior substantially slower than developing the core

agent.

4.3.3 How Woodstein Recognizes and Annotates Pages

Woodstein analyzes and annotates a page in three stages. First, it analyzes a page to

recognizeits role in the process,such as \order con¯rmation page". Then it recognizesall

the data in a pageand comparesthe pagedata with data it is tracking. Finally, before the

pageis passedon to the browser, it annotates all controls, createshidden buttons for data

and processin the pageand adds the watermark logo.

4.3.4 Recognizing Page Roles

Woodstein recognizesa page'srole in the processeither by matching the url, or by looking

for particular data or processesin the page. For instance, an order con¯rmation number

for a purchasemust appear in the order con¯rmation page.

4.3.5 Extracting Information from Web Pages

Woodstein can either acceptpre-analyzedpagesor it can analyzepagesitself using separate

pagemodels. Pagesmay be provided by the web site with the data and processesalready

surrounded by speci¯c HTML \span" tags. Or Woodstein can perform the page analysis.

It features a simple analyzer that tokenizesthe HTML page and parsesit using a string

parserand a grammar for the particular page. It looks for data and their labelsrecognizing,

for instance, \total price" in bold as a data item label, and the price that follows as the

\total-price" data item.

4.3.6 Annotating Pages

In Woodstein's last passanalyzing a page, it performs the ¯nal annotations of reps before

the pageis passedonto the browser.

Page controls, including links, form buttons and text areas, are instrumented with

JavaScript code to notify the agent when the user interacts with them. When a user
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clicks on a button, for instance, Woodstein receivesa messagefrom the annotated page in

the web browser and updates its history of actions performed by the user.

Buttons are created for the data and processreps in the page. These buttons are

\incognito" and hidden when the inspector isn't turned on.

A separatestage is necessarybecause,for instance, there may be buttons for processes

that hadn't happened when the page was ¯rst retrieved, but have since occurred. In the

order scenario,when the userviews the help pagefor placing the order, someof the actions

haven't hadn't yet happened. Thoseevents should becomebuttons when the user loads the

samesaved page for placing the order after having performed the remaining actions, and

thus the annotations of the pageshould match the current state of the user's action.

Finally, Woodstein's logo is added as a watermark to the bottom-righ t of the page

indicating that Woodstein is monitoring this page. Clicking on this logo turns on the

inspector and reveals the annotated data and processesin the page.

4.4 How Woodstein Recognizes a User's Goal

As the user performs the steps of an action, the web site reacts to the user's steps and

the user's overall plan emerges.We will now look at how Woodstein recognizesthe user's

goals from his sequenceof steps. First we will seehow Woodstein represents user plans as

they are being performed. Then we will seethe algorithm that it usesto match a user's

stepswith a plan from its plan library . Later we will seehow Woodstein reasonsabout the

reactions of the web sites a®ectedby the user's action.

4.4.1 How User Plans Are Structured

Although we all have a sensethat we do things becausewe have goals,and satisfying those

goals requires satisfying sub-goals, it isn't necessarilyobvious how that can be used to

analyzean interaction with a website.

In approaching this, we took inspiration from Collagen, which represents a user's in-

teraction with an agent as a collaborative discourse. Collagen managesa user's plan tree

consisting of goals and sub-goalsand provides an interface agent which guides the user in

reaching a goal it shareswith the user, such as programming a VCR. Woodstein, on the

other hand, just parsesa user's steps to generatea plan tree, using the tree to infer the
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reactions of the web site and visualizing it as a record of the user's action.

Woodstein models the interaction betweenthe user and the web site, though for typical

web sites, this isn't a collaboration. Instead, the user interacts with the web site in doing an

action. The web site performs its own reaction to the useractions, which in turn causesthe

user to perform further actions. Woodstein tracks this interaction, then visualizesaspects

of it when neededby the user.

Woodstein represents a user's plan at increasingly speci¯c levels. At the top level are

processesthat it infers are happening based on both other processesit has inferred are

happening and the actions of the user and reactions of the web sites. At the bottom level

are the stepsinvolving the userand websites. Hereare the typesof processeswith examples:

Abstract Pro cesses abstract tasks that Woodstein recognizes,such as placing an order.

Steps actions that are atomic from the perspective of the interface.

User Actions stepssuch as loading a page,clicking on a button or typing in a text ¯eld.

W eb Site Reactions actions such as updating a shopping cart in responseto the user

adding an item, or accepting the user's choice of payment method.

Abstract processesare trees with steps as the leaves. An step is either a user action,

or a web site reaction. User actions causeweb site reactions. Woodstein directly seesonly

the user actions and must be guided by its processmodel to look for web site reactionsand

load the pagesit expects to be updated.

Another issuearisesin determining how to managedata resulting from the interaction

betweenthe userand a web site. The usersuppliessomedata, by clicking to indicate choices

such as an order's shipper, or typing to enter information such as an address.On the other

hand, a web site managesthe vast majorit y of the user's data, by taking the user's input

and processingit, creating a shopping cart, a subtotal, an order address,an order and so

on. All of this data arisesfrom the user's interactions with the web site, and one important

role of Woodstein is to represent the web site's processingof data, and allow the user to

diagnoseerrors in the results, for instanceif the web site addsthe incorrect number of items

to the shoppingcart. This processingis visible to the userand Woodstein only asdata that

appearson web pages.
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Sincethe results of web site reactions are only accessibleas data within web pages,we

infer that web site reactions have happenedby looking for the data we expect them to set.

This is a good ¯t for most cases,such as when a web site sets the shopping cart contents

after a useraddsan item. The ¯t is lessgood when actions are implicit in the pagesthe user

loads. When a user adds the item, the name of the item must be created. Before the user

loaded the page, the web site set and created the data associated with the page, such as

the items it featuresor the default settings for controls. Soeven though thesedata creation

actions are discovered after the page is retrieved, we put them before the user's page load

in the processhistory. This approach also works well with the data history perspective, as

we can seein the example involving the selection of a shipper. First the default shipper

value exists. Then, the user approved it, clicking \ship", which causedAmazin.com to set

the value of the order shipper to be the default shipper.

4.4.2 Woodstein's Pro cess Mo dels

In the exampleswe saw, Woodstein had a prede¯ned model of how the processwould occur.

For instance, it has a model for a purchasethat begins with browsing and selecting items

and endswith entering order details and con¯rming. Woodstein instantiates processesfrom

its library of processmodels as it recognizesthe actions performed by the user. In this

section we seelook at the format for thesemodels and seethe information they contain. In

the next section we will seehow a processmodel is converted to a parser for parsing user

actions and generating the resulting process.

Mo del Formats

Examples of models for processesand stepscan be seenin Figures 4-2 and 4-3 show

Models for processesand stepsbegin with the meta-information usedto generateexpla-

nations in the interface. The main meta-information is the \name" string with a sentence

description of the processor step. It is important to note that the name is di®erent from

the symbol for the processin which words are joined by dashes. The name sentence is in

the past tense,like the namefor the processitself, and is converted to the present or future

tense depending on whether the processor step has happened yet. To facilitate reconsti-

tuting the sentence in a di®erent tense, the subject, verb and object are also speci¯ed and

stored separately.
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(def-process-model you-purchased-from-<retailer> ()
(name "You purchased from <Retailer>")
(subject "You")
(verb purchased)
(object "from <Retailer>")
(is-top-process t)
(source nil)
(steps

you-placed-order-with-<retailer>
<retailer>-requested-payment-from-<bank>
<shipper>-delivered-order))

Figure 4-2: The processfor a user placing an order.

(def-event-model you-clicked-add-to-shopping-cart ()
(name "You clicked 'Add to shopping cart'")
(subject "You")
(verb clicked)
(object "'Add to shopping cart'")
(source retailer-book-page)
(step (you clicked add-to-shopping-cart))
(meta-actions))

(def-event-model <retailer>-set-shopping-cart-item ()
(name "<Retailer> set")
(subject "<Retailer>")
(verb set)
(object "shopping cart item")
(source nil)
(step (<retailer> set shopping-cart-item))
(meta-actions

ws-set--shopping-cart-item))

Figure 4-3: The steps for a user adding an item to a shopping cart and the shopping cart
updating.
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(def-meta-action ws-set--shopping-cart-item ()
(function-sym ws-set)
(arg-forms (shopping-cart-item current-item-name))
(source retailer-shopping-cart-page))

(def-meta-action ws-set--total-price ()
(function-sym ws-set)
(arg-forms (total-price (ws-eval + shopping-cart-subtotal shipping-charge)))
(source nil))

(def-meta-action ws-set--order ()
(function-sym ws-set)
(arg-forms (order (ws-make-whole shopping-cart-item total-price shipping-address shipper payment-method)

retailer-order-confirmation-page))
(source nil))

Figure 4-4: Somemeta-actions involved in placing an order.

Processand step models also include a sourcepage. For processes,this is the page in

which the processis described. For steps, it's where the step happened.

The last slot for a processmodel is the sequenceof sub-processesfor the process.The

last slot for a step model is the \meta-action" for the step, which Woodstein usesto update

its own representation of what is happening. Thesemeta-actions changeWoodstein's rep-

resentation of the current process,by setting variablessuch asthe item the user is currently

looking at, or the nameof the retailer the user is browsing. We will look more closelyat how

Woodstein managesuser data with meta-actions later. Someof the meta-actions involved

in the purchasecan be seenin Figure 4-4

Step Verbs

Unlike abstract processes,which can be described with any verb, steps are described in a

more standard way with a limited set of verbs. The verbsfor useractions are just the things

the user does that Woodstein can recognize. The verbs for web site reactions all describe

how the web site managesdata that Woodstein represents.

The typesof user actions and corresponding verbs are:

Saw when a user loads a web page

Clic ked when a user clicks on a link or form button

T yp ed when a user typestext into a form ¯eld
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Left when a user leaves a control in its default setting before submitting the form it is

contained within

Note that a \Left" step is inferred when the processspeci¯es that someselectionis made

and the user leaves a control in its default value. We saw this in the purchaseexamples

with the user leaving the default shipper selectedin placing the order.

The verbs for web site reactions depend upon whether the data being acted upon is

primitiv e or composite. They are:

Primitiv e Data

Set when the web site setsa data item such as the current item a user is looking at

Matc hed when the web site matches data in a page, or entered by the user, such as a

user-nameand password

Comp osite Data

Created when the web site createsa composite data item from other data items

Up dated when the web site adds or changesone of the data items contained with this

data item

Matc hed when the web site matchespagedata

4.4.3 Woodstein's Plan Recognizer

Woodstein features a simple plan recognizer that takes the sequenceof user steps as an

input and createsa tree for the processit corresponds to. It is intended to recognizeonly

simple plans and requires that plans are not interleaved and have steps that are totally

ordered. To do this, it usesa string parser for parsing the sequenceof user actions.

4.4.4 Creating the Parser

When a processmodel is loaded,an attribute grammar for the processis createdin extended

Backus-Naur Form (EBNF) 3. This grammar consists of a start symbol for the top-level

process,such as making a purchase. Each processde¯nition results in the creation of at
3EBNF di®ers from BNF by adding the regular expressions¤, +, and ?. A processstep f oo¤ stands for

zero or more occurancesof foo, while f oo+ stands for one or more and f oo? stands for zero or one.
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least onerule. A completerule with all of the processstepsis usedto recognizea completed

process,while the incomplete rules with only someof the processstepsare usedto recognize

an ongoing process. First, one rule is created with the processsymbol as the rule symbol

and the steps of the rule as the right-hand-side (RHS) symbols. Then, incomplete rules

are created with an \incomplete" processsymbol and someof the end steps removed. For

example, a processwith 3 steps results in the generation of one complete rule with 3 rhs

symbols, one incomplete rule with the ¯rst 2 rhs symbols and one incomplete rule with just

the ¯rst rhs symbol.

Although all processeswith stepscreate rules, only user actions derive terminals. Web

site reactions don't derive terminals (thy're e-rules with an empty RHS) and are automat-

ically created as necessary.

4.4.5 Parsing User Actions

Woodstein maintains a representation of the history of the current processas a parsetree.

When the user performs an action, it creates tokens for the action and passesthe parse

tree followed by the tokens as the input to the incremental parser. The parser reparses

the tree, breaking someof it down if necessary, and rebuilds it to include both the user's

action and the web site reaction nodes. Each node features somedata known in parsing

as an attribute, in this case,a processrep. As the hierarchy is created, when a node is

createdwith other nodesas its children, the processrep is instantiated with the nodes' pro-

cessesas children. So when the parser seesa sequenceof nonterminal nodeswith the sym-

bols: \y ou-placed-order-with-< retailer> ", \ < retailer> -requested-payment-from-< bank> ",

\ < shipper> -delivered-order", it reducesthem to a nonterminal node with the symbol \y ou-

purchased-from-< retailer> " and createa new\y ou-purchased-from-< retailer> " processrep

for the new node with the children nodes' processesas children.

4.5 How Woodstein Represen ts a User's Data and Pro cesses

In the previous section we saw how Woodstein takes the user's actions and matches them

with its processmodels to recognizea user's plan. To do that, it instantiates its model

processreps and createsactual processreps. In this section we will pauseand look more

closely at the processand data reps that it manages.In the next section, we will continue
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following Woodstein's operation and seehow it takes the processhierarchy it recognizes

and simulates web site reactions in responseto user actions.

4.5.1 Woodstein's Represen tation of User Data and Pro cesses

Woodstein createsa new representation, or \rep" object (seeFigure 4-5)4, for processes

that it instantiates and user data that it tracks.

All reps have namesused to describe them. Data reps receive their nameswhen they

are created and set, while processreps inherit their namesfrom their model processreps.

Reps have other information, in addition to their names. When a processinstantiated, it

has a parent processit is a part of, if it is not the top process,and it has children, if it

is not an action. Other information is required by the particular views and we will seeit

in more detail when we seehow the views are constructed. The processviews require that

each processhave a result if it has completed or a status if it is ongoing. The data history

view requires that a rep tracks the reps used to compute it and the reps it was used to

compute. The saved pageview requires that all reps refer to the saved pagein which they

¯rst appear. Finally, the debuggerview requiresan email addressto senda user'scomplaint

to if the rep is found to be incorrect.

Managing repswithin Woodstein's knowledgebaseis greatly simpli¯ed by having a global

namespaceand no more than one rep of each type. For example, the user can only engage

in one \y ou-purchased-from- < retailer> " action at a time since that symbol refers to at

most one processrep. This simpli¯cation imposesa seriousconstraint on the °exibilit y of

processmodels,however - a usercannot add two items to the shoppingcart becausethere is

only one \y ou-clicked-add-to-shopping-cart" process.Due to its magnitude, this limitation

will be removed in the next version of the agent.

4.5.2 Woodstein's Represen tation of User Data

Woodstein represents user data managed by the web sites the user interacts with. For

instance,asa userbrowsesa vendor's site, Woodstein keepsa record of the current contents

of the shoppingcart and a history of how items wereaddedsothat the usercan later revisit

thesesteps. Woodstein updates this record as part of simulating web site reactions to user
4def-classis a macro that expands into de¯ne-class with slots having accessorsof the samename and nil

init forms

91



(def-class rep-class ()
(id)
(sym)
(source-page)
(owner-email)
;; parent and child relns for steps
;; shown in process history tree view (why)
(step-parent)
(steps)
;; parent and child relns for uses
;; shown in data history graph view (how)
(uses-children)
(uses-parents))

(def-class process-rep-class (rep-class)
(model-rep)
(tense)
;; the var set by the last meta action of this process
(result))

(def-class event-rep-class (process-rep-class)
(event-step)
(meta-actions)
(set-meta-action-rep))

;; a user action
(def-class action-rep-class (event-rep-class))

;; a web-site reaction
(def-class reaction-rep-class (event-rep-class))

;; these are performed by Woodstein and include setting variables, verifying data, etc.
(def-class meta-action-rep-class (event-rep-class))

;; namespacefor variables is set as user and web-site actions are being recognized
(def-class var-rep-class (rep-class)

(name)
(expected-value)
(value)
(result-parent)
(set-verb 'set)
(verified))

Figure 4-5: The rep class.
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actions, which we will seein the next section. It acquired data by retrieving pagesfor a

reaction and analyzing them, as well as by analyzing the pagesthe user interacts with.

User Data in Pro cess Explanations

In addition to representing userdata, Woodstein alsorepresents somedata about the user's

process.In the example,it setsthe valuefor the retailer whenthe userloadsthe Amazin.com

front page. It setsthe shipper and credit card when each are selectedby the user. This data

is usedwhen instantiating explanations. For instance,when creating an explanation for the

process\user-placed-order-with-< retailer> " with the name string "Y ou placed order with

< Retailer> ", Woodstein looks for any words surrounded by angle-brackets and looks them

up as the symbols for variables. If they are bound to a value, such as \Amazin.com", then

that value is used and the description becomes\Y ou placed order with Amazin.com". If

not, then the angle-brackets are removed and the description remains \Y ou placed order

with Retailer".

User Data Represen tation

Woodstein has a relatively simple representation for user and processdata. Its knowledge-

baseis a global environment in which data items are addedand retrieved by their symbols.

Woodstein represents both primitiv e data, such as strings and quantities, as well as com-

posite data which are associative-lists that have their own environments. For instance, a

transaction amount is a number, while a transaction itself consistsof a transaction amount,

a description, the posting and transaction dates and so on.

Ho w W oodstein Finds User Data in Pages

When Woodstein analyzesa page either that it has retrieved, or that the user loaded, it

identi¯es any data in the page. If it doesn't have a value for the data item already, it

extracts the value in the page. For instance, it learns what the name of the current item is

when the user loads the item pagefor the book. Later, as it generatesthe processhistory

tree, it knows whether this item name then becomesthe value for a shopping cart item,

and then an order item. If it has a value for the data item, as it does when it has an

computed value for the order item name, it comparesthe new value in the page with its

saved value. If they're di®erent, it annotates the page data item as \maybe wrong". By

93



the time Woodstein is done analyzing a page, it has a rep corresponding to each data item

in the page.

4.6 How Woodstein Simulates and Veri¯es Web Site Reac-

tions and User Data

We've seenhow Woodstein usesthe sequenceof useractions to infer the overall processthe

user is engagedin. In this sectionwe will seehow, as it createsthe processtree, it simulates

the steps that web sites perform, then veri¯es both that they've beenperformed and that

they produced the correct data. For example, when a user adds an item to the shopping

cart, Woodstein seesin the processtree that the next step is for the web site to update the

contents of the shoppingcart. It simulates the update, and retrievesthe shoppingcart page

to verify that the item has beenadded and the order subtotal has beencorrectly updated.

As we saw earlier, Woodstein learns that a web site reaction has occurred when it

seesthat the reaction updated a page. It knows that the web site recognizesthe user's

selection of shipper only when the selectedshipper appears on a page, such as the order

summary page. After parsing the user's actions to create an initial parse tree, Woodstein

usesits processmodels to identify the expected web site reactions. It then simulates how

the reactions processthe user's data, and veri¯es the results when it can. It represents the

processingperformed by web sites with meta-actions that are described as part of the web

site reaction step.

4.6.1 Step Meta-actions

There are two layers to Woodstein's representation of steps. Like other processreps, steps

¯t into the processhierarchy and feature a model processrep, a tenseand a result. Beneath

that layer is Woodstein's representation of how the step updates the user's data and how

to determine whether the update was successful.User actions set data, when a user types

text or clicks on a link, and web site reactions set data that must be veri¯ed, such as the

updated contents of the shopping cart.

Someexamplesof meta-actions can be seenin Figure 4-4:

² \ws-set{shopping-cart-item" setsthe \shopping-cart-item" to havethe valueof \curren t-

item-name" and the sourcepage at which this can be veri¯ed is \retailer-shopping-
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cart-page"

² \ws-set{total-price" meta-action sets the \total-price" to be the sum of \shopping-

cart-subtotal" and \shipping-charge"

² \ws-set{order" creates the \order" composite data item with the \shopping-cart-

item", \total-price", \shipping-address", \shipp er", and \payment-method" data items.

4.6.2 Collecting Reactions and Simulating Meta-actions

After recognizinga newuseraction, Woodstein addsthe action to the parsetree and reparses

creating a parsetree featuring the user'saction. Immediately afterward, it performsa depth-

¯rst traversal of the tree to identify subsequent web site reactions. It examinesincomplete

processnonterminals and collectsthe reactionsthat would occur beforethe next useraction.

It then simulatesthe meta-actionsfor thesereactions,setting userdata. When a meta-action

has a veri¯cation page, Woodstein retrieves the page and checks whether the data on the

pagehas the expectedvalue. If so, it marks the reaction as completeand in the past tense.

If not, it marks the processas still ongoing.

When it has found and simulated all web site reactions, Woodstein re-runs the parse

with processparse tree and reactions as inputs to create a complete history of the process

including both the user's action and web site reactions.

4.7 How Woodstein Manages Views of Pro cessand Data His-

tory

Woodstein's interface features multiple views for visualizing di®erent aspects of web pro-

cesses.

Ordinarily , Woodstein works in the background and the only indication that it is running

is the logo it adds to the bottom right of each pageit is monitoring. When the user wants

to inspect somedata in the current page,clicking on the logo turns on the inspector. This

revealsbuttons for the reps in the pagethat Woodstein identi¯ed. Clicking on a rep causes

the rep to becomethe \selected" rep.

Borrowing the convention from data-°ow diagrams, processbuttons are rounded while

data buttons are rectangular.
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4.7.1 The Saved Page View

The most important view Woodstein provides is its \saved page" view with pagesloaded

and seenby either the user or Woodstein itself. Every pagethe user interacts with is saved

and addedto the record of the user'saction. Woodstein, guided by its processmodels, looks

for a web site reaction and retrievesthe pagein which its result appears. For example,after

the user adds an item to the shopping cart, it retrieves the shopping cart page featuring

the updated contents.

Although other technologiesare able to capture the pagesof a user's action, they only

allow searching through the sequenceof pagesand playing back the user's action. Only

Woodstein present the pageswithin the hierarchy structured by the processitself. This

allows a user to quickly \drill-do wn" to ¯nd a pagehe is looking for.

Unlike data and processreps, pagesthemselves aren't inspectable within Woodstein's

interface. Instead, each data and processrep has an associated \source page" in which it

appears:

Data item the saved pageis the ¯rst pagein which it appears

Abstract pro cess the saved pageis the help pagein which it is described

User action the saved pageis the pagethe user interacted with

W eb-site reaction the saved page is the page in which the label for the set data item

appears,usually with the data item

The sourcepagefor a rep is saved soon after it is created.

4.7.2 The \What's Happ ening" and \Wh y" Pro cess History Views

We show the user's history as a hierarchy. We expect that computer usersare comfortable

with interacting with a tree and drilling down to seeindividual stepsfrom their experience

in using a ¯le browser, and it usessimilar icons to show the tree.

Selecting Buttons

Navigating the processhistory can be overwhelming, so we choseto present only as much

information as is appropriate. Selecting a rep causesits subtree to open and its children
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be revealed. On the other hand, unlike a ¯le browser tree, outside events cause a rep

to be selectedand de-selectedfrequently , as the user interacts with other views. Rather

than leaving it up to the user to hide unnecessarysubtrees,a selectedrep's subtree closes

automatically when it is deselected.Rep subtreesmanually opened by the user, however,

remain open when the rep is automatically deselected.

User Data as the Status or Result of a Pro cess

The result or status of a processis presented next to it so that the user can easily judge

whether it was successfuland the data it produced was correct. A process' result is the

last data set within it, such as the transaction that results from Amazin.com requesting a

payment from Onlibank. If the processis incomplete and ongoing then the data item is its

status. In placing the order, for instance, after adding an item to the shopping cart, the

status of placing the order and of the entire purchase itself is the shopping cart subtotal

computed by summing the total prices of the items in the cart.

Although it makes sensethat the transaction is the result of the payment request, for

adding an item it would seem to make more senseif the status of the order were the

list of shopping cart items. However, becausethe subtotal is set after the shopping cart

items are, it becomesthe status. Similarly, if Amazin.com updated its website in response

to receiving the payment, then that veri¯cation would becomethe result of the payment

request process,and which may or may not be desirable. This is worth reconsidering,and

another approach might involve having data items that may act as a status or result either

speci¯ed or identi¯ed using heuristics.

Stepping through Pro cesses

The processhistory viewsalsosupports navigating through the processhistory with buttons

in the top frame of the window. The user can play the processhistory both forward and

backward with these buttons. The user can also jump among his own steps with user-

forward and user-backward buttons. Thus the user is able to see\what was the last thing

I did before this happened?".

Each rep has a \step-parent" slot to keeptrack of its parent step, and a \steps" slot for

its children steps. Theseare set as part of creating the processhistory.
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The \What's Happ ening" Pro cess History View

Unlike the other views, the \what's happening" view is accessedwhen user is browsing,

outside of inspector mode. It is intended to give the user the \big picture" of the processhe

is performing and where this step ¯ts in. In the intro duction, we saw how usersoften ¯nd

web sites confusingand it can be di±cult when performing tasks to seewhat the next step

should be. This view provides somehelp for remaining oriented, although more advanced

solutions will be discussedin the chapter on future directions.

4.7.3 The \Ho w" Data History View

The data history view, or How View, is a backward dynamic program slice presenting the

history of the computation of a value. The root of the slice is the \centered" rep which is

the ¯rst rep the user inspected. It is labelled in the diagram as the \Symptom".

Rather than show the entire sliceand all of the valuesusedto compute the centered rep

value, the tree is revealed only as the user clicks on visible leaves. Selecting a leaf causes

the reps usedin its computation to be revealed. This way, the user isn't overwhelmedwith

a massof buttons when trying to understand how somedata was created.

Represen ting the History of Data

Data history relationships among data and processesare set when data is computed. Each

data rep keepstrack of the input data reps used to compute it in its \uses-children" slot.

It also sets itself to be a user of the input data reps in their \uses-parents" slots.

Limitations of the Data History View and Areas for Future Dev elopmen t

We alsoconsideredshowing the dynamic forward program slicefor a data item. That would

helpful for seeingthe data that are later corrupted by an earlier incorrect rep.

The data history view only shows data items and web site reactions. It doesnot show a

user'sactions in setting the data, nor doesit enablethe userto seethe inputs and outputs of

an abstract process.This could be reworked to allow the user to drill-down the data history

view. For instance, he could seeboxesfor Amazin.com, Onlibank and Zeno'sDelivery with

arrowsshowing the movement of data amongthem. The semantics and interaction structure

for this is somewhatcomplicated, so we leave it be developed further in the future.
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The graph for the data history view is rendered in HTML, using tables. Though it is

represented as a graph, the actual output is a tree rooted at the symptom. This createsa

problem when nodes appear multiple times, as when multiple data items in the Onlibank

credit card transaction are computed from the Amazin.com order. Shared nodes like the

order appear twice in the tree. A more robust implementation of the grapher would layout

the graph and support incrementally revealing it as the user inspected farther back.

4.8 Guides the User in Diagnosing Errors

As we saw in the examples,Woodstein guides the user through the processof elimination

in both top-down and bottom-up approaches to debugging. Once the user has identi¯ed a

faulty processor data rep, Woodstein generatesan email describinghis processof diagnosis

to sendto the appropriate customer servicerepresentativ e. In this section we will seehow

it provides theseforms of help.

4.8.1 Represen tations of Hyp otheses

Woodstein keepstrack of the user's judgements of which reps look correct and which look

incorrect. In turn, it performs the processof elimination to suggestfurther reps that should

be investigated. We call the set of theseannotations a hypothesis.

Reps could be extended to support annotation by just adding another slot to the rep

class. However, that approach raisessomeproblems. The usermight changehis mind about

a rep's correctness,so \undo" should be supported. Tracking the last annotated rep would

work for oneundo step, but not allow a sequenceof annotations to be undone. Distinguish-

ing between the user's annotations and Woodstein's complicates this even further. So the

current hypothesis is kept as a separate record with the sequenceof both the user's and

Woodstein's annotations.

Instead of modifying rep objects directly, Woodstein maintains a linked list of \h ypothe-

sis" objects that refer to the rep they hold the annotation for. The current hypothesisis the

front of the list and featuresthe most recent annotation, whether by the user or Woodstein

itself. The end of the list is the user's original annotation.

The ¯rst time the user usesa rep button menu to note that a data rep \lo oks wrong"

or a processrep \lo oks unsuccessful",Woodstein createsa new current hypothesis. It also
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createsa current hypothesis when it fails to verify a web site reaction or when data in a

pageit analyzesdi®ersfrom what it expects. It also opensthe debuggingtrail view.

4.8.2 Debugging Trail View

The debuggingtrail view shows information about diagnosinga problem and the user and

Woodstein's current hypothesis. Like other views, the debugging trail features a title bar

with buttons. It has an \Undo" button allowing the user to undo the last annotation and

a \Complain" button to create an email complaint, which we will discuss later. At the

top of the view display is the diagnosishistory with a summary of the current hypothesis

at its list of hypothesis objects normally hidden below it. Below the history is the list of

maybe-incorrect repsthat Woodstein suggeststhe userexamineto determine the correctness

of. Finally, below that list is an area where Woodstein gives advice on how to determine

whether a rep should be marked correct. Data item repsare correct if the value looks right.

Processreps are correct if it looks like the problem started before they happened.

4.8.3 How Woodstein Iden ti¯es Ma yb e-Incorrect and Incorrect Reps

When the user annotates a rep, Woodstein marks the reps that causedit to be maybe-

incorrect. An incorrect processhas its children marked maybe-incorrect. A data item has

the processthat set it and the inputs to that processmarked as maybe incorrect.

As the user examinesand judges the correctnessof maybe-incorrect reps, Woodstein's

simple reasoning system performs the processof elimination to determine whether any

maybe-incorrect reps should be marked as incorrect. If an incorrect processhas all but one

of its child marked correct, then the remaining child must be incorrect. If the generating

processof an incorrect data item is correct, and all but one of its inputs is correct, then

the remaining input must be correct. If all inputs to the processare correct but the result

is incorrect, then the processmust be incorrect.

4.8.4 How Woodstein Generates an Email Complain t

When the userhas isolated the rep that causedthe problem he is investigating, he can click

on the debugging trail view's \Complain" button and Woodstein automatically generates

a complaint email. In the email, Woodstein speci¯es that the last rep marked incorrect is
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the problem, and it outputs the current hypothesis as a sequenceof incorrect and correct

annotations. In this way, it provides somehelp to the user in resolving the problem.
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Chapter 5

An Evaluation of Woodstein

We designedWoodstein with the intention of creating an interface that enablesend-usersto

seethe big picture of their actions on the web. As part of this, we developed visualizations

of the user's actions and data, including a processhistory view. Though we focused on

presenting the processesin a simple and easy-to-understand way, we can know whether

we've succeededonly by having end-usersinteract with the agent.

In evaluating Woodstein, we sought to isolate and test its boldest claim. When con-

sumershave problems, they are comfortable with, or at least acquiesceto, picking up the

phone to ¯gure out what went wrong. When they've had frustrating experienceswith cus-

tomer support in the past, consumersmay try to diagnoseproblemsthemselves. We believe

that the most controversial assumption embodied in Woodstein is that onceend-usersare

familiar with how a new tool supports visualizing, understanding and diagnosingweb pro-

cesses,they will in fact be interested in using it to diagnosethe problems they have on the

web. We sought to discover this by testing a set of related issues.

5.1 Exp erimen t Hyp otheses

The most important issuewe had to test waswhether end-userscandiagnoseproblemsmore

successfullyby working with the cooperation of a softwareagent than with the default option

- trying to diagnosethe problem for a few minutes before sendingan email complaint. We

hypothesizedthat the group which used the agent for diagnosis would be more successful,

with more participants succeeding and taking less time to succeed. To test this, we created

a scenario in which participants in both groups attempted to identify the most speci¯c

102



requirement not met for reaching somegoal, in this case,for graduating. The test scenario

was described as the graduation example.

Associated with this main comparisonwere someadditional questionsabout the agent

we wanted to answer. We wanted to know whether participants in the experimental group

who usedthe agent weresatis¯ed with it, and whether it seemedlike it would be helpful not

only for this problem, but for others they might have on the web. We asked the participants'

opinions in post-test questionnaires.

5.2 Exp erimen tal Design

Each participant attempted to diagnosea problem involving information on web pages.

Both groups useda version of the agent with someof the featuresdeactivated. The control

group diagnosedthe problem using only information from the web site and usedthe agent

only to senda complaint. The experimental group diagnosedthe problem with the help of

the processhistory view and also sent a complaint through the agent's interface.

The problem involved determining why the user, in the role of a student, wasnot eligible

to graduate and the diagnosisrequired examining pageson a student account site to identify

which requirement in particular has not beensatis¯ed.

Upon arriving, participants received a generalexplanation of how the agent works and

provided consent. They then answeredquestionsabout their useof the weband e-commerce,

and their programming background.

Prior to each test scenario,participants received an explanation of their support option

for the scenario. Participants in the control group wereshown how to turn on the inspection

mode and use the single menu option of noting that a data item \lo oked wrong". This

generatedan email in their email client that was sent to our test server.

Participants in the experimental group saw a live demonstration of the agent tracks the

a user's action, with the ¯rst few stepsof the order examplevisualized in the \what's hap-

pening" view. They then saw how the \wh y" processhistory view can be usedunderstand

the overall structure of the user's process,and revisit previously visited pages. They took

a quiz in which they started from the user's credit card transaction page and found the

item pagefor the purchaseditem, featuring both its image and price. During this quiz, the

experimenter provided somehelp and answered questionsabout how to usethe agent.

103



Participants in both groupsthen attempted to diagnosethe problem. Participants in the

control group were only able to selecta rep button and complain, while participants in the

experimental group could seethe history of how the graduation eligibilit y was determined.

Participants navigated the processhistory view and visited pagesfeaturing relevant data

including explanations of the requirements. The test concluded once a participant had

either found the unsatis¯ed requirement, or time had run out.

Scripts and other documents usedfor the study can be seenin the appendices.

5.2.1 Study Segment Times

Control Group:

1. Intro duction, Consent and Pre-Test Questions(5 minutes)

2. Explanation: Walkthrough in Diagnosing PurchaseScenario(5 minutes)

3. Test: Diagnosing Graduation Scenario(25 minutes)

4. Post-Test Questions(10 minutes)

Experimental Group:

1. Intro duction, Consent and Pre-Test Questions(5 minutes)

2. Explanation: Walkthrough in Tracking and Diagnosing PurchaseScenarioLocation

(20 minutes)

3. Quiz: Diagnosing PurchaseScenarioPrice (5 minutes)

4. Test: Diagnosing Graduation Scenario(15 minutes)

5. Post-Test Questions(10 minutes)

5.2.2 Role of Training for Exp erimen tal Group

In designing the experiment, we were concernedthat the extra time spent training experi-

mental group participants to usethe tool might unintentionally also train them to diagnose

problems in general more e®ectively. If this were the case, then any di®erenceobserved

betweenthe groups might be attributable to this extra training. First, we tried to control

for that by using participants who have experiencewith web processesand who are likely
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to have already tried to diagnoseand resolve problems they've had on the web. To further

addressthis, we trained participants in both groups to use the agent for one domain with

the purchasescenarioand tested them in a completely di®erent domain with the gradua-

tion scenario. Experimental group participants were told during training that within the

view a processis shown besideits result, but during the test they were not told that the

determination of whether the requirements were satis¯ed was a processconsisting of sub

stepsand intermediate results.

5.2.3 T yp e and num ber of participan ts involv ed

Testing included 16 participants total, 8 in each group. Participants were members of the

MIT communit y familiar with everyday e-commerceprocedures such as online-banking,

purchasing books at Amazon, etc.

5.2.4 Metho d of recruitmen t

Participants were recruited through advertising on campus.

5.2.5 Length of participan t involv ement

Participants participated for approximately 45 to 60 minutes.

5.2.6 Lo cation of the research

The research was conducted in an o±ce at the Media Lab. The o±ce was equipped with a

computer featuring the Woodstein agent software and a web browser. We alsousedsoftware

for recording the screenand audio inputs, and email software for sendingcomplaints to out

test server.

5.2.7 Pro cedures for obtaining informed consent

Participants were asked to sign a paper consent form and click-through the sameform on

a web-page. This form indicated that they were aware of the circumstancesof the study,

including the audio recording of conversationswith the experimenter. It is included in the

appendix.
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Figure 5-1: Initial state of processhistory view in quiz

5.2.8 Pro cedures to ensure con¯den tialit y

Participants were asked general demographic data, and about their level of familiarit y

with using the web, e-commerceand programming. Participants were also asked about

e-commercerelated problems they may have had. No other personal information was col-

lected.

5.2.9 Quiz Details

Upon initially inspecting the transaction, the processhistory view appearsas in Figure 5-1.

The quiz involves drilling-down through placing the order, browsing and ¯nding the item,

as shown in Figure 5-2.

5.2.10 Test Details

Upon initially inspecting the graduation status, the processhistory view appears as in

Figure 5-3. The test involves drilling-down through the Institute's computation of the

student's satisfaction of requirements, as shown in Figure 5-4.
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Figure 5-2: Final state of processhistory view in quiz

Figure 5-3: Initial state of processhistory view in test
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Figure 5-4: Final state of processhistory view in test

5.3 Study Results

In this section we present the results.

5.3.1 Questionnaires

Participants ¯lled out the samequestionnairesboth before and after interacting with the

agent.

Control Experimental
Male 3 6
Female 5 2
no answer 0 0

Table 5.1: Gender
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Control Experimental
lessthan 20 4 1
20 to 30 4 7
30 to 40 0 0
40 to 50 0 0
50 to 60 0 0
over 60 0 0
no answer 0 0

Table 5.2: Age Range

Code Control Experimental
lessthan 1 1 0 0
1 to 5 2 1 0
5 to 10 3 2 1
10 to 20 4 1 2
20 to 30 5 3 2
40 and up 6 1 3
no answer 0 0

median 4.5 5
range 4 3

Table 5.3: \Ho w much do you use the web, in average hours per week? If you use the
computer a lot and are usually online, how much do you usethe computer per week?"

Control Experimental
web email (Hotmail, Yahoo! Mail) 8 8
online shopping (Amazon.com, Buy.com) 8 8
online auctions (Ebay.com) 4 5
online banking 6 4
no answer 0 0

Table 5.4: \Whic h of theseactions have you ever done on the web?"

Control Experimental
web email (Hotmail, Yahoo! Mail) 8 8
online shopping (Amazon.com, Buy.com) 4 7
online auctions (Ebay.com) 1 2
online banking 6 4
no answer 0 0

Table 5.5: \Whic h of theseactions do you do at least once per month on the web?"
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Control Experimental
web email (Hotmail, Yahoo! Mail) 8 7
online shopping (Amazon.com, Buy.com) 3 2
online auctions (Ebay.com) 0 0
online banking 4 2
no answer 0 0

Table 5.6: \Whic h of theseactions do you do at least once per week on the web?"

Code Control Experimental
0 1 0 0
1 2 2 2
2 to 3 3 2 4
more than 3 4 4 2
no answer 0 0

median 2.5 3
range 2 2

Table 5.7: \Ha ve you taken any classesinvolving programming? If so, how many?"

Code Control Experimental
never 1 1 0
lessthan 1 2 1 1
1 3 3 2
2 or more 4 2 3
no answer 0 0

median 3 4
range 3 2

Table 5.8: \Ho w many yearshave you programmed?"

Doing Actions on the Web
We'd like to know about people'sexperienceswith doing actions on the web such asplacing
orders, making payments, signing up for classes,and so on.
We've all had the experienceof doing an action on the web and thinking that it went well,
but later ¯nding out it didn't. Maybe you ordered something online and got something
else,or you approved sometransaction that didn't happen.
Tell me about a time when you had to interact with somebureaucracy like a corporation
or government to do an action on the web. Originally , you thought it had worked, but it
didn't, and you didn't ¯nd out until later.

² First, what was supposedto happen?

² What went wrong? How did you ¯nd out about it? How did you ¯x it?

² What kind of help would you have liked, in recognizing that something went wrong,
or even in ¯xing it?

Table 5.9: Other questionsasked before the test
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5.3.2 Test Results

Control Experimental
success 2 8
failure 6 0

Table 5.10: Successin selectingthe correct requirement

Experimental Control
3:05 3:20 3:50 4:00 5:15 6:40 6:40 7:15 14:30 18:00

mean 5:00 16:15
standard deviation 1:40 1:45

Table 5.11: Times to select the correct requirement (in minutes and seconds)

All participants in the experimental group were successfulin completing the task (Ta-

ble 5.11). Only two in the control group were successful. The participants in the exper-

imental group took about 5 minutes, while the two successfulcontrol group participants

took an averageof over 16 minutes. The slowest participant in the experimental group took

half as long as the fastest participant in the control group.

Becauseof the small samplesizes,particularly the small number of control group par-

ticipants who were successful,and the absenceof experimental group members who did

not succeed,we are unable to determine the statistical signi¯cance of this result. Thus we

interpret the results as suggestive of a di®erencebut not proof of one.

5.3.3 After-T est Questions

Code Control Experimental
strongly agree 7 0 1
agree 6 0 3
somewhatagree 5 0 1
neutral 4 0 3
somewhatdisagree 3 1 0
disagree 2 3 0
strongly disagree 1 4 0
no answer 0 0

median 1.5 5.5
range 2 3

Table 5.12: \It was easyto diagnosethe graduation problem"
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Code Control Experimental
strongly agree 7 0 2
agree 6 0 4
somewhatagree 5 0 0
neutral 4 0 1
somewhatdisagree 3 1 1
disagree 2 4 0
strongly disagree 1 3 0
no answer 0 0

median 2 6
range 2 4

Table 5.13: \It took the right number of steps to diagnosethe graduation problem"

In responsesto later questions,participants in the experimental group suggestthat the

agent provide relevant information more easily (Table 5.13). However, here we seethat

most agreedthat the task took the \righ t number" of steps.

Code Control Experimental
strongly agree 7 0 1
agree 6 0 4
somewhatagree 5 0 2
neutral 4 2 0
somewhatdisagree 3 1 1
disagree 2 1 0
strongly disagree 1 4 0
no answer 0 0

median 1.5 6
range 3 4

Table 5.14: \The stepsI had to take for diagnosingthe graduation problem were intuitiv e"

Most of the participants in the experimental group agreedthat the steps for the task

were intuitiv e (Table 5.14).

Most of the participants in the experimental group agreedthat they felt they understood

how to usethe agent e®ectively (Table 5.15).

Notably, a majorit y of the participants in the experimental group agreedthat they'd like

to have an agent like this for credit card problems,with half strongly agreeing(Table 5.16).

One participant in each group expressedreservations in responseto a later questions. The

participant in the control group felt \uncertain ty that the issuewill be resolved, because

you don't have instant feedback like you do when talking to a person". The participant in

the experimental group was concernedabout the privacy of one's credit card information
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Code Control Experimental
strongly agree 7 1 1
agree 6 3 4
somewhatagree 5 1 2
neutral 4 1 0
somewhatdisagree 3 2 1
disagree 2 0 0
strongly disagree 1 0 0
no answer 0 0

median 5.5 6.0
range 4 5

Table 5.15: \I feel like I understand how to usethe agent e®ectively"

Code Control Experimental
strongly agree 7 0 4
agree 6 4 2
somewhatagree 5 1 1
neutral 4 2 0
somewhatdisagree 3 0 0
disagree 2 0 1
strongly disagree 1 1 0
no answer 0 0

median 5.5 6.5
range 5 5

Table5.16: \I'd like to havean agent like this oneto diagnoseand resolveproblemsinvolving
my credit cards"
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and thought that this might be too much sensitive information to have on one's computer

- \I suspect that storing thesekinds of things on the computer will later give strangersan

opportunit y to usethem".

Code Control Experimental
strongly agree 7 0 3
agree 6 3 2
somewhatagree 5 2 2
neutral 4 1 0
somewhatdisagree 3 0 1
disagree 2 1 0
strongly disagree 1 1 0
no answer 0 0

median 5 6
range 5 4

Table 5.17: \I'd like to have an agent like this one to diagnoseand resolve problems like
the graduation problem"

Code Control Experimental
between0 and 5 minutes 1 1 0
between5 and 15 minutes 2 2 3
between15 and 30 minutes 3 3 2
between30 and 60 minutes 4 2 2
between1 hour and 2 hours 5 0 0
more than 2 hours 6 0 1

median 3 3
range 3 4

Table5.18: \Based on your experiencewith similar problems,how long do you think it would
have taken to diagnoseand resolve the graduation problem over the phone? (Including time
spent on hold)"

With the question for Table 5.19, we wanted to discover how short the resolution with

phone support would have to be before the participant used the agent. Half of the par-

ticipants in the experimental group would have ¯rst turned to the agent if the phone call

took more than 5 minutes, all but one if more than 15. The remaining participant in the

experimental group noted that he/she did not anticipate using a agent like this one for

support in the future.

With the question for Table 5.21, we wanted to discover how short the resolution by

email would have to be before the participant used the agent. Most of the participants in

the experimental group would have ¯rst turned to the agent if they had to sendmore than
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Code Control Experimental
between0 and 5 minutes 1 2 4
between5 and 15 minutes 2 3 3
between15 and 30 minutes 3 0 0
between30 and 60 minutes 4 3 0
between1 hour and 2 hours 5 0 1
more than 2 hours 6 0 0

median 2 1.5
range 3 4

Table 5.19: \Supposeyou knew in advancehow long it would take to diagnoseand resolve
the graduation problem on the phone. How long would it have be before you would try to
use an agent like this one ¯rst? (Assume that the graduation problem was resolved after
sendingthe ¯rst email with the system)"

Code Control Experimental
1 email 1 0 0
2 emails 2 2 3
between3 and 4 emails 3 4 5
more than 5 emails 4 2 0

median 3 3
range 2 1

Table5.20: \Based on your experiencewith similar problems,how many emailsdo you think
you would have had to sendto diagnoseand resolve the graduation problem by email? (This
includes emailing one person,who tells you to email someoneelse,and so on.)"

Code Control Experimental
1 email 1 4 2
2 emails 2 2 4
between3 and 4 emails 3 2 2
more than 5 emails 4 0 0

median 1.5 2
range 2 3

Table 5.21: \Supposeyou knew in advancehow many emails it would take to diagnoseand
resolve the graduation problem. How many would it have be beforeyou would try to usean
agent like this one ¯rst? (Assume that the graduation problem was resolved after sending
the ¯rst email with the system)"
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2 emails.

² What was the most challenging part of the problem?

² When did you feel stuck and what did you do about it?

² How do you seethis as di®erent from the normal ways of trying to diagnosesimilar
problems on the Web?

² What did you like about the help the agent gave you?

² What did you dislike about the help the agent gave you?

² What would you like the agent to do di®erently?

Table 5.22: Other questionsasked after the test

The questions in Table 5.22 elicited many positive comments about the help provided

by Woodstein, aswell assomeconcerns.Participants liked the overall approach in tracking

actions, saving pagesthe user interacted with and inspecting data directly:

² \The regular data turned into buttons was great."

² \I liked that it saved the pagesthat I viewed. Often, the secureforms for purchasing

an item get lost, or you forget what you purchased,or how much they cost. This was

a good way to organizeyour actions and usethem asa referencefor later. The abilit y

of the agent to turn regular data into buttons and actions was really great. It saved

a lot of time which would have been spent searching for the correct pageswith the

correct information."

Someliked the hierarchically structured history and showing the results associated with

the action:

² \The agent not only rememberedthe entire history of the transaction, but alsohelped

me browse through them easily. It did so by providing me with an expandablehier-

archy of options (instead of simply °ooding me with a list of URLs in chronological

order)."

² \I like that all the steps where listed and I could seevery easy where the problem

was."

Somecomparedit positively to email and phone support:
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² \It allowed me to pinpoint the problem in onesitting, without having to email or call

peopleand wait for their responses."

² \It allowed for 'instant grati¯cation'; in solving the problems. I did not have to talk

to anyone or wait for a responsefrom them."

Participants alsomentioned someshortcomings. Their main concernwasthat there still

may be too much information, and the agent doesn't provide enoughhelp in sorting through

it:

² \to o many things to click, with redundant information Ã ; too many choicesto make!"

² \the mechanismfor working the agent at times [presented] a bit too much information"

Participants also made speci¯c suggestionsfor improvements to the agent. We will see

those discussedwith other future directions in the next chapter.

5.4 User Study Summary

In the comparisonof the two groups, our hypothesisstated above was con¯rmed. Interest-

ingly, half of the participants in the experimental group strongly felt they'd like to have an

agent like this one for their credit card transactions, and half would have usedthe agent to

diagnosea problem if it were to take longer than 5 minutes on the phone.

One concernabout this data, however, is that all of the participants in the experimental

group had some programming experience; most had programmed for at least one year.

This suggeststhat the samplewe selected,members of the MIT communit y, is not likely to

re°ect the population of web-usersin general. Although we intended to develop an interface

for end-usersto understand processesthey're involved in on the web, future testing with

subjects having lessprogramming experiencewill test this more speci¯cally.
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Chapter 6

Conclusion and Future Directions

Woodstein was developed as an agent to help end-usersunderstand their processesonline.

It was in°uenced by work in software agents, plan recognition, debugging,and other areas.

It represents and visualizesa user's data and actions, as well as the reactions of web sites

in providing an integrated view of web processeseven when they span multiple web sites.

In evaluating it, we found that study participants who usedWoodstein were more e®ective

in diagnosing a problem on the web than those who didn't. Half of the participants who

usedthe processhistory view strongly agreedthat they'd like to have an agent like this one

for monitoring their credit card transactions, and half also would use it if they expected

diagnosinga problem over the phoneto take more than 5 minutes. However, with nearly all

of the participants having someprogramming experience,more testing should be performed

to seewhether similar results are found with non-programmers.

Our early testing of Woodstein has yielded promising results and also pointed the di-

rection to new improvements in the interface and implementation of the agent. In the next

section we will examine the suggestionsof the user study more speci¯cally. Later in the

chapter, we will look at possibleimprovements in other areasand for other problems.

6.1 Impro vements Suggested by the User Study

The user study generatedmany ideas for improving Woodstein's interface. Although the

reactionsof the study participants in the experimental group werepositive overall, they had

many suggestions. Further, as the experimenter watched participants using the agent, he

recognizedalternate ways the agent's interface could behave and talking with participants
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also yielded suggestions.

We divide the improvements into two categories. There are ¯xes that will be made to

the appearanceof the interface. There werealso more substantial changesto its implemen-

tation that may guide future development of the agent, and at least serve as problem areas

that need to be clari¯ed. The discussionfor each improvement begins with quotes by the

participants themselves,when the there was discussionof the issue.

6.1.1 Minor Changes Suggested by the User Study

The ¯xes included the following suggestions:

² Clarify the wording, particularly associated with accessingthe views

\The menus obtained by pressingdown on the buttons weremostly the same,and the

wording of the options made them not very easy to understand. So I found myself

mostly clicking on the buttons, or, if that did not elicit the desiredresponse,choosing

the ¯rst option of the menu."

Some of the participants didn't think \wh y" was a particularly good ¯t with the

information shown in the processhistory view, while others felt the phrasing overall

could be improved. We originally didn't want to burden userswith having to ¯gure

out how to match their questionsto the particular tool for answering it. Instead, we

want them to just selecta questionand be able to ¯nd the information they're looking

for. However, if the questionsthemselves don't clearly match the tool, then we may

want to either add an indication of the view to the question, such as \Wh y was this

set? (ProcessHistory)" and \Ho w was this set? (Data History)", or just get remove

the question entirely and leave only the view description.

² Visually distinguish saved pagesthe user visited from pagesWoodstein retrieved

\[add] something to separatethe help pagefrom the actually seenor neededpages"

Clicking on a rep button in the interface causesthe relevant saved pageto be shown.

However, the button itself doesn't indicate how Woodstein obtained the page. It may

be a pagethe useractually interacted with, a pageWoodstein retrieved for a web site

reaction, or it may be a page for an abstract processthat the agent retrieved for its

description of the process. The way the page was saved could be indicated by the
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appearanceof the button. For instance, at the left end of a button, before its text,

there could be an icon indicating which type of pagethe saved pagefor this rep is.

² Associate colors with di®erent data values, for instance have \no" a di®erent color

from \y es"

\The only dislike was the visual aspect of the history. I would have liked there to

be somesort of color-coding so that I can distinguish certain levels of actions from

others. The grey buttons seemedto just blend together after a while... I think the

buttons for the history should be color-coded, so it's easieron the eyes."

Participants used the agent without the intelligent debuggingsupport enabledso all

of the buttons werethe samecolor of grey. Somenoticed the uniformit y and suggested

that the data buttons be di®erent colors depending upon the value of the data. For

instance, \no" could be a di®erent color from \y es". This would have beenhelpful for

the graduation scenario, in which the participant could instantly seethe unsatis¯ed

requirement. More generally, it would be helpful for other rule-based processes,in

which the set of values are limited and each could have a distinct color. This would

be limited to discretely valued data, however, and wouldn't scalefor data in general.

For instance, what color should an addressbe? Processeswould also remain grey

unlessthey inherited the color of their status or result.

6.1.2 Ma jor Changes Suggested by the User Study

More substantial changeswere suggestedeither by the participants themselves, or their

actions:

² Click on data to go to its source

In the purchase scenario, the order con¯rmation features the book name. As the

data history view in Figure 6-1 shows, the \shopping-cart-item" data item received

its value from the \curren t-item-name" data item back when the usersaw the pagefor

the book and clicked to add it to the shopping cart. That thesetwo data items have

the samevalue createdsomeconfusionamongparticipants, suggestinga di®erent way

of navigating through the data history.

In the study, participants in the experimental group saw how to return from the
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Figure 6-1: History of \shopping-cart-item" data item.

credit card transaction page(Figure 2-1) to the order con¯rmation page(Figure 2-4)

in the purchase scenario. Then for the quiz, they were started at the transaction

pageand asked to ¯nd the original page for the item ordered. Participants typically

returned to the order con¯rmation and several were observed clicking on the name of

the item, expecting to be taken back to the pagefor the item. The order con¯rmation

page features the \shopping-cart-item", however, not the \curren t-item-name" that

appearson the book page.

Clicking on a rep's button in the agent's interface loads the saved pagefor the rep. If

a userclicks on a data item in a page,and the data had appearedbeforeon an earlier

page, the earlier page will be loaded. In the caseof the purchasescenario,however,

though the value is the same, the data item with the value di®ers. The behavior of

the participants suggestedthat this could be mademore clear. It doesseemintuitiv e,

however, that clicking on a value in pagesshould load the previous page in which

it appeared. When a data item just copiesthe value of another, there should be an

easyway to jump to the previous data item without having to open the data history

view. However, it's unclear how to do this when somevalue is computed from multiple

values,such as with an order total that is the sum of the prices and shipping charge.

This should be explored further.

² Allow browsing during inspection mode

\Once I got to a site closeto where I wanted to be, I couldn't just [click] to the next

one since the links didn't work. As such, I had to return to the agent each time I
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slightly missedin order to ¯nd the correct page. It ought to have cached pagesthat

allow links rather than what is essentially a webpagethat has becomea word ¯le."

\not allowing the use of links within the saved pagesmade for needlessreturning to

the agent."

The current versionof Woodstein distinguishesbetweenbrowsingand inspection mode

(although the \what's happening" view updates and allows saved pagesto be viewed

during browsing). It was recognized that this distinction is somewhat messy and

should be either be further re¯ned for clarit y or removed entirely . During inspection

mode, the history of the processcan be played back with buttons in the title bar of

the processhistory view. However, multiple usersmadethe suggestionthat web pages

being inspected should be live, an interesting possibility that we didn't consider. A

future version of Woodstein should take this into account and perhapsmergethe two

modes,allowing usersto traversethe history either by using the agent's rep buttons,

or clicking on the links to explore alternate paths.

² Include a help system

\There is no help for the agent, so I had to spend time to learn how to use it.".

Somewhat ironically, though the agent is intended to help the user understand pro-

cesseson web pages,it doesn't itself have a help system. It currently only explains

what will be the immediate result of a user clicking or selecting a menu item in the

status bar during inspection mode. A traditional help system for using the agent

could be incorporated, but there's also the possibility for more dynamic help, just as

the agent provides dynamic help for the processesand data it tracks. In particular,

the agent could perform plan recognition on the user's interaction with it and provide

help for inspection as well as browsing.

² Provide alternate ways of interacting with user data

\use 'to', 'transaction date' etc. to sort items in list (lik e in email) rather than be

redundant to the information in each smaller button underneath."

Someparticipants felt the agent should simplify how processesand data are presented,

or allow even more sophisticated means for interacting with them. They suggested

allowing the user to search through the history either to narrow down the problem,
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or just for review old actions. For instance, a user could seethat something is wrong

with somedata and say \I think the problem may be in somethingrelated to X". The

agent has the \how" data history view for viewing how data was set, but it wasn't

turned on for the testing.

² Automatically diagnoseproblem sources

\maybe there could be a program which highlights certain trouble-markers, such as

any action which received a 'no' rating."

The agent itself could play a more active role in identifying problems. We will have

more to say about this in a later section.

² Simplify how an action of setting data is associated with a goal

Someparticipants found it redundant that a processis described, such as\MIT checks

graduation requirements", and then has the last step of setting the data, \MIT sets

graduation requirements". One mentioned that it was strange to look at the top of

the subtree to seethe description for the processand the bottom to seethe last step

that set the data result. The top processshows its result data item on the right in

the processhistory view, however. Further, the hierarchy of processesitself matches

when they happenedtemporally - \MIT setsgraduation requirements" must happen

after all intermediate data has been computed. However, this approach does seem

somewhat redundant, so a simpler presentation of how abstract processeswill be

considered.

6.2 Help Users in Managing Business Relationships

Woodstein could be further developed to make the user's transaction data useful in other

ways, besidesdirectly explaining to the user how a transaction has proceeded. We think

of these as tools for managing relationships with businesses,by analogy with Customer

Relationship Management (CRM) tools. They could be viewed as a component of the

debuggingsystem, but they are also useful in their own right.

This data could be put to usewhenever the useris required to provide information about

a transaction. For instance, if a user had to ¯ll out a form on a web pagerequesting help

or more information, the agent could automatically identify and retrieve the relevant data
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and enter it as the default form values for the user. Not only would this ensurethat the

data is correct and consistent with the rest of the transaction information, the user would

be spared the inconvenienceof having to look up this information and enter it manually.

Simple facilities in Web browserscurrently help you ¯ll out forms by making available the

last entries you typed, or matching to a pre-stored form, but tracking transactions would

provide more context-sensitive prompts and completions.

As part of tracking information the userenters, Woodstein could track who knows what.

We'veall experiencedthe hassleof having to update contact information whenwe'vemoved,

switched jobs, or experiencedother changes.An agent that tracked what information we've

entered wherewould know exactly who needsto be updated. It would be even more helpful

if it could perform the updates automatically.

More generally, Woodstein could help a user by automatically performing common ac-

tions. A user could ask it to schedule a trip according to a set of parameters,and, with its

models of the web actions involved, it could ¯ll out the data in web pagesto buy a plane

ticket, reserve a hotel room and rent a car, while saving recordsof what it did, perhaps to

the user's employer for reimbursement.

6.3 Manage Con textual Information about a User's Actions

A user performs actions with intentions at an even higher level than what Woodstein rep-

resents. For example,a user might perform an action of planning a trip including buying a

plane ticket, reservinga hotel room, and renting a car. With knowledgeabout theseactions,

the agent could also recognizethat the user is scheduling a trip which sets up a context

for the chargesthat happen during the duration trip. Eventually , it could support the user

asking about the context of a charge, \What is this charge about?", and explaining \That

was from you trip to Florida".

6.4 Act as a Rep ository for the Status of a User's Debugging

Diagnosingand resolvinga problem may extendover time. Though the usersent a complaint

about the incorrect graduation requirement, for instance,he has to wait until he hearsback

from the institution before being sure the problem is solved. Thus it would be helpful if

Woodstein were able to support this as well, by keepingtrack of the associated emails, for
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instance.

6.5 Supp ort User Training of Pro cess Mo dels

Woodstein requires processmodels and page descriptions to recognizethe actions a user

performs and the pageshe visits. Currently , Woodstein acceptsprocessmodels customized

for a particular web site, but it may be possible to acquire them from the user himself,

perhaps through training the agent in a programming-by-example style[30]. For instance,

the user could perform a web action, highlighting and selecting data when it appears and

explaining the agent how it relates to the processand how it is computed. For example,the

user could selectsometext in the browser window and tell the agent, \this is the subtotal

label, this is the subtotal data", etc. Or maybe the user would put it into recording mode,

then explain the structure of the plan just performed. He could explain the sequenceof his

own actions, and the expected web site reactions. In this way, the agent would learn the

processmodels through the user's intervention.

6.6 Supp ort Multiple Simultaneous Actions

Multiple, interleaved user actions could require guidancefrom the user for recognition. For

example, a user might be just about to con¯rm the purchase of an item, then decide to

visit additional sites to reassurehimself about purchasing that particular item. This would

require the user telling the agent \I still want to seemore opinions about this" to let it

know that the user knows the purchaseis incomplete and will be returned to.

Though Woodstein doesn't have the feature, it would be possible to support a user

performing multiple, distinct actions, as long as each would be associated with a di®er-

ent browser window. It would keep track of each page separately and assign the actions

performed at the pageto the appropriate stream for recognition.

6.7 Help User in Reasoning about Hyp othetical Possibilities

One of our original designgoalswas to support usersin thinking about hypothetical possi-

bilities involving their actions on the web. Woodstein is able to explain why actions happen,

but usersshould be able to seewhy something did not happen, as well. Part of the ¯rst
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example we saw was basedon that idea: \wh y hasn't my order been delivered yet?", but

in order to discover the reason,the user had to look at the action and compare it with his

expectations for what was happening. An important direction for this work would be to

automatically generateexplanations for why somethingdid not happen, or why it happened

di®erently from what was expected. I might ask why an item didn't appear in order and

¯nd out that it wasnot included becausethough I visited the item's page,I forgot to add it.

An agent would comparewhat did happen with what would have had to have happenedto

generatethe hypothetical case,then tell the user where the casesdi®er and at what point

they diverged

The agent could alsohelp the userunderstand the future consequencesof decisionsmade

now. In the exampleof placing an order, the agent updatesthe value for the shipper assoon

as the user clicks the \ship" button to con¯rm. Alternately , it could display the di®erent

outcomesresulting from selecting di®erent shippers. In the processview, the description

could appear \Zeno's Delivery will deliver item on December 26", for instance. As the user

continuesand re¯nes the order, the agent's expectations for the future could becomemore

speci¯c, enabling the user to seeexactly the outcome to expect. This could be invaluable

when performing actions acrossmultiple sites, as in the caseabove of planning for a trip.

6.8 In tegrate with the Semantic Web and Web Services

Though it is now capableof supporting minimally annotated HTML, an important priorit y

is for Woodstein to evolve to support the possibility of richer annotations o®eredby XML

and the Semantic Web. Indeed, it o®ersa vision of a user-centered interface to data on the

Semantic Web. XML, by allowing the data within pagesto be given semantic annotations,

will undoubtedly bene¯t users by allowing higher-level interaction and querying. We see

our approach ascomplementary to this vision in providing usershelp in managing the data

they createand interact with as they perform actions on the Web. Though it will be nice to

know that a particular pieceof text within a transaction description is a dollar amount or

date, how will the userbe able to interact with this data in a meaningful way? Woodstein's

approach is unique in allowing the user to seethe history of the larger processthat that

data is a part of and, for example, to jump back to causally related pageswhere it has

previously appearedor even the pagethat originally set it.
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There is a growing realization of the need for businessprocessesto be standardized

and described in a uniform manner. However, it's not enough that businessprocessesbe

standard and accessiblein theory, it's also important that they be accessiblein practice,

preferably in a just-in-time manner. Woodstein matchesuseractions with abstract business

processdescriptions and is able to show the user the processtheir actions are a part of, as

well as the overall structure of this process. Research in software debugging has demon-

strated that showing the history of a particular execution of a process,complete with all

of the details and data, is an e®ective way of explaining its dynamic behavior. Further, we

expect that this approach will be useful for explaining the abstract processesthemselvesin

light of a particular example.

Though this approach may not bene¯t consumersin the near term, we expect it to be

immediately relevant within organizations. The abilit y for an individual within an organi-

zation to seethat somedata on an internal Web pageis wrong, then load the inspector to

seethe structure of the individual's action, as well as the particular details of the processes

triggered by the action, even if they occur elsewherein the organization, will be invaluable.

6.9 Cooperate with Customer Supp ort

Sometimes,it won't be possibleto completely solve a problem from the user's perspective

alone,becausethe answer might depend on details of the processor data that are internal to

the vendor and are inaccessibleby the user. In this case,he must resort to communicating

with customer support, via e-mail or phone. Even in this case,Woodstein helps the user

by summarizing his problem diagnosisprocessfor communication by email.

We envision that a similar agent could be available to customer support representativ es

(csr), so that that csr can employ a similar debugging strategy. The user's agent could

communicate automatically to the support person'sagent, which could instantly accessthe

details of the problem, and seethe investigation the userhasdonethus far. Valuable phone

support time would not be wasted reciting account numbers, checking and rechecking the

samesequenceof possiblecauses,and retelling the story to di®erent personnelwhen the

problem is escalatedto a manageror more support peopleotherwise becomeinvolved. The

support person's interface could be far more detailed and customized to the businessthan

the generalpublic would be willing to tolerate. Typically, the userdoesnot want to needto
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know the details of the company's internal process,but such knowledgemight beessential to

solving the problem. Like the end-user,the csr could bene¯t by breaking down the problem

into steps,verifying each independently , tracking the history of individual data items, and

so on - all functions that Woodstein provides.

6.10 Teach about Diagnosing Problems in General

Woodstein guidesthe user in isolating an unsuccessfulprocessor incorrect data through the

processof elimination. It explains how to judge the correctnessof reps in the \Debugging

Trail" view, but doesn't explain how to do diagnosis and debugging in general. General

strategies for diagnosingproblems could be accessiblethrough a help system.

6.11 Main tain and Share Histories of Problematic Data and

Pro cesses

Woodstein could also provide the user more help regarding individual processesand data.

It assumesthat processmodels include email addressesto complain to about each rep, but

there is a possibility for processmodels to specify some information for each rep about

how to diagnoseany possibleproblems involving it, or its history of problems in the past.

This information could even be shared among users, so that if many users discover that

the default shipping option for purchasesat Amazin.com may causeproblems later. When

the user ¯rst askswhy his item hasn't arrived, the agent could suggestpossibleproblems

including this one. This information could even be fed back into the agent's functionalit y

for explaining the results of a user's choices. Before con¯rming the shipment method, the

agent could warn the user that other usershave had problems when accepting the default

shipper. This peer-to-peer annotation of processeswould be parallel to the peer-to-peer

annotation of pagesonceprovided by the now-defunct Third Voice[44] in which userscould

leave Post-It style notes with comments for other userson a third-part y's web page.

6.12 Visualize Other Systems

Woodstein was designedas a tool for end-usersto visualize their web actions. It is general

enoughto visualize other systems,however. It can be usedto inspect the history and status
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of systemsthat generateinformation formattable as web pages,and whosebehavior can be

described using its simple models. For instance, a system's various logs might be viewed

as pagesand could be traversed by looking at the semantic relationships among data in

di®erent logs,allowing the user to seehow a changein onesubsystema®ectedothers. With

appropriate processdescriptions, Woodstein could explain how the di®erent processesthat

generatethe information in the logs occurred.
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App endix A

User Study Recruitmen t Poster

We recruited participants by posting the °y er in Figure A-1 around the MIT campus.
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Figure A-1: Poster usedto recruit participants.
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App endix B

User Study In tro duction and

Consent Form

The front of the intro duction and consent form signedby participants follows. The back is

di®erent for the control and experimental group participants and appearsafterwards.

B.1 In tro duction and Consent Form Fron t

Woodstein User Study - Intro duction and Consent Form

Woodstein User Study

Intro duction

You may be familiar with Clippy, the Microsoft Paperclip. It is an exampleof a software

agent that works in the user interface, though often, it isn't very helpful. We're focused

on improving software agents to make them more pro-active in helping people in using

the computer, without being so distracting. In particular, we are looking at how an agent

working with the web browser can help peoplebetter understand what happenswith their

online actions.

The agent that we will be testing is called Woodstein. It monitors the pagesa user

visits in order to provide more information about the actions those pagesare a part of,

particularly when something goes wrong. We will be comparing the e®ectivenessof the

support provided by the agent with the e®ectivenessof support provided by email-based

customer support, an increasingly common way to get help for web transactions.

Consent Form
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Participation in this activit y is voluntary and completely anonymous. If you are un-

comfortable with any question, you may decline to answer it. You may chooseto withdraw

your consent, and discontinue participation in this activit y at any time without prejudice.

We want to ¯nd out whether using the software seemsnatural to users,and we'd like

to ¯nd out what needsimprovment. To determine these things, the experimenter will ask

you to describe what you're thinking as you work on the scenario,asking what you expect

to see,and what you expect the software to show. We will record what's happening on

the screenfor these interactions, as well as the audio of the conversation. You may listen

to the recording or edit it if you choose. These recordings will only be heard by the head

experimenter, Earl Wagner,his assistant, Hyunsuk Kim, and his advisor, Henry Lieberman.

They will be deleted when the research is complete or within 6 months.

B.2 In tro duction and Consent Form Back for Con trol Group

The study will consist of the following parts:

1. Intro duction, Consent and Pre-Test Questions(5 minutes)

2. Explanation: Walkthrough in Diagnosing PurchaseScenario(5 minutes)

3. Test: Diagnosing Graduation Scenario(20 minutes)

4. Post-Test Questions(10 minutes)

By agreeingto this form you becomea consenting participant. You will also have this

consent form printed-out. Any inquiries concerningthe proceduresshould be directed to:

Earl Wagner - ewagner@media.mit.edu- 617-253-5334

You may also contact the Chairman of the Committee on the Useof Humans as Exper-

imental Subjects, M.I.T. 253-6787,if you feel you have beentreated unfairly as a subject.

I agreeto the proceduresof this activit y

B.3 In tro duction and Consent Form Back for Con trol Group

The study will consist of the following parts:

1. Intro duction, Consent and Pre-Test Questions(5 minutes)
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2. Explanation: Walkthrough in Tracking and Diagnosing PurchaseScenarioLocation

(20 minutes)

3. Quiz: Diagnosing PurchaseScenarioPrice (5 minutes)

4. Test: Diagnosing Graduation Scenario(15 minutes)

5. Post-Test Questions(10 minutes)

By agreeingto this form you becomea consenting participant. You will also have this

consent form printed-out. Any inquiries concerningthe proceduresshould be directed to:

Earl Wagner - ewagner@media.mit.edu- 617-253-5334

You may also contact the Chairman of the Committee on the Useof Humans as Exper-

imental Subjects, M.I.T. 253-6787,if you feel you have beentreated unfairly as a subject.

I agreeto the proceduresof this activit y
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App endix C

User Study Explanation Script

C.1 Script for Walk-through

1. The Experimenter asks:

We're going to seesomeof how Woodstein works with an example. Woodstein tracks

what I'm doing online and matchesthe stepsI take to its models for a processes,like

it's model of how a purchase happens. I'm going to go ahead and start making a

purchase,to show you how it works. But don't worry, it's only connecting with our

simulated web site, Amazin.com

2. The Experimenter loads the order example.

3. The Experimenter says:

I'm loading the web site for Amazin.com, and the ¯rst thing you notice is that Wood-

stein added a watermark image to the page. That lets me know it's monitoring this

page. I can alsopressdown on it to bring up a menu. I want to ¯nd out what it knows

about what I'm doing right now, so I'll ask it. I'll ask it \what's happenening?".

4. The Experimenter selects\what's happening?" (Figure 2-11).

5. The Experimenter says:

The agent creates a pop-up window that tells me what it knows about what I'm

doing (Figure 2-12). Up here in the grey, I can seea simple description - I saw the

Amazin.com front page. It also shows what I'm doing at more and more speci¯c
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detail. It shows the overall processthat I'm triggering, a purchase. It alsoshows that

I'm doing the ¯rst part of that - I'm placing an order. The ¯rst step of placing an

order is browsing. And ¯nally , the ¯rst step of that is me loading the Amazin.com

front page.

I'm going to go aheadand check out this recommendationit has for me. So I click on

it.

6. The Experimenter clicks \The Very Hungry Caterpillar" (Figure 2-13)

7. The Experimenter says:

You seethat the \what's happening" window updates (Figure 2-14). It added some

more steps: that I clicked \The Very Hungry Caterpillar", and that I saw the page

for \The Very Hungry Caterpillar" as part of ¯nding an item. So already, we can see

how it's using it's models of what happensin a purchaseprocessto help organizemy

action of purchasing something online. This is comparedto what you'd get from the

browser, a linear history which just shows the list of pagesyou visited that you can't

even go back to to seesaved versionsof.

One thing that's helpful that Woodstein does is it saves every page I interact with.

You can imagine that's helpful for accessingan old page like an order con¯rmation.

All of thesestepsare buttons that I can inspect. Just asan example,I can click on the

step \Y ou clicks on 'The Very Hungry Caterpillar"', and seethe pagethat Woodstein

saved for it. I can even seethe exact thing I interacted with, the link that I clicked on.

Sowhat we're seeinghereis that even while I'm in the middle of an action, in this case

making a purchase,I can jump back to previous points and seethe pagesI interacted

with. If you've ever tried clicking on \back" while browsing a site and doing an action

like a purchase,you know that sometimesweb sites get really confused. This avoids

that becauserather than clicking on back, I'm just taking a look at a previous page

that Woodstein saved.

8. The Experimenter asksif there are any questionsand answers them.

9. The Experimenter says:

OK. Let's take a look at this structured history again. You can seethat all the nodes

that are deepest in are stepsthat I took - You saw page,You clicked, You saw page. In
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addition to saving copiesof the pagesI interacted with, it also found relevant pages.

It found pagesrelated to theseabstract processesthat it inferred are happening.

I canevenclick on oneof theseprocessesto seethe relevant pagedescribingit. Suppose

this were the ¯rst time I was placing an order and I wanted to ¯nd out more about

how it works. I could click on the button \Y ou are placing order" to seethe page

Woodstein retrieved that describes it.

10. The Experimenter clicks \Y ou are placing order at Amazin.com" (Figure 2-15).

11. The Experimenter says:

OK, great. Here I seethat it retrieved a help page that explains how to place an

order. Notice that the processI'm looking at right now looks pressedin. That's

becausethat's the button I'v e selected. It's the one I'm inspecting right now. Also

notice that when we have the \saved page" view and the \what's happening" views

side-by-side, and I move the mouseover the di®erent steps described in the \saved

page" view, the corresponding stepsare highlighted in the what's happening view. So

I start with \Placing An Order", then I move to \Bro wsing", then \Finding Items".

Down here, when I mouseover \Adding Items to Shopping Cart", I can seeon the

status bar for the \saved page" view that that's something Woodstein's expecting,

but that I haven't done yet.

We can also click on any of the buttons in this view, so, for instance, if I wanted to

inspect the \Bro wsing" step, I could click that. That loads Woodstein's saved page

view for the \Bro wsing" process,and also highlights the \Bro wsing" processin the

\what's happening" view.

Let's continue with placing the order. I want to buy this item, so I click \Add to

Shopping Cart" in the browsing page. This page from the Amazin.com web server

updates to say that the item is in my shopping cart. I can also seewhat Woodstein

found in the \what's happening" view. The ¯rst thing we seeis that it has added

more steps. I can seethat it saw me click on the button, and also that it realized that

Amazin.com did some things too. It set the shopping cart item, and the shopping

cart subtotal. Theseare stepsthat Amazin.com took that Woodstein is also tracking.

It was able to recognizethat I was adding an item to my shopping cart, and go and
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retrieve the shopping cart pageto get the updated list of items and subtotal. We can

seethat now when I click on \Amazin.com set shopping cart subtotal". Woodstein

shows me the pageit retrieved and saved with the shopping cart information.

I canalsoseethat there's more information about this order in the \what's happening"

view. Over here on the right, underneath \Y our Data", I can seethat Woodstein is

starting to keeptrack of my data related to this purchase. So far, it knows about the

the shopping cart item and subtotal. You can seethat for each step by Amazin.com,

the result is some data that Woodstein is tracking. Also, the current status of a

processis the last data created for it. So in this case,the result of \Y ou added item

to shopping cart" is the subtotal. That tric kles all the way up to being the status for

the purchase.

12. The Experimenter asksif there are any questionsand answers them.

13. The Experimenter answers any questions.

We're going to jump ahead and examine this purchasefrom the perspective of after

it's happened.

14. The Experimenter loads the purchasescenario(Figure 2-1).

15. The Experimenter says:

This is where we're going to be doing things related to what you'll do for the quiz

and test, so I'll turn the mouseover to you now. Imagine we placed the order with

Woodstein a while ago and now we're looking at this charge on the credit card and

we want to ¯nd out more about this purchase. Let's say we want to ¯nd out what the

item is. Before we saw how Woodstein is able to show what it's tracking. Now we'll

seehow it lets you inspect data in pagesthat you want to ¯nd out more about. Go

aheadand click on the watermark image.

16. The Experimenter says:

Beforewe get farther into this example,I'd like to go over a few points for you. When

you go on the web, you seedata, like prices, quantities and addresses.You also do

actions, like clicking on a button to add an item to your shopping cart. The web site

also doesan action, it goesaheadand adds the item to your shopping cart. You can
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think of the entire processof making a purchaseonline as consisting of actions like

those, involving data like the items you order, the shipping address,and so on.

Woodstein watchesfor all of thesethings, both data and actions, and the pagesthat

they're associated with. When you click on a button to add an item to your shopping

cart, it savesthe pageand keepstrack of what you clicked. When the web site updates

your shopping cart, Woodstein goesand retrievesa copy of your shopping cart page

and keepstrack of the website's action. A processtakes data items as inputs and

createsa data item as a result.

Woodstein has an inspector mode that you turn on by clicking the watermark. It

converts all data and namesfor processesin pagesto buttons. Buttons for data items

are rectangular, and the buttons for processesare rounded.

Notice how when you move the mouseover the buttons, the status bar at the bottom

of the browser window updates.

17. Experimenter points to status bar

It tells you the name of the data item or processyou're looking at. In this page we

can seethat there are data items like the amount and transaction number. Above

them, the label is also a button. Move the mouseover the number for the amount,

then the word \amount".

18. Subject movesmouseover price amount and price label.

As we can see,the number is the data item, and the label stands for the processthat

sets it. Notice that the processthat sets somedata has the data name in quotes. A

data item is the result of a process.

The buttons let you inspect the data and processesdirectly. You let the agent know

what you are interested in ¯nding out by interacting with a button. Everything that

looks like a button can be inspected. There are two ways to inspect a button. Clicking

on it selectsit as the button you're inspecting. You can alsopressdown on the mouse

button, and a menu with options comesup. Go over to the actual number for the

transaction. Pressthe left mousebutton down until a menu comesup, and don't let

go yet.

19. Subject pressesdown on Order # button (Figure 2-2).
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Its menu hasa few options. You can ask \how it wasset" and \wh y it wasset". Each

question createsa separatepop-up window, either the \how" view or the \wh y" view.

Let go of the mousebutton while over the \wh y" question.

20. Subject selects\wh y" question (Figure 2-3).

The why view shows why something happenedby showing where it ¯ts in the overall

history of the action. It givesa short explanation at the top grey area. In the display

area below, it has the processeson the left and my data on the right.

On the left are just the processnames. On the right, notice how the data items have

the name of the data on the left, then a colon, then the value of the data. Here

we seethat the value for the shipment location is Philadelphia. On the right is my

information that's either a result of a process,or the last data item set within it.

So, in this case,since the last data item created for my purchasewas the shipment

location, that's the current status for the whole process.

Processesinvolve steps,and, for instance,the ¯rst step of making a purchaseis placing

an order. When the steps of the processare hidden, the box is a plus, like usual on

Windows. When they're shown, the box is a minus. Go ahead and click them open

and closed. No box meansthat there isn't any more detail. For right now, click these

boxes open.

21. Subject clicks processesopened.

22. The Experimenter says:

Let's goback to the original order action, what westarted to createin the last example.

We can accessWoodstein's record of the order by inspecting the order action. Let's

just inspect the order con¯rmation, which will take us back to the page where the

order con¯rmation was created. You can inspect another button by clicking on it, so

click on the order con¯rmation button.

23. Subject clicks order con¯rmation button.

24. The Experimenter says:

A new view opensup. When ever a processhappens,or a data item is set, Woodstein

recordsthe pagethat shows it. Woodstein shows us the saved pagesin its saved page
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view. Here we can seethe original order con¯rmation that resulted just after placing

the order, and we can seethe item that was ordered.

25. The Experimenter says:

Great! Let's review. Woodstein keepstrack of data items and processes,and the

pagesin which they appear. We can ask \wh y" somethinghappenedto get its \wh y"

view which shows where the thing ¯ts into the overall history of the action.
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App endix D

User Study Quiz and Test Scripts

D.1 Script for Price Quiz

Now we want you to have a chance to practice using the system. In the quiz scenario,we

go back to the credit card charge. Imagine you're looking at this charge and it looks like

the price is too high. You thought the book cost lessthan it says here. Now you want to

go back and seehow much it was that the book was discounted. To do that, go back to the

pagefor the book beforeyou added it to the shopping cart.

Great! Let's try somethingnew. Let's say we found that the price was wrong. Then we

could inspect it and complain. Try selecting\Lo oks Wrong". That automatically generates

an email that we can send. That just goes to our test server, so let's go ahead and send

that.

D.2 Script for Graduation Test

In the test scenario, imagine you're a graduate student, here at MIT, and you're getting

your master's of sciencedegree. You're getting ready to graduate and you know you've

satis¯ed all the requirements. You've taken all your classesand you took care of your

thesis. But you know that sometimesMIT's computers get messedup, or information isn't

entered correctly. Now you're looking at your degreeaudit pageand it looks like you're not

eligible to graduate. You want to ¯nd out why.

When you're dealing with a large organization, you can set up an appointment to talk

to somebody, or wait in line. We want to avoid that as much as possible. We'd like to
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try to narrow down the exact requirement that they messedup on, so we can complain to

exactly the right person. Onceyou've narrowed down the incorrect requirement asmuch as

possible,we'll complain. We don't have to worry about how they'll ¯x it, we just want to

¯nd out the most speci¯c processor data that went wrong. Assumethat the sameperson

is responsible for the processof entering the data for the requirement, and the data item

itself.

D.3 Acceptable Guidance for Graduation Test

² \Remember we want to narrow down the requirement as much as possible."

² \Assume that the sameperson is responsible for the processof entering the data for

the requirement, and the data item itself."
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App endix E

Frequen tly Ask ed Questions about

Woodstein

1. Q. Why would anyone ever want to \debug" e-commerceprocesses?

A. Have you ever looked at an unfamiliar charge on your credit card and wanted to

know what item it paid for, or where the item is now? Either of thesecan be found

within two clicks after turning on Woodstein's inspector - seesection 2.2 on page25.

2. Q. But it doesn't sound like Woodstein helps with debugging, it just sounds like it

helps with problem diagnosis.

A. Indeed, the focusof Woodstein sofar hasbeenon problem diagnosis;seesection3.6

on page74. Although we've implemented good support for diagnosingproblems, the

support for resolving problems is lessrobust and is an area for future work.

3. Q. Yeah, but is Woodstein really something that peoplewould want to use?

A. A majorit y of the people we asked who used Woodstein agreed that they'd like

to have it to help with their own credit card transactions and problems that arise.

In fact, half of the people we asked strongly agreed that they'd like to use it. See

section 5.3.3 on page112.

4. Q. What about security? Won't it be a bad idea for an agent to be saving my

passwords and account info?

A. Woodstein is implemented as a web proxy that runs on your computer; seesec-
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tion 4.3.2 on page80. Saving information with it is no worsethan saving user-names

and passwords for your accounts with Internet Explorer or Netscape.

5. Q. What doesthe agent do exactly? Will it buy anything or do anything elseI don't

want?

A. The agent only gathers information by logging into accounts, checking pages,and

soon. It just retrievespagesin creating a detailed record for your action, and provide

an integrated view of your data even when they span multiple sites. It only retrieves

data when it wants to check to make sure that the web site is reacting to your actions

appropriately (seesection 4.6 on page 94). For example, when you add an item to

your shopping cart, it makessure the web site updates the shopping cart correctly.

6. Q. Where are the descriptions of the processeslocated?

A. They are located on the your computer, as is the agent. If this were a product,

the agent could receive updated models for processesand pageseither as you browse,

or at periodic intervals.

7. Q. Does it take up a lot of spaceto store all those web pages?

A. Not really, especially if they're just saved as text. A larger page,such as an item

description pageon the actual Amazon.comsite might be around 50 KB. A megabyte

of disk can hold 20 pageslike those, and a gigabyte can hold 20,000. If it saved just

the pagesthe user interacts with securely (via securehttp, https), it would take a

long time to ¯ll a gigabyte.
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